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WORLDWIDE  THREAT  TO  THE  UNITED 
STATES 


TUESDAY,  JANUARY  17,  1995 

U.S.  Senate, 
Committee  on  Armed  Services, 

Washington,  DC. 

The  committee  met,  pursuant  to  notice,  at  10:02  a.m.,  in  room 
SR-222,  Russell  Senate  Office  Building,  Senator  Strom  Thurmond 
(chairman)  presiding. 

Committee  members  present:  Senators  Thurmond,  Cohen,  Lott, 
Coats,  Smith,  Inhofe,  Nunn,  Exon,  Robb,  and  Bryan. 

Committee  staff  members  present:  Richard  L.  Reynard,  staff  di- 
rector; George  W.  Lauffer,  deputy  staff  director;  Donald  A.  Deline, 
general  counsel;  Christine  K.  Cimko,  press  secretary;  Cindy  Pear- 
son, security  manager. 

Professional  staff  members  present:  Charles  S.  Abell,  Romie  L. 
Brownlee,  Lucia  M.  Chavez,  Richard  D.  Finn,  Jr.,  and  Eric  H. 
Thoemmes. 

Minority  staff  members  present:  Arnold  L.  Punaro,  minority  staff 
director;  Richard  D.  DeBobes,  counsel;  Richard  E.  Combs,  Jr.,  John 
W.  Douglass,  T.  Kirk  McConnell,  Michael  J.  McCord,  and  Frank 
Norton,  professional  staff  members. 

Staff  assistants  present:  Menge  Crawford,  Shelley  G.  Lauffer, 
and  Kathleen  M.  Paralusz. 

Committee  members'  assistants  present:  Judith  A.  Ansley,  assist- 
ant to  Senator  Warner;  James  M.  Bodner,  assistant  to  Senator 
Cohen;  Ann  E.  Sauer,  assistant  to  Senator  McCain;  Samuel  D. 
Adcock,  assistant  to  Senator  Lott;  Richard  F.  Schwab,  assistant  to 
Senator  Coats;  Thomas  L.  Lankford,  assistant  to  Senator  Smith; 
Glen  E.  Tait,  assistant  to  Senator  Kempthorne;  Matthew  Hay,  as- 
sistant to  Senator  Inhofe;  Patricia  Stolnacker,  assistant  to  Senator 
Santorum;  Andrew  W.  Johnson,  assistant  to  Senator  Exon;  Richard 
W.  Fieldhouse,  assistant  to  Senator  Levin;  Steven  A.  Wolfe,  assist- 
ant to  Senator  Kennedy;  Lisa  W.  Tuite,  assistant  to  Senator  Byrd; 
Randall  A.  Schieber,  assistant  to  Senator  Bryan. 

OPENING  STATEMENT  OF  SENATOR  STROM  THURMOND, 

CHAIRMAN 

Chairman  Thurmond.  The  committee  will  come  to  order. 

The  committee  meets  today  to  receive  a  briefing  on  the  world- 
wide threat  facing  the  United  States.  We  welcome  Admiral  William 
Studeman — is  that  pronounced  right? 

Admiral  Studeman.  That's  correct,  sir. 

(l) 


Chairman  Thurmond.  Admiral  Studeman  is  the  Acting  Director 
of  Central  Intelligence.  We  also  welcome  Lt.  Gen.  James  Clapper, 
Director  of  the  Defense  Intelligence  Agency. 

Following  Admiral  Studeman's  and  General  Clapper's  opening 
remarks,  we  will  remain  in  open  session  for  as  long  as  Senators  de- 
sire, but  I  want  to  leave  enough  time  for  a  substantive  closed  ses- 
sion before  we  adjourn. 

It  is  my  understanding  that,  following  our  open  session,  Admiral 
Studeman  will  need  to  depart.  During  the  closed  session,  General 
Clapper  will  be  joined  by  Mr.  Doug  MacEachin,  the  Deputy  Direc- 
tor for  Intelligence  at  CIA,  and  Ms.  Christine  Williams,  the  Chair- 
man of  the  National  Intelligence  Council. 

Mr.  MacEachin — I  pronounced  it  "McEechin,"  as  we  do  in  South 
Carolina  when  the  name  is  spelled  that  way.  However,  I  believe  it's 
"McEcken,"  more  correctly  here.  I  won't  argue  which  is  right. 

In  any  event,  Mr.  MacEachin  is  responsible  for  analysis  at  the 
CIA  and  Ms.  Williams  is  responsible  for  making  sure  that  U.S.  in- 
telligence products  meet  the  needs  of  U.S.  policy  makers  and 
warfighters.  They  are  well  qualified  to  answer  questions  the  com- 
mittee may  have  on  the  intelligence  community's  process  for  fulfill- 
ing requirements  or  any  specific  intelligence  related  questions. 

Before  yielding  to  the  ranking  minority  member,  let  me  make  a 
few  brief  observations  which  I  invite  our  witnesses  to  comment 
upon. 

First,  as  we  move  well  beyond  the  Cold  War,  it  is  clear  that 
threats  are  becoming  more  fluid  and  more  unpredictable.  We  can 
no  longer  count  on  future  threats  to  be  an  adequate  guide  for 
American  defense  planning.  Nevertheless,  to  a  very  large  degree, 
we  continue  to  rely  on  threats  in  the  development  of  policy,  strat- 
egy, and  force  structure.  If  we  are  not  careful,  American  policy  and 
planning  will  become  strictly  reactive  to  current  events. 

I  would  appreciate  it  if  our  witnesses  could  comment  on  this  di- 
lemma and  suggest  how  the  American  intelligence  community  can 
help  reduce  the  uncertainty  that  we  face. 

The  committee  is  also  interested  in  hearing  from  our  witnesses 
on  the  subject  of  proliferation.  This  is  an  example  of  the  type  of 
threat  that  will  characterize  the  post-Cold  War  era,  one  that  is  dif- 
ficult to  quantify,  predict,  and  counter. 

Admiral  Studeman,  General  Clapper,  we  welcome  any  comments 
you  have  in  open  session,  but  we  will  probably  need  to  reserve 
most  of  this  discussion  for  the  closed  session. 

Finally,  this  committee  is  particularly  interested  in  learning  how 
the  intelligence  community  is  supporting  current  U.S.  military  ac- 
tivities and  requirements.  Our  intelligence  assets  are  increasingly 
being  rationalized  in  terms  of  their  support  for  military  operations. 
The  committee  is  keenly  interested  to  learn  how  successful  your  ef- 
forts have  been  in  this  area. 

Again,  let  me  welcome  our  witnesses.  We  are  very  pleased  to 
have  you  here  today. 

Before  we  get  started  with  opening  statements,  I  would  like  to 
turn  to  Senator  Nunn  for  any  opening  remarks  he  may  have.  But 
I  don't  believe  he  has  come  in  yet.  He  will  be  here,  though  he  is 
not  here  yet. 

We  would  be  glad  to  hear  from  others  who  may  have  comments. 


Senator,  do  you  have  any  opening  remarks? 

Senator  Cohen.  No,  Mr.  Chairman.  Thank  you. 

Chairman  Thurmond.  Do  any  Senators  have  any  opening  re- 
marks? [No  response] 

Admiral  Studeman.  Senator  Nunn  is  coming  in  just  now,  sir. 

Chairman  Thurmond.  Where  is  everybody  on  the  left  side? 

Senator  Cohen.  We  are  now  all  over  here  on  the  right  side. 

Chairman  Thurmond.  Senator  Nunn,  we  would  be  glad  to  have 
any  opening  comments  you  would  care  to  make. 

Senator  NUNN.  Thank  you,  Mr.  Chairman.  Very  briefly,  I  think 
it  is  great  that  we  are  having  this  hearing  this  morning.  We  are 
constantly  discussing  that  we  are  in  the  post-Cold  War  period.  I 
think  that  means  that  the  Cold  War  is  over.  But  we  have  a  much 
harder  time  identifying  the  kind  of  period  we  are  in. 

A  few  years  ago,  if  we  had  this  kind  of  briefing,  it  would  have 
been  centered  on  the  Cold  War  and  the  confrontation  between  the 
United  States  and  the  Soviet  Union,  and  the  challenges  all  over  the 
world.  Today,  it  is  much  more  complicated  and  complex  than  that. 
I  think  this  is  a  very  good  way  to  begin  our  deliberations  on  the 
size  of  the  U.S.  defense  budget  and  all  of  its  ramifications. 

So  thank  you  for  having  the  hearing.  I  look  forward  to  hearing 
from  our  witnesses. 

Chairman  THURMOND.  Does  any  other  member  have  any  com- 
ments? [No  response.] 

Before  we  proceed,  I  would  ask  that  Senator  Kempthorne's  state- 
ment be  included  into  the  record  at  this  time. 

[The  prepared  statement  of  Senator  Kempthorne  follows:] 

Prepared  Statement  by  Senator  Dirk  Kempthorne 

Mr.  Chairman,  I  want  to  thank  you  for  scheduling  today's  briefing  and  I  very 
much  look  forward  to  the  testimony  of  our  distinguished  witnesses. 

I  also  want  to  say  how  much  I  look  forward  to  serving  on  this  important  commit- 
tee under  your  leadership.  I  have  always  felt  that  you  and  our  former  chairman, 
Senator  Nunn,  epitomize  the  Senate's  commitment  to  a  strong  national  defense  and 
I  have  learned  a  lot  by  serving  with  such  renowned  patriots. 

Mr.  Chairman,  I  also  want  to  stress  my  concern  that  the  world  remains  a  dan- 
gerous place  and  the  continuing  cuts  in  defense  spending,  proposed  by  the  Clinton 
administration,  seem  out  of  step  with  this  reality.  We  have  had  10  consecutive  years 
of  cuts  in  defense  spending  and  this  administration  continues  to  propose  additional 
deep  cuts  in  defense  spending.  That  is  why  I  think  this  briefing  is  so  important. 
As  I  see  it,  we  must  reject  the  budget  driven  defense  plan  offered  by  the  current 
administration  and  work  to  reestablish  the  connection  between  defense  spending 
and  threats  to  U.S.  security.  Mr.  Chairman,  working  with  you  and  other  Members 
of  the  Congress,  I  am  confident  that  we  will  restore  this  appropriate  foundation  to 
our  defense  spending. 

Thank  you  Mr.  Chairman. 

Chairman.  Thurmond.  If  not,  Admiral  Studeman,  you  may  pro- 
ceed with  your  opening  statement. 

STATEMENT  OF  ADM.  WILLIAM  O.  STUDEMAN,  USN,  ACTING 
DIRECTOR  OF  CENTRAL  INTELLIGENCE 

Admiral  Studeman.  Thank  you,  Mr.  Chairman.  Let  me  say  that 
we  are  pleased  to  be  here  to  make  this  appearance  in  open  session 
to  discuss  global  hot  spots. 

I  have  submitted  an  unclassified  statement  for  the  record  and  I 
would  like  to  just  make  some  brief  introductory  comments,  per- 


haps,  in  fact  cycling  back  on  answering  some  of  the  questions 
which  you  alluded  to  in  your  introductory  comments. 

You  have  already  mentioned  that  I  am  to  be  joined  here  by  a 
number  of  people,  country  and  topical  experts,  from  the  CIA  and 
the  Defense  Intelligence  Agency. 

My  remarks  here  are  perhaps,  to  start  out  with,  somewhat  philo- 
sophical in  framework  and  nature.  I  would  like  to  offer  them  in  the 
context  of  a  scene-setting  approach. 

Some  have  already  begun  to  characterize  the  future  world  as  one 
of  "hot  peace,"  as  opposed  to  "cold  war."  I  think  this  is  perhaps  an 
appropriate  form  of  phraseology. 

I  think  another  characteristic,  which  you  also  alluded  to  in  your 
opening  remarks,  has  to  do  with  the  fact  that  the  world  of  the  fu- 
ture will  be  constantly  changing.  In  fact,  one  of  the  interesting 
challenges  for  the  national  security  community  is  going  to  be  deal- 
ing with  this  constant  change.  I  think  you  used  the  word  "fluidity" 
or  "unpredictability."  This  means  that  the  national  security  re- 
sources of  the  world  of  tomorrow,  the  military,  the  diplomatic  side, 
the  intelligence  resources,  will  have  to  be  flexible  and  adaptable  in 
order  to  deal  with  this  virtually  changing  environment. 

In  other  words,  the  fundamental  nature  of  the  world  of  tomorrow 
is  one  of  virtual  change. 

The  traditional  national  security  instruments  of  diplomacy,  de- 
fense, and  intelligence  I  think  will  be  able  to  respond  to  this  de- 
mand for  flexibility  and  constant  adaptation  to  hot  circumstances, 
any  of  which,  as  we  move  toward  the  end  of  this  decade  and  into 
the  beginning  of  the  next  century,  could  go  critical. 

U.S.  economic  competitiveness  and  law  enforcement  are  increas- 
ingly becoming  additionally  important  instruments  in  also  main- 
taining the  security  of  the  United  States.  I  would  like  to  elaborate 
as  we  go  on  a  little  bit  more  about  law  enforcement's  potential  role, 
as  we  get  into  the  area  of  talking  about  trans-national  issues. 

The  hot  spots,  threats,  or  dimensions  of  national  security  we  will 
address  today  in  my  view  can  be  divided  into  three  major  macro 
categories,  and  all  of  these  categories  relate  to  the  future  mission 
of  intelligence. 

The  first  category  I  think  is  dealing  with  the  traditional  political- 
military  issues,  not  the  least  of  which  are  the  residual  elements  of 
the  Cold  War  and  the  former  Soviet  Union,  Korea,  and  Cuba.  As 
you  know,  in  the  context  of  what  is  happening  with  Russia  right 
now,  Chechnya,  issues  between  Russia  and  Ukraine,  disposition  of 
the  Black  Sea  fleet,  issues  related  to  energy  and  nuclear  weapons, 
and  the  whole  range  of  problems  that  persist  in  the  belt  that  runs 
all  the  way  from  Georgia  through  Abkhazia,  Armenia,  Nagorno- 
Karabakh,  Moldova,  all  the  way  up  to  Tajikistan  and  the  Caucasus, 
and  the  southern  region  Asian  republics  are  of  particular  issue 
with  regard  to  where  the  future  of  the  former  Soviet  Union  is 
going. 

Regional  conflict,  religious  based  tribal  and  ethnic  strife,  dealing 
with  the  problems  of  failing  or  failed  states — in  this  category,  obvi- 
ously, we  are  dealing  with  problems  associated  with  Iraq,  Bosnia, 
a  Middle  East  peace,  Indo-Pakistan  problems,  residual  instability 
in  Afghanistan,  even  recent  problems  with  traditional  allies  in  the 
context  of  potential  Greek  and  Turkish  conflict,  Egypt  and  Sudan. 


Then  there  are  the  states  that  we  know  where  we  are  actively  en- 
gaged— Rwanda,  Liberia,  Somalia,  Cambodia,  particularly  in  the 
United  Nations  context. 

Arms  control  and  treaty  monitoring  come  into  effect  when  we 
deal  with  this  issue  of  regional  conflict. 

The  second  major  category  concerns  the  dynamics  of  economic 
competitiveness,  whether  we  are  dealing  with  GATT  and  NAFTA 
or  whether  we  are  dealing  also  with  the  concepts  of  trilateralism, 
that  is,  blocs  of  countries,  traditional  allies  in  Asia  and  Europe  en- 
gaged in  economic  competition  with  the  United  States  or,  closer  to 
home,  the  problems  that  have  occurred  in  Mexico. 

Finally,  the  third  major  category  is  that  of  trans-national,  trans- 
jurisdictional  or  trans-sovereign  issues.  But  here  I  would  like  to  ad- 
dress the  one  issue  which  you  have  already  mentioned,  prolifera- 
tion or  illicit  technology  transfer.  But,  of  course,  narcotics,  terror- 
ism, foreign  and  international  organized  crime,  illegal  mass  migra- 
tion, environmental  crime  and  that  kind  of  thing,  are  included 
here. 

Finally,  I  think  there  is  an  issue  that  we  should  not  pass  over, 
but  it  is  not  generally  addressed  in  the  category  of  positive  intel- 
ligence concerns.  This  deals  with  the  counter  intelligence  and 
counter  espionage  and  security  threat  to  the  people,  the  systems, 
and  the  information  that  we  have  in  the  United  States.  All  of  this 
threat  is  changing  dramatically  in  terms  of  its  character. 

We  think  about  this  in  the  classic  context  of  traditional  hostile 
intelligence  collection  directed  against  the  United  States.  But  there 
are  clearly  more  future,  insidious  forms  of  commercial  intelligence 
acquisition  for  the  purposes  of  acquiring  technology  or  for  some  eco- 
nomic competitiveness  advantage. 

Many  of  the  critical  natural  resources  of  the  world  are  located  in 
troubled  parts  of  the  globe  with  the  potential  for  increasing  trade 
conflicts  and  protectionist  conflict  with  internationalists.  And,  as 
we  move  later  into  this  decade  and  into  the  new  century,  these  po- 
litical, military,  economic,  and  sociological  instabilities  will  mix  to- 
gether with  one  or  more  other  factors  to  create  or  sustain  a  smol- 
dering world  of  growing  pop-up  threats. 

It  seems  to  me  that  the  two  most  likely  and  most  significant  fac- 
tors for  adding  to  the  traditional  regional  threats  to  the  United 
States  and  to  our  allies  are  proliferation  of  technology  and  extre- 
mism or  radicalism — that  is,  some  kind  of  global  conflict  or  regional 
conflict,  mixed  together  with  the  concept  of  radicalism  or  associ- 
ated, somehow  or  other,  with  a  proliferation  of  technology. 

The  proliferation  relations  relate  to  the  nonproprietary  nature  of 
technology.  This  means  that  what  will  be  proliferated  will  be  new 
and  more  diverse  forms  of  lethality,  increasing  threat  reach,  that 
is,  longer  ranges,  including,  ultimately,  ranges  from  problem  states 
that  can  reach  the  United  States  toward  the  end  of  this  decade  and 
the  beginning  of  this  century,  and  increasing  accuracy — implemen- 
tation of  stealth  applications  in  which  to  hide  threats  or  to  create 
significant  battle  space  advantage.  These  bad  actors  that  we  are 
going  to  be  dealing  with  in  the  world  are  increasingly  aware  of 
their  own  vulnerabilities  and  all  are  going  deeper  underground  or 
are  hardening  their  sensitive  activities  and  innovating  deception 


and  denial  techniques.  This  means  that  it  is  a  tougher  job  for  intel- 
ligence to  dig  out  these  threat  targets. 

Reconnaissance,  surveillance,  and  intelligence,  combined  with 
precision  geolocation,  creates  increasing  vulnerabilities  for  the 
United  States.  I  think  we  are  setting  the  conditions  now  for  even 
reconnaissance  and  surveillance  means  to  be  proliferated  around 
the  world. 

Information  warfare  is  quickly  becoming  a  concern  of  highly  ad- 
vanced information  based  societies,  such  as  the  United  States.  We 
have  transactional  activities  here  related  to  revenue,  legal,  tech- 
nical, and  functional  systems  that  are  vulnerable.  These  systems 
are  increasingly  becoming  interconnected  and  their  vulnerability  to 
disruption  or  attack  is  increasing,  particularly  as  we  develop  these 
complex  information  highways  for  the  future  that  will  relate  to  the 
conduct  of  our  intelligence,  defense,  or  diplomacy  business. 

For  the  traditional  national  security  instruments,  the  continuum 
of  conflict  remains  much  as  it  did  in  the  Cold  War.  But  hot  peace 
suggests  that  intercontinental,  nuclear  war  or  global  war  is  cur- 
rently less  likely  and  that  theater,  conventional  war  fighting,  peace 
fighting,  peace  keeping,  humanitarian  assistance,  things  related  to 
the  conduct  of  covert  action  and  an  environment  of  highly  inter- 
nationalized force  mixes  and  complex  diplomacy  are  all  going  to  be 
more  the  order  of  the  day. 

Warning  and  conflict  prevention  will  be  an  important  role  for  in- 
telligence and  national  security  forces  to  play  when  operating  in 
the  future  environment. 

Let  me  just  end  my  general  remarks  here  now  by  reminding  ev- 
eryone that  the  most  significant  and  demanding  role  for  intel- 
ligence for  the  future  remains  to  support  the  military  operations. 
This  is  an  area  of  commitment  we  have  made  and  will  continue  to 
put  resources  against  for  the  future. 

Also  this  is  an  unclassified  hearing,  just  to  remind  everybody. 
And  I  would  also  remind  everybody  of  a  third  caveat,  that  intel- 
ligence does  not  make  policy.  We  support  policy.  Therefore,  I  am 
not  here  necessarily  to  discuss  the  policy  environment  of  the  Unit- 
ed States  on  the  issues  that  we  are  going  to  be  generically  discuss- 
ing here. 

Let  me  address  generically  perhaps  two  of  the  questions  and 
then  we  can  start  a  discussion  here  on  how  we  are  supporting  cur- 
rent military  activities  and  focus  on,  perhaps,  three  countries.  In 
the  context  of  Somalia,  I  think  taking  advantage  of  lessons  learned, 
the  intelligence  community  was  involved  early-on  in  the  Somali  op- 
eration. This  is  an  issue  where  technical  capabilities  of  the  Intel- 
ligence Community  were  less  engaged  than  the  human  intelligence 
capabilities. 

We  established  a  complex  relationship  with  both  the  U.S.  and 
United  Nations  forces  engaged  in  Somalia,  and  we  have  continued 
to  provide  optimum  support  there.  We  are  now,  in  fact,  readjusting 
our  support  as  the  United  States  provides  cover  for  the  withdrawal 
of  the  United  Nations  forces  coming  out  of  there  up  to  the  March 
1995  timeframe. 

In  Haiti,  we  have  been  engaged  in  the  planning  and  operations 
associated  with  Haiti  operations.  We  continue  to  remain  highly  ac- 
tive there  in  terms  of  providing  direct  support  to  the  military,  both 


from  the  CIA  station  and  from  the  military  components  engaged 
there  across  the  full  spectrum  of  military  activities. 

In  the  context  of  Bosnia,  the  U.S.,  particularly,  has  been  in  sup- 
port of  the  double  hatted  commanders  in  the  field,  double  hatted 
in  the  context  of  both  their  U.S.  role  and  their  support  for  U.N.  and 
UNPROFOR  activities  in  Bosnia.  We  can  elaborate  on  some  of 
these  for  the  future. 

Regarding  the  other  question  you  asked,  about  how  we  can 
produce  intelligence  to  support  strategy,  policy,  doctrine,  and  tech- 
nology, this  is  going  to  be  our  major  mission  for  the  future.  It  is 
going  to  be  engaged  in  the  three  areas  I  just  described  to  you — in 
the  context  of  regional  conflict,  in  the  context  of  economic  competi- 
tiveness, and  in  the  context  of  dealing  with  these  trans-national  is- 
sues. Intelligence  will  be  engaged  across  the  full  spectrum. 

Now  we  are  coming  forward  now  in  a  timeframe  when  we  are 
adapting  to  change.  The  intelligence  community  has  been  under  a 
lot  of  criticism,  particularly  CIA  of  late,  with  regard  to  not  under- 
standing what  its  mission  is,  not  being  able  to  adapt  to  the  future, 
being  incompetent,  not  spending  the  taxpayers'  money  wisely  on  in- 
telligence programs. 

I  believe  that  we  have,  in  fact,  a  vision  for  the  future,  that  we 
are  streamlining,  downsizing,  and  adapting  to  this  world,  that  we 
have  programs  for  the  future  that  will  be  able  to  provide  the  kinds 
of  intelligence  support  in  all  the  categories  that  you  mentioned. 
And  it  is  particularly  important  for  this  committee  to  know  that 
the  intelligence  community  right  now  is  in  the  middle  of  adapting 
all  of  its  disciplines,  whether  it  is  human  intelligence  collection, 
signals  intelligence  collection,  imagery  collection,  or  adapting  any 
open  source  area  or  the  other  areas  to  a  new  future. 

All  of  these  intelligence  disciplines  are  at  a  crossroads.  But  I 
think  you  will  find  that  we  will  continue  to  be  able  to  be  responsive 
and  produce  viable  intelligence  for  the  future  in  supporting  strat- 
egy, policy,  and  doctrine  development  in  the  national  security 
areas. 

Subject  to  your  questions,  sir,  I  have  completed  my  remarks,  un- 
less General  Clapper  has  anything  he  would  like  to  add. 

[The  prepared  statement  of  Admiral  Studeman  follows:] 

Prepared  Statement  by  Admiral  William  O.  Studeman,  Acting  Director  of 
Central  Intelligence 

"threats  to  the  united  states  and  its  interests  abroad" 

Mr.  Chairman  I  welcome  the  opportunity  to  brief  you  and  the  committee  on  "hot 
spots"  and  worldwide  threats  to  U.S.  interests.  My  opening  remarks  will  point  to 
why  and  how  U.S.  interests  are  threatened.  They  will  also  note  the  driving  forces 
that  we  must  pay  attention  to  in  order  to  track  these  "hot  spots"  and  assess  likely 
future  outcomes. 

Let's  now  turn  to  discuss  developments  in  Russia,  Bosnia,  Iran  and  Iraq,  North 
Korea,  China,  Haiti,  Cuba,  and  Mexico,  and  transnational  threat  from  weapons  pro- 
liferation in  which  the  committee  expressed  special  interest. 

RUSSIA  AND  CHECHNYA 

The  Chechen  crisis  presents  serious  challenges  to  political  stability  in  Russia. 

President  Yeltsin's  relations  with  Russian  democrats  have  been  severely  strained 
over  the  Chechen  intervention,  and  his  popular  support  has  dipped  to  around  10 
percent  in  some  polls. 
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•  In  pursuing  his  Chechnya  policy,  Yeltsin  has  broken  with  many  of  his  tradi- 
tional supporters  and  appears  to  have  surrounded  himself  with  less  democratically 
inclined  individuals. 

•  The  Chechen  operation  also  has  exacerbated  tensions  within  the  military  and 
has  given  ammunition  to  his  opponents  in  the  legislature. 

A  prolonged  insurgency  could  prompt  the  government  to  try  to  limit  the  press, 
crack  down  on  political  opponents,  and  postpone  national  elections.  Dealing  with  an 
extended  crisis  could  also  strain  the  budget  and  undermine  progress  toward  finan- 
cial stabilization. 

Should  Russian  policy  in  Chechnya  clearly  fail,  there  could  be  moves  to  remove 
Yeltsin  from  office  or  force  him  to  resign  unless  early  elections  are  held. 

•  If  anti-reformers  took  power,  the  outcome  would  be  movement  toward  statist 
and  authoritarian  policies  at  home  and  a  more  assertive  posture  abroad  that  would 
inevitably  collide  with  U.S.  foreign  and  security  policy  objectives. 

Let  me  point  to  some  of  the  driving  forces  that  will  affect  the  outcome: 

•  Yeltsin's  health,  ability  to  function  and  run  the  government. 

•  Support  for  constitutional  processes  by  the  public,  other  leaders,  and  the  legis- 
lature. 

•  Economic  and  military  capabilities  to  support  a  prolonged  intervention. 

•  Foreign  policy  factors  that  could  strengthen  hardline  Forces  and  lead  to  a  more 
troublesome  Russian  stance. 

BOSNIA 

An  even  more  intractable  crisis  continues  to  rage  in  Bosnia.  With  no  near  term 
resolution  in  sight  and  heightened  tensions  across  ethnic  groups,  there  is  also  dan- 
ger of  the  spillover  of  the  conflict  and  a  wider  Balkan  war. 

The  military  situation  remains  stalemated,  with  the  Serbs  having  a  significant 
advantage  in  heavy  weapons  and  with  Bosnian  government  forces  able  to  exploit 
Serb  manpower  shortages  to  make  limited  gains  in  the  central  region.  Many  observ- 
ers believe  that  both  sides  are  using  the  current  cease-fire  to  regroup  in  anticipation 
of  renewed  fighting  within  the  next  few  months. 

What  factors  are  critical  in  determining  the  outcome  of  this  crisis? 

•  The  behavior  of  key  regional  leaders: 

—  Milosevic's  adherence  to  his  commitment  to  pressure  the  Bosnian  Serbs  to 
accept  the  Contact  Group  plan  and  Milosevic's  "good"  behavior  in  general. 

—  President  Tudj  man's  decision  not  to  renew  the  UNPROFOR  mandate  risks 
a  broader  Serb-Croat  conflict  that  could  prompt  a  new  humanitarian  crisis. 

•  The  behavior  of  neighboring  states. 

•  Changes  in  military  capabilities  of  all  sides. 

•  The  staying  power  of  the  international  community. 

—  If  the  current  peace  efforts  fail  and  fighting  resumes,  we  could  see  move- 
ment toward  the  withdrawal  of  UNPROFOR  from  Bosnia  by  spring  as  a  result 
of  war  weariness  on  the  part  of  the  nations  participating  in  the  relief  effort.  Any 
withdrawal  is  likely  to  encounter  opposition  by  at  least  one  of  the  combatant 

}>arties,  and  could  necessitate  U.S.  military  intervention  to  help  extricate  allied 
brces. 

IRAQ  AND  IRAN 

Let  me  now  turn  to  Iran  and  Iraq,  two  principal  states  that  want  to  dominate 
the  Gulf.  They  both  present  global  threats  through  their  programs  for  developing 
weapons  of  mass  destruction  and  their  support  for  terrorism.  In  addition,  there  is 
considerable  potential  for  domestic  instability  and  unrest  in  both  countries  over  the 
medium  term. 

In  the  case  of  Iraq,  Saddam  Hussein  wants  to  rebuild  his  armed  forces  and  capa- 
bility for  developing  weapons  of  mass  destruction. 

•  Iraq  has  the  largest  military  force  in  the  Gulf — over  2,000  tanks  and  300  com- 
bat aircraft.  The  October  crisis  near  Kuwait  demonstrates  that  it  still  retains  a  for- 
midable military  capability. 

•  Our  evidence  also  suggests  that  Iraq  is  still  concealing  chemical  munitions,  ele- 
ments of  its  nuclear  and  biological  weapons  development  programs,  and  Scud  mis- 
siles as  well. 

Saddam  also  wants  to  reestablish  authority  over  all  Iraq  by  eroding  U.N.  author- 
ity and  inspections,  ending  sanctions,  eliminating  the  no-fly  zones  and  crushing  op- 
position to  his  rule  from  the  North  and  South. 

The  factors  driving  the  Iraqi  futures  include: 


•  Saddam  Hussein's  staying  power,  his  ability  to  continue  to  win  support  from 
his  security  services  and  the  military. 

•  Sanctions — these  are  putting  heavy  pressure  on  Saddam  by  cutting  exports  and 
imports.  If  lifted,  the  situation  could  change  drastically. 

The  picture  from  Iran  is  no  less  worrying. 

•  Iran  is  a  bitter  opponent  of  Israel,  opposes  the  Middle  East  peace  process,  and 
supports  Islamic  extremists  from  North  Africa  to  South  Asia. 

•  Iran's  chemical  weapons  program  is  expanding,  and  it  maintains  an  offensive 
biological  warfare  program  and  a  clandestine  nuclear  weapons  program.  Iran  also 
is  seeking  long-range  missiles  from  North  Korea  which  are  capable  of  reaching  Is- 
rael. 

Iran  is  ruled  by  a  ruthless,  coercive  clerical  regime.  The  deteriorating  economic 
situation  in  the  face  of  high  spending  on  defense,  however,  is  causing  Iranians  to 
question  the  legitimacy  of  the  regime  and  rioting  took  place  in  several  cities  in  the 
past  year. 

Key  Driving  Forces  Include: 

•  The  discipline  of  the  military  and  their  willingness  to  enforce  order  in  Iran. 

•  The  ability  of  the  regime  to  deal  with  factional  squabbles  and  present  a  united 
front. 

•  Attitudes  of  the  population  toward  growing  economic  distress  and  the  ruling 
clerics. 

NORTH  KOREA 

North  Korea  continues  to  command  our  intense  attention — its  nuclear  program 
and  the  danger  of  proliferation  present  significant  threats.  The  Intelligence  Commu- 
nity is  also  focused  on  monitoring  implementation  of  the  Agreed  Framework  and  in 
assessing  the  internal  situation. 

The  IAEA  has  concluded  that  North  Korea  has  indeed  "frozen"  its  known  pluto- 
nium  production  capability  as  part  of  the  commitment  it  made  in  Agreed  Frame- 
work signed  with  the  United  States  last  October.  Construction  has  ceased  on  two 
nuclear  reactors  and  P'yongyang  is  not  operating  either  the  reactor  at  Yongbyon  or 
the  plu Ionium  reprocessing  plant. 

Kim  Chong-Il  has  taken  small  steps  to  open  the  economy  to  the  outside  world, 
but  has  shown  no  indication  to  reduce  military  sending,  which  devours  up  to  25  per- 
cent of  the  country's  small  and  shrinking  GDP. 

•  In  the  past  decade,  North  Korea  has  devoted  tremendous  resources  to  increase 
the  size,  firepower,  and  mobility  of  its  military. 

•  Its  million-man  army,  up  from  600,000  in  1980,  is  the  world's  fourth-largest; 
two-thirds  of  its  ground  forces  are  deployed  within  60  miles  of  the  DMZ. 

In  addition,  North  Korea  continues  to  move  forward  with  its  ballistic  missile  pro- 
gram. One  missile  with  range  of  1,000  kilometers  was  flight  tested  in  1993  and  is 
capable  of  carrying — once  these  are  developed  and  deployed — nuclear,  chemical,  or 
biological  weapons.  North  Korea  is  also  working  on  new,  longer  range  developmen- 
tal ballistic  missiles — the  Taepo  Dong  I  and  II — that  could  range  several  thousand 
kilometers. 

The  Key  Driving  Forces  Include: 

•  The  military's  support  for  the  regime  as  well  as  the  military's  overall  capabili- 
ties. 

•  The  state  of  the  economy. 

•  Kim  Chong-Il's  political  staying  power. 

CHINA 

Turning  to  China,  the  process  of  leadership  transition  is  underway.  The  New  York 
Times  last  Friday  quoted  Deng  Xiaoping's  daughter  as  admitting  that  her  father's 
health  has  declined  significantly  in  recent  months  and  he  can  no  longer  walk  unas- 
sisted. Deng  has  not  been  actively  engaged  in  decisionmaking  for  at  least  a  year  and 
he  holds  no  post  in  either  party  or  government.  Unlike  Deng  who  is  inclined  to 
grand  visions,  his  successors  are  more  technocratic  and,  with  a  more  tenuous  hold 
on  the  population,  their  policy  choices  are  probably  more  circumscribed. 

•  In  the  short  term,  we  probably  will  see  a  leadership  that  will  be  anxious  to  ap- 
pear united  as  it  works  out  power  sharing  arrangements  behind  the  scenes.  The 
principal  actors  will  be  President  and  Party  General  Secretary  Jiang  Zemin,  Pre- 
mier Li  Peng,  and  Executive  vice  Premier  and  economic  czar  Zhu  Rongji. 

•  It  may  be  some  time  before  it  is  clear  who  has  the  upper  hand.  In  the  mean- 
time, we  think  the  leadership  will  be  reactive  and  disinclined  to  attempt  sharp  de- 
partures in  foreign  or  domestic  policy. 
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On  the  economic  front,  Chinese  economic  growth  slowed  slightly  to  13  percent  last 
year,  and  inflation  is  a  key  concern.  At  the  same  time,  China  has  nearly  doubled 
its  international  reserves  to  $43  billion  in  the  first  10  months  of  1994.  Our  annual 
bilateral  trade  deficit  with  China  reached  $28  billion  last  year,  half  our  deficit  with 
Japan. 

The  Key  Driving  Forces  Include: 

•  The  leadership  transition. 

•  The  ability  of  the  economy  to  sustain  growth. 

THREATS  CLOSER  TO  HOME 

Closer  to  home,  three  challenges  in  our  own  hemisphere  dominate  our  concerns: 

HAITI 

Currently,  President  Aristide's  popularity  among  the  general  public  remains 
strong  and  he  is  moving  ahead  with  political  and  economic  reforms. 

•  He  seems  committed  to  reconciliation  and  his  formation  of  a  broadbased  gov- 
ernment has  reassured  the  private  sector  and  many  members  of  the  elite. 

A  key  problem  is  that  many  of  his  supporters  have  unrealistic  expectations  that 
he  will  produce  immediate  and  dramatic  social  and  economic  improvements. 
Another  critical  problem  area  is  with  the  Haitian  Army. 

•  He  has  ordered  sweeping  personnel  changes  and  deep  cuts  in  manpower  (from 
7,000  to  1,500),  causing  anger  and  anxiety. 

•  He  faces  strong  opposition  from  the  officers  corps.  The  cutbacks  are  also  creat- 
ing a  large  pool  of  disgruntled  ex-soldiers. 

Finally,  a  large  group  of  hardline  opponents  to  Aristide  exist  among  the  former 
FRAPH  forces.  They  have  disappeared  into  the  woodwork,  but  could  present  a  seri- 
ous threat. 

Key  factors  that  will  drive  Haitian  futures  include: 

•  The  presence  of  a  sizable,  credible  international  peacekeeping  force. 

—  Tensions  between  pro-  and  anti-Aristide  forces  are  still  sufficiently  high 
that  without  U.S/U.N.  forces  widespread  violence  could  result. 

•  Government  steps  that  further  disgruntle  the  military  or  mobilize  the  left. 

•  Level  of  International  Aid 

—  Sizable  flows  of  international  aid  are  required  if  Aristide  is  to  meet  the 
expectations  of  Lavalas  and  other  leftist  groups,  which  are  concerned  that 
Aristide  is  too  close  to  the  United  States. 

CUBA 

With  its  economy  having  contracted  by  50  percent  since  1989 — Cuba  may  well  be 
our  next  hemispheric  crisis. 

•  Severe  economic  decline,  Castro's  unwillingness  to  undertake  serious  political 
reform,  and  the  riots  of  last  August  all  point  to  the  increasing  vulnerability  of  the 
Communist  regime. 

•  Havana  has  lived  up  to  its  part  of  the  bilateral  accord  it  signed  with  the  United 
States  and  most  Cubans  apparently  are  putting  off  thoughts  of  exit  while  they  as- 
sess Washington's  recently  expanded  legal  migration  program.  Nevertheless,  the 
prospects  of  another  crisis  remain  a  possibility. 

MEXICO 

In  Mexico  we  see  a  different  kind  of  "threat" — the  risk  to  U.S.  interests  posed  by 
the  ongoing  economic  crisis  in  a  critically  important  neighbor.  The  crisis: 

•  Will  hurt  U.S.  exporters. 

•  Could  increase  the  flow  of  illegal  immigrants  to  the  United  States. 

•  Could  spill  over  into  other  emerging  markets. 

The  crisis  also  could  have  important  political  repercussions. 

•  While  President  Zedillo  has  so  far  escaped  public  blame,  his  leadership  abilities 
may  not  emerge  unscathed. 

PROLIFERATION 

Let  me  turn  now  to  the  transnational  threats  posed  by  arms  proliferation.  With 
regard  to  the  proliferation  of  weapons  of  mass  destruction,  the  easy  availability  of 
dual  use  technologies  will  make  it  almost  impossible  to  constrain  programs  we 
worry  most  about — those  of  Iran,  Iraq,  Libya,  and  North  Korea. 

•  We  also  are  concerned  about  advanced  conventional  weapons  that  can  be  used 
to  deliver  weapons  of  mass  destruction,  and  which  are  available  in  unprecedented 
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quantities  on  the  world  market.  Apart  from  the  ability  to  deliver  weapons  of  mass 
destruction,  advanced  conventional  weapons  have  the  potential  to  alter  military  bal- 
ances and  disrupt  U.S.  military  operations. 

•  The  demise  of  the  Soviet  Union  and  the  lack  of  adequate  controls  on  nuclear 
materials  in  that  region  raises  the  danger  that  one  or  more  of  these  renegade  states 
could  short  circuit  the  10  year  development  cycle  we  would  otherwise  expect. 

•  Of  the  nuclear  smuggling  incidents  to  date  for  which  we  have  credible  informa- 
tion, most  have  been  scams  using  nonweapons-grade  material  and  have  been  of  very 
small  quantities  (milligrams  to  a  kilogram),  much  less  than  is  needed  for  weapons. 
The  most  worrisome  incident  occurred  in  Prague  last  month,  when  Czech  police 
seized  about  3  kilograms  of  87.7  percent  enriched  uranium. 

•  Chemical  and  Diological  warfare  capabilities  are  also  spreading.  We  assess  that 
at  least  15  countries  have  an  offensive  CW  program  at  some  level  of  development 
and  at  least  10  countries  have  some  form  of  offensive  BW  program. 

Chairman  Thurmond.  Thank  you.  General  Clapper,  we  would  be 
glad  to  hear  from  you. 

STATEMENT  OF  LT.  GEN.  JAMES  R.  CLAPPER,  JR.,  USAF, 
DIRECTOR  OF  THE  DEFENSE  INTELLIGENCE  AGENCY 

General  Clapper.  Mr.  Chairman,  Admiral  Studeman  in  his  open- 
ing remarks  and  both  of  us  in  our  written  statements  have  pro- 
vided the  committee,  I  think,  with  a  sense  of  the  range  and  com- 
plexity of  threats  to  U.S.  interests  and  national  security. 

I  would  like  to  spend  my  brief  time  today  talking  to  you  about 
what  we,  in  military  intelligence,  provide  U.S.  forces  when  the  so- 
called  hot  spots  ignite.  I  think  Haiti  might  provide  a  good,  working 
example. 

We  actually  began  supporting  U.S.  contingency  planning  for 
Haiti  when  Aristide  was  overthrown  in  September  1991.  While 
U.S.  troops  ultimately  deployed  to  Haiti  to  support  nation-building 
and  peace-keeping  missions,  our  intelligence  planning  had  to  factor 
in  the  possibility  of  evacuation  contingencies  as  well  as  combat  op- 
erations. 

We,  in  Defense  Intelligence,  provided  intelligence  in  all  forms, 
from  hard  copy  products  to  electronically  disseminated,  digital  in- 
telligence, to  make  sure  that  our  diverse  intelligence  customer  set, 
from  combat  forces  on  the  ground  to  the  Chairman  of  the  Joint 
Chiefs,  could  use  the  intelligence  that  we  produced. 

We  prepared  literally  hundreds  of  assessments  in  response  to 
combatant  command  requests  for  intelligence  on  military  geog- 
raphy, command,  control,  and  communications,  energy  systems, 
ports,  and  safe  houses.  We  also  identified  critical  infrastructure  fa- 
cilities that  would  require  protection  as  well  as  those  that  might 
be  destroyed  in  the  event  of  actual  combat  operations. 

We  provided  intensive  and  unique  imagery  products,  such  as 
three  dimensional  anaglyphs  that  special  forces  use  to  dramatically 
increase  their  familiarity  with  the  operational  environment  before 
they  actually  went  in  harm's  way.  In  one  case,  they  used  this 
unique  DIA  product  to  capture  the  FRAPH  headquarters.  The  com- 
mander of  the  Tenth  Aviation  Brigade,  Tenth  Division,  told  us  that 
this  detailed,  three  dimensional  imagery  revealed  several  holes  in 
the  unit's  original  tactical  plan  which  were  not  apparent  in  stand- 
ard imagery  products.  He  used  this  product,  specifically  tailored  for 
his  unit,  and  successfully  completed  his  mission. 

DIA's  Armed  Forces  Medical  Intelligence  Center  at  Fort  Detrick, 
Maryland,  produces  the  only  medical  intelligence  for  U.S.  forces  on 
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health  risks  and  foreign  medical  capabilities  which  they  provided 
in  the  form  of  BDU  pocket  handbooks,  not  only  for  U.S.  troops  in 
Haiti,  but  for  every  other  operation  where  U.S.  troops  deploy.  We 
provided  special  counter  intelligence  and  counter  terrorism  intel- 
ligence that  U.S.  force  protection  soldiers  accessed  on-line  in  Haiti. 

Our  human  source  collection  efforts  worked  better;  when  I  say 
"our,"  I  mean  ours  in  Defense  as  well  as  the  agency's.  I  think  it 
worked  better  than  either  we  or  the  U.S.  Atlantic  Command  imag- 
ined from  a  consolidated  operating  center. 

These  are  but  a  few  examples  of  the  kind  of  unique  and  highly 
specialized  intelligence  support  that  we  in  Defense  provide  for  a 
"simple"  operation  such  as  Haiti. 

I  might  try  to  put  this  in  the  context  of  all  the  other  hot  spots 
where  the  United  States  may  decide  to  deploy  troops.  Given  the 
phenomenal  information  flow  within  today's  global  village,  forecast- 
ing unrest  or  instability  within  its  rough  neighborhoods  is  not  all 
that  hard.  CNN  broadcasts  daily  from  global  hot  spots  in  Africa, 
the  Aegean,  Bosnia,  the  Middle  East  and  the  Korean  Peninsula, 
any  and  all  of  which  hold  potential  to  threaten  U.S.  interests  or  al- 
liances. 

We  simply  do  not  have  the  resources  in  Defense  Intelligence  to 
prepare  the  type  of  detailed  intelligence  we  provided  U.S.  forces  on 
Haiti  for  every  potential  hot  spot  in  the  world  today  or  tomorrow. 
Intelligence  has  an  inherent  responsibility  to  reduce  uncertainty 
and  risk  and  increase  the  efficiency  and  chance  of  success  of  en- 
gaged forces  from  planning  through  execution. 

It  does  not  matter  if  those  U.S.  forces  are  deployed  and  engaged 
as  combatants,  as  cops,  couriers,  commissary  people  or  caretakers. 
In  any  context  like  that,  they  require  timely,  tailored,  and  action- 
able intelligence. 

In  many  respects,  the  intelligence  required  to  support  so-called 
peacetime  engagements,  or  what  is  increasingly  being  termed  "ir- 
regular warfare,"  in  contrast  to  the  conventional  brute  force-on- 
force  combat,  is,  in  some  ways,  more  rigorous  and  fine  grained. 

Also,  planning  for  a  forcible,  kick  the  door  down  entry  may  fre- 
quently De  combined,  as  was  the  case  with  Haiti,  with  planning  for 
a  more  benign  mission  of  protection  and  rebuilding.  This  requires 
an  enormous  range  of  intelligence  analysis,  product,  and  specificity. 

So,  Mr.  Chairman,  I  have  tried  to  portray  to  you  briefly  some  of 
the  challenges  we  in  military  intelligence  face  today,  and  I  have 
not  really  addressed  North  Korea,  the  ROK,  Bosnia,  or  nuclear-bio- 
logical-chemical  proliferation  or  a  resurgent  Russia.  Certainly  those 
areas  also  pose  formidable  intelligence  challenges  as  Admiral 
Studeman  discussed.  And  we  might  rightly  spend  the  majority  of 
our  available  resources  on  these  issues.  I  am  certainly  prepared  to 
discuss  them  with  you  in  detail  in  closed  session. 

But,  as  nation-state  boundaries  are  increasingly  challenged  and 
the  concept  of  sovereignty  blurs,  we  are  finding  tnat  the  combina- 
tion of  the  traditional  and  the  now  recurring  and  diverse  nontradi- 
tional  threats  to  be  equal  to,  if  not  greater  than,  the  intelligence 
demands  of  the  Cold  War.  So  this  hot  peace,  as  Admiral  Studeman 
termed  it,  is  actually  the  more  difficult  intelligence  environment. 

Sir,  that  concludes  my  comments.  I  would  be  happy  to  take  your 
questions. 
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[The  prepared  statement  of  General  Clapper  follows:] 

Prepared  Statement  by  Lt.  Gen.  James  R.  Clapper,  Jr.,  USAF,  Director, 
Defense  Intelligence  Agency 

the  worldwide  threat  to  the  united  states  and  its  interests  abroad 

I  testified  before  this  committee  last  year  on  threats  to  U.S.  interests  and  identi- 
fied three  principal  concerns:  North  Korea;  political  military  developments  in  Rus- 
sia; and  the  proliferation  of  technology  associated  with  weapons  of  mass  destruction. 
These  three  areas,  as  well  as  a  myriad  of  lesser  regional  challenges,  remain  of  pri- 
mary importance  to  the  Defense  Intelligence  community  as  we  stretch  our  resources 
to  cover  these  complex  and  sophisticated  intelligence  targets.  Before  I  get  into  the 
specifics  of  these  threats,  however,  or  address  the  issues  the  committee  asked  that 
I  cover,  I  want  to  mention  a  growing  concern  of  mine. 

In  his  Atlantic  Monthly  article  entitled,  "The  Coming  Anarchy,"  Robert  Kaplan 
says,  "...  a  large  number  of  people  on  this  planet,  to  whom  the  comfort  and  stabil- 
ity of  a  middle-class  life  is  utterly  unknown,  find  war  and  a  barracks  existence  a 
step  up  rather  than  a  step  down.  Certainly,  we  have  seen  ample  evidence  over  the 
last  several  years  that  much  of  the  Third  World  rests  on  a  bed  of  kindling  wood 
with  unpredictable  flash  points.  Dealing  with  these  "premodern"  or  "irregular" 
threats  is  a  challenge  that  we  in  military  intelligence  have  just  begun  to  confront 
systematically. 

I  will  address  in  more  detail  both  traditional  threats  from  a  regional  perspective 
as  well  as  some  of  the  nontraditional  problems  we  in  military  intelligence  are  facing. 
I  ask,  however,  that  you  bear  in  mind  the  potential  for  this  flash  point  warfare  that 
could  ignite  virtually  anywhere  and  with  little  notice,  but  which  has  wide-ranging 
implications  for  U.S.  policy  and  military  operations. 

A  REGIONAL  PERSPECTIVE  ON  MILITARY  THREATS  TO  U.S.  INTERESTS — ASIA 

North  Korea  continues  to  be  my  major  near-term  military  concern.  In  my  view, 
the  nuclear  framework  agreement,  coupled  with  the  leadership  transition,  offers  the 
greatest  promise  of  a  significantly  more  stable  Korean  Peninsula  than  I  have  seen 
in  the  last  10  years.  I  believe  North  Korea's  leadership  now  recognizes  its  chances 
for  regime  survival  are  better  served  by  strategies  emphasizing  economic  improve- 
ment and  political-economic  accommodation  rather  than  those  stressing  implacable 
confrontation  with  the  outside  world. 

That  said,  even  in  the  face  of  this  potentially  historic  change,  I  continue  to  focus 
on  the  realities  on  the  ground.  Thus  far,  we  see  no  significant  changes  in  North  Ko- 
rea's conventional  military  posture.  Concentrated  in  the  southern  part  of  the  coun- 
try and  able  to  transition  to  war  in  a  matter  of  days,  the  North's  military  continues 
to  significantly  outnumber  the  combined  ROK  and  U.S.  forces.  To  be  sure,  this  mili- 
tary has  shortcomings  and  vulnerabilities,  but  the  nuclear  framework  accord  has 
done  nothing  to  diminish  the  North's  current  capabilities  to  conduct  a  war  against 
the  South.  Moreover,  the  North's  military  preparations  continue  apac?,  with  addi- 
tional long  range  artillery  and  missile  systems  being  moved  closer  to  the  DMZ.  In 
the  future,  the  key  questions  will  be  whether  the  North  follows  through  on  the  nu- 
clear agreement,  and  whether,  finally,  they  begin  to  reallocate  very  scarce  resources 
away  from  the  military.  In  any  event,  North  Korea  will  remain  a  potentially  very 
unstable  place  for  the  next  few  years. 

The  other  country  in  the  Far  East  we  watch  carefully  is  China.  In  part  this  is 
because  of  its  strategic  nuclear  capability:  a  small  deterrent  force  but  with  consider- 
able reach;  this  force  will  grow  in  the  next  decade.  And,  we  are  watching  how  China 
deals  with  its  rapid  economic  growth.  As  a  result  of  defense  spending  increases,  the 
military  is  buying  a  small  number  of  modern  fighter  aircraft  and  air  defense  sys- 
tems from  Russia  and  is  investing  heavily  to  improve  its  indigenous  production  ca- 
pabilities. This  is  not  necessarily  threatening;  some  force  modernization  is  to  be  ex- 
Sected  because  China  has  a  large,  old  military.  Over  time,  we  will  be  observing  the 
egree  to  which  China  dedicates  its  national  resources  to  the  military  and  the  impli- 
cations this  has  for  the  ways  in  which  China  might  use  its  military  forces.  We  see 
signals,  for  example,  that  Beijing  intends  to  continue  developing  its  military  capa- 
bilities to  enable  it  to  more  effectively  protect  its  interests  close  to  its  own  borders. 
Such  military  improvements  will  undoubtedly  cause  concern  among  its  neighbors. 

EURASIAN  LAND  MASS 

The  tragic  events  in  the  former  Yugoslavia  receive  most  of  the  attention  in  Eu- 
rope. Ultimately,  a  political  solution  is  the  only  answer  for  ending  the  conflict;  un- 
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fortunately,  I'm  convinced  intense  fighting  will  resume  next  spring  even  if  the  cur- 
rent cease  fire  holds,  and  could  then  spin  out  of  control,  potentially  spreading  be- 
yond the  boundaries  of  the  former  Yugoslavia  and  leading  to  greater  involvement 
of  military  personnel  from  NATO  countries  and  elsewhere. 

Within  NATO  itself,  I'm  concerned  about  continuing  tensions  between  Greece  and 
Turkey,  as  reflected  by  last  fall's  crisis  in  the  Aegean  over  territorial  sea  limits  and 
each  country's  simultaneous  military  exercises.  The  Alliance  is  weakened  by  this 
persistent  acrimony  and  I  worry  about  a  clash  neither  side  wants  growing  out  of 
an  inadvertent  incident  during  such  exercises. 

Over  the  longer  term,  events  in  Russia  remain  the  key  to  future  security  on  the 
Eurasian  land  mass.  There  is  a  growing  perception  in  Russia  that  President  Yeltsin 
is  increasingly  isolated  and  there  is  deepening  political  disarray  in  Moscow.  Russia's 
very  difficult  transition  to  a  democratic  government  and  a  market  oriented  economy 
is  not  assured.  At  the  same  time,  the  military  has  been  under  extraordinary  pres- 
sure; as  Deputy  Defense  Minister  Kokoshin  has  said,  "the  military  is  fighting  for 
its  survival  .  A  precipitous  decline  in  defense  budgets  has  severely  impacted  the 
military's  ability  to  reform  itself  and  we  anticipate  that  continued  economic  prob- 
lems will  adversely  affect  the  military  for  a  number  of  years. 

Strategic  nuclear  forces  have  been  relatively  the  least  affected,  and  I  am  confident 
that  they  remain  under  the  centralized  control  of  the  Russian  President  and  the 
General  Staff.  The  conventional  forces,  however,  have  been  particularly  hard  hit. 

It  sometimes  is  alleged  by  some  western  observers  that  Russia's  military  is  in 
total  disarray.  This  is  clearly  not  the  case.  The  General  Staff  has  orchestrated  the 
largest  strategic  withdrawal  in  the  history  of  the  world  in  an  organized  manner.  The 
Russians  are  taking  logical  cuts  and  their  force  development  activities  make  sound 
military  sense.  On  the  other  hand,  things  beyond  their  control — particularly  budget 
cuts — are  taking  a  huge  toll.  By  virtually  every  objective  standard  used  to  measure 
military  capabilities — manning,  readiness,  training,  morale,  logistics,  and  materiel 
maintenance — the  Russian  military  continues  to  suffer  major  problems.  As  a  result, 
it  is  currently  only  capable  of  conducting  limited  conventional  operations  in  and 
around  the  periphery  of  Russia.  And  as  we  have  seen  in  Chechnya,  even  that  small- 
scale  operation  has  experienced  profound  problems. 

While  these  degraded  capabilities  are  likely  to  confront  the  Russian  military 
through  at  least  the  rest  of  this  decade,  we  are  still  concerned  about  a  number  of 
military  related  developments  in  Russia.  For  example,  we  continue  to  note  large  in- 
vestments in  their  deep  underground  program — a  concern  I  know  is  shared  by  Sen- 
ator Thurmond.  In  addition,  they  maintain  active  chemical  warfare  and  biological 
warfare  research  and  development  programs.  Politically,  moreover;  we  believe  that 
START  II  ratification  in  the  Duma  is  problematic,  and  the  Russians  are  continuing 
to  express  intense  opposition  to  the  flank  limitations  of  the  Treaty  on  Conventional 
Armed  Forces  in  Europe. 

MIDDLE  EAST/SOUTH  ASIA 

In  the  Middle  East  we  continue  to  closely  monitor  the  threat  posed  by  Iraq  and 
Iran.  In  the  case  of  Iraq,  the  military  continues  to  suffer  from  the  results  of  Desert 
Storm.  Only  about  one  half  the  size  it  was  during  the  Persian  Gulf  war,  its  military 
continues  to  be  constrained  by  U.N.  sanctions.  Saddam  is  succeeding  in  rebuilding 
some  military  capabilities,  and,  we  believe,  hiding  missile  and  WMD  capabilities; 
but  overall,  large  portions  of  the  regular  military  continue  to  suffer  localized  short- 
falls in  morale,  readiness,  logistics  and  training.  Nevertheless,  the  events  of  last  Oc- 
tober in  which  the  bulk  of  two  Republican  Guard  divisions  were  quickly  moved  to 
the  Kuwaiti  border  remind  us  that  Saddam  retains  residual  capability  to  project 

Sower;  then,  early  warning  by  the  Intelligence  Community  enabled  us  to  deploy  a 
eterrent  force  in  a  timely  manner.  The  ability  to  limit  Iraq's  future  offensive  mili- 
tary capability  is  directly  related  to  two  factors:  first,  continued  enforcement  of  the 
sanctions;  and,  second,  the  forward  presence  of  U.S.  military  power  to  deter,  and 
if  necessary,  to  defeat  Iraqi  forces. 

Iran's  military  is  also  in  the  midst  of  rebuilding  from  the  decade  long  war  with 
Iraq.  But  Iran  has  major  economic  constraints  as  well  that  have  slowed  its  weapons 
acquisition  plans.  Hard  currency  shortages  and  a  poor  debt  servicing  record  have 
limited  Teheran's  ability  to  acquire  weapons  systems  in  the  International  arms  mar- 
ket. Spending  between  $1  and  $2  billion  a  year  on  arms,  Iran  has  focused  on  mis- 
siles and  WMD  capability  and  some  limited  growth  in  conventional  capabilities. 
Some  systems  they  are  acquiring,  such  as  Kilo  submarines  and  antiship  cruise  mis- 
siles could  complicate  operations  in  and  around  the  Persian  Gulf;  however,  overall, 
both  the  quality  and  quantity  of  arms  they  are  purchasing  remain  constrained  by 
budgetary  shortfalls.  We  expect  that  trend  to  continue. 
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Degraded  military  capabilities  of  Iraq  and  Iran,  as  well  as  those  of  Syria,  coupled 
with  progress  in  the  peace  process,  mean  that  the  major  near-term  threat  of  conven- 
tional aggression  against  Israel  continues  to  be  low.  Beyond  the  immediate  terrorist 
threat,  I  believe  the  greatest  threat  to  Israeli  security  over  the  midterm  will  be  from 
the  increased  numbers  of  long  range  surface  to  surface  missiles  equipped  with  weap- 
ons of  mass  destruction  warheads. 

In  South  Asia,  India  and  Pakistan  remain  a  concern  because  of  the  presence  of 
very  large  forces  in  close  proximity  across  the  line  of  contact,  as  well  as  their  pur- 
suit of  Dallistic  missiles  and  weapons  of  mass  destruction.  We  believe  both 
Islamabad  and  Delhi  are  preoccupied  with  internal  problems  and  recognize  that  war 
is  not  in  the  interest  of  either.  However,  as  always,  this  remains  a  potential  flash 
point  because  of  the  danger  of  miscalculation  and  the  prospect  for  rapid  escalation 
of  a  crisis. 

TRANSNATIONAL  AND  SUBNATIONAL  FORCES 

Because  of  the  nature  of  your  request  I  have  focused  principally  on  the  traditional 
military  capabilities  of  major  regional  actors.  However,  the  lessons  of  the  past  few 
years  are  apparent:  we  must  also  pay  increased  attention  to  forces  at  both  the 
transnational  and  subnational  levels.  We  can,  unfortunately,  anticipate  that  con- 
flicts such  as  those  in  Somalia,  the  former  Yugoslavia  and  Rwanda  will  be  far  more 
likely  than  the  kinds  of  major  regional  aggression  that  have  confronted  us  in  the 

Sast.  Whether  these  kinds  of  conflict  impact  on  U.S.  interests  is  not  for  me  to  say. 
ut  as  a  purely  factual  matter,  their  numbers  are  increasing  and,  at  a  minimum, 
they  will  confront  the  world  with  humanitarian  disasters  involving  millions  of  peo- 
ple. Thus  far,  these  conflicts  have  had  a  relatively  indirect  impact  on  the  west's  "in- 
terests"— largely  directed  toward  our  conscience  and  our  urge  to  make  things  better. 
However,  it  will  only  be  a  matter  of  time  before  the  impact — whether  it  is  major 
refugee  movement  or  some  other  phenomenon  directed  against  one  of  our  close  al- 
lies— is  much  more  direct. 

When  the  United  States  does  choose  to  commit  its  military  to  these  kinds  of  oper- 
ations, the  challenges  to  the  Intelligence  Community  are  immense.  Now  we  must 
focus  not  on  some  geopolitical  "big  picture"  view  of  the  threat  but  rather  on  the  pre- 
cise nature  of  the  actual  threats  to  our  deployed  forces  and  the  operational  environ- 
ment in  which  they  will  deploy.  Threat  analysis  must  be  much  more  concrete  and 
specific.  Of  course  we  still  provide  in  depth  orders  of  battle,  targeting  data,  and  tra- 
ditional military  capabilities  analysis.  But  we  must  also  provide  the  commanders  on 
the  ground  with  detailed  information  regarding  local  customs,  ethnicity,  biographic 
data,  military  geography  and  infectious  diseases.  All  of  these  can  have  a  direct  bear- 
ing on  the  threats  posed  to  our  forces.  A  couple  of  examples: 

—  we  provided  detailed  analysis  on  more  than  40  clans  and  subclans  operating 
in  Somalia — far  more  difficult  than  counting  tanks  and  planes; 

—  our  Armed  Forces  Medical  Intelligence  Center  anticipated  the  need  for  preven- 
tive medicine  countermeasures  to  avoid  severe  outbreaks  of  malaria  in  Somalia;  it 
also  assessed  the  risk  to  our  forces  from  working  in  close  contact  with  indigenous 
Somali  populations  where  diseases  such  as  TB  are  rampant. 

—  we  provided  detailed  infrastructure  and  geographic  analysis  to  support  evacu- 
ation and  relief  operations  in  Rwanda/Zaire 

—  we  assisted  in  tracking  refugees  from  Cuba  and  Haiti. 

—  we  supported  our  battalion  in  Macedonia  with  specific  information  regarding 
Serb  deployments  opposite  their  positions 

The  information  we  provide  regarding  the  operational  environment  in  which  our 
forces  will  operate  goes  well  beyond  direct  threats  to  U.S.  servicemen  and  women. 
Though  the  threat  of  contracting  AIDS  by  our  deployed  forces  is  very  low,  the  dis- 
ease is  having  a  tremendous  impact  on  many  Third  World  countries — whether  that 
of  a  country  in  which  we  might  be  conducting  a  Peacekeeping  Operation,  or  one  that 
is  participating  with  us  in  a  multilateral  operation.  Moreover,  in  countries  where 
the  HIV  rate  exceeds  50  percent  in  the  military,  the  long  term  impact  on  both  the 
military  as  an  institution  and  the  fabric  of  society  is  devastating. 

A  FUNCTIONAL  PERSPECTIVE  ON  MILITARY  THREATS  TO  U.S.  INTERESTS 

Having  initially  taken  a  regional  approach,  let  me  now  briefly  address  the  nature 
of  threats  in  a  functional  manner  by  examining  proliferation  and  weapons  systems 
that  could  confront  our  forces. 

As  I  indicated  one  of  my  major  concerns  is  tracking  the  continued  proliferation 
of  technologies  associated  with  weapons  of  mass  destruction  and  their  delivery  sys- 
tems. Approximately  2  dozen  countries  have  ongoing  programs  to  develop  or  acquire 
weapons  of  mass  destruction.  While  it  is  possible  to  slow  the  proliferation  of  these 
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weapons,  a  country  that  is  intent  on  gaining  such  a  capability  will  eventually  do 
so.  And  in  addition  to  the  weapon  itseli,  many  countries,  particularly  in  the  Middle 
East,  are  also  gaining  the  capability  to  build  surface  to  surface  missiles  as  delivery 
system.  By  the  turn  of  the  century  we  could  see  many  countries  with  the  capability 
to  mate  a  WMD  warhead  (whether  chemical,  biological,  or  nuclear)  with  an  indige- 
nously produced  missile  of  500-1,000  km  or  greater  range.  At  the  same  time,  how- 
ever, we  see  no  interest  in,  or  capability,  of  any  new  country  reaching  the  continen- 
tal United  States  with  a  long  range  missile  for  at  least  the  next  decade. 

With  respect  to  conventional  weapons  systems  development,  the  picture  is  mixed. 
There  are  very  advanced  weapons  systems  under  development  in  all  of  the  major 
industrial  countries.  At  the  same  time,  however,  declining  defense  budgets  coupled 
with  a  very  soft  international  arms  market  is  limiting  the  ability  of  countries  to  de- 
velop, field  and  sell  these  systems.  This  is  no  more  true  than  in  Russia.  The  defense 
establishment  has  been  attempting  to  protect  the  research  and  development  of 
major  systems  despite  a  defense  budget  that  is  less  than  a  one  third  of  that  of  the 
former  Soviet  Union — and  getting  smaller.  While  R&D  does  continue  on  many  ad- 
vanced systems,  major  difficulties  are  evident.  The  Russians  themselves  are  com- 
plaining that  virtually  every  big  ticket  item — including  the  Navy's  latest  generation 
nuclear  powered  attack  submarine,  the  Air  Forces'  multi-role  fighter  interceptor, 
and  the  Army's  helicopter  program — are  having  problems  because  of  funding  limita- 
tions. This  trend  can  be  expected  to  continue  and  could  get  worse  as  Moscow  is 
forced  to  make  very  difficult  procurement  tradeoff  decisions. 

In  response  to  the  needs  01  the  acquisition  and  planning  communities  to  cope  with 
a  variety  of  foreign  threats,  DIA  has  established  the  Department  of  Defense  Futures 
Intelligence  Program.  Key  to  this  program  is  the  development  of  a  series  of  mutu- 
ally supportive  analytical  products  and  a  force  projections  data  base — looking  for- 
ward 20  years — that  respond  to  a  wide  variety  of  consumer  requirements.  These 
products,  joint  efforts  with  the  services  and  Unified  Commands,  include  global,  re- 
gional and  major  threat  countries'  military  force  assessments,  as  well  as  a  "Family 
of  Scenarios"  specifically  designed  to  support  defense  weapons  acquisition  programs. 
The  force  projections  data  base  is  the  single  authoritative  data  base  for  such  infor- 
mation. 

Finally,  while  we  tend  to  focus  on  current  and  future,  high  technology  big  ticket 
items,  it's  important  to  remember  that  the  world  is  already  awash  in  weapon  sys- 
tems. These  range  from  the  relatively  simple  small  arms  and  mines,  to  more  ad- 
vanced hand  held  surface  to  air  missiles,  to  increasingly  advanced  anti  ship  cruise 
missiles.  Any  country  with  hard  currency  can  and  will  get  these  systems.  And  while 
they  won't  lead  to  military  defeat  of  U.S.  forces,  they  certainly  hold  out  the  prospect 
of  casualties.  As  we  have  seen  in  the  past,  this  can  have  both  a  major  impact  on 
force  planning  for  peacekeeping  operations  and  a  significant  domestic  political  im- 
pact. 

CONCLUSIONS 

In  summary,  I  believe  the  issues  of  greatest  concern  to  Defense  Intelligence  are 
essentially  the  same  as  those  I  identified  last  year:  the  Korean  peninsula;  political/ 
military  developments  in  Russia,  and  the  worldwide  proliferation  of  technology  asso- 
ciated with  weapons  of  mass  destruction. 

Similarly  I  would  emphasize  two  additional  factors  that  I  highlighted  last  year; 
first,  we  face  a  high  degree  of  uncertainty  regarding  the  nature  of  the  threats  that 
will  confront  U.S.  interests  in  the  early  21st  century;  and  second,  the  world's  major 
militaries  are  in  a  decade  of  transition,  the  end  points  of  which  are  not  entirely 
clear.  The  end  of  the  Cold  War  is  still  playing  itself  out  and  as  a  result  of  decreasing 
threat  perceptions  and  generally  declining  defense  budgets  (China  being  a  notable 
exception),  militaries  are  not  enjoying  the  resource  prominence  they  once  did.  In  the 
majority  of  countries  in  the  world,  friends  and  foes  alike,  militaries  are  getting 
smaller  and  readiness  is  declining. 

If  these  trends  continue,  the  prospects  for  well  trained,  well  equipped  major  re- 
gional aggressors  developing  after  the  turn  of  the  century  may  be  relatively  low; 
even  so,  the  likelihood  of  ethnic,  religious  and  sectarian  violence  both  within  coun- 
tries and  across  borders  is  likely  to  grow — the  world  is  not  likely  to  be  a  stable 
place.  Moreover,  continuation  of  these  favorable  trends  is  not  preordained;  depend- 
ing on  the  nature  of  political  events,  particularly  in  Europe,  Asia  and  the  Middle 
East,  we  could  see  a  reversal  in  many  of  the  gains  of  the  last  several  years. 

Have  the  major,  direct  threats  to  the  security  interests  of  the  United  States  de- 
clined over  the  last  several  years?  Of  course.  But  as  I  said  last  year,  there  are  mid- 
range  dangers  and  long-range  uncertainties  that  continue  to  be  at  the  forefront  of 
U.S.  national  security  policy.  In  such  an  era,  I  remain  convinced  that  we  in  Defense 
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Intelligence  will  play  a  critical  role  in  providing  accurate  data  to  both  our 
warfignters  and  policy  makers  to  ensure  the  timely  success  of  that  security  policy. 

As  I  close,  I  am  compelled  to  say  a  word  about  the  resource  implications  of  the 
range  of  issues  I  have  just  covered.  This  committee  has  often  heard  me  talk  about 
"managing  risk".  As  we  continue  our  drawdowns  I'd  ask  that  you  too  reflect  on  the 
range  of  military  threats,  risks  and  concerns  highlighted  in  the  statement  (and  then 
remember  that  I  haven't  even  mentioned  counterterrorism,  counternarcotics  or 
counterintelligence,  all  of  which  are  monitored  to  some  degree  by  Defense  Intel- 
ligence). These  are  all  issues,  against  which  I  am  called  on  to  devote  resources  to 
collect,  analyze,  and  produce  intelligence — thus  far,  at  least,  I  haven't  had  anyone 
tell  me  I  can  start  foregoing  any  of  these  issues. 

On  the  high  end  of  the  threat  spectrum,  there  are  numerous  countries,  all  of 
which  are  capable  to  varying  degrees  of  conducting  military  operations  that  could 
impact  on  U.S.  interests.  For  these  countries,  the  demand  is  that  I  can  track  the 
following  kinds  of  issues  in  some  detail:  political/military  intentions,  military  doc- 
trine, strategy,  and  tactics,  all  the  way  down  to  basic  order  of  battle  analysis — and 
everything  in  between  (training,  readiness,  logistics,  etc.).  And  of  course  we  must 
be  technically  versed  in  all  the  weapons  systems  this  country  has  in  order  to  give 
our  forces  the  best  chance  to  defeat  those  systems;  this  is  getting  increasingly  com- 
plicated as  so-called  "grey"  systems  are  fielded  and  use  the  technology  of  several 
countries.  Ultimately,  to  defeat  that  foreign  force  requires  exceptionally  fine  grain 
analysis  of  the  potential  enemy's  infrastructure  for  targeting  purposes  (and  again, 
this  information  is  only  collectible  over  a  very  long  period  of  time,  in  advance — if 
we  wait  until  the  crisis  develops,  it's  way  too  late).  Note  as  well  that  there  is  a  time 
dimension  to  our  intelligence  production;  I  have  addressed  the  maintenance  of  a  cur- 
rent body  of  knowledge  on  all  these  potential  threats.  But,  we  have  to  look  well  for- 
ward as  well,  out  a  decade  or  two  in  the  case  of  support  to  the  weapons  acquisition 
community;  this  obviously  implies  a  whole  separate  set  of  data  requirements. 

On  the  lower  end  of  the  threat  spectrum,  as  I  suggested  earlier,  flash  point  war- 
fare is  a  particular  challenge  for  those  of  us  in  military  intelligence.  Here  the  tradi- 
tional tenets  of  military  intelligence,  rooted  in  order  of  battle  and  combined  arms 
warfare  analysis,  are  less  and  less  relevant.  Now  we  must  be  steeped  in  the  culture 
and  ethnic  makeup  of  multiple  tribes  and  clans  within  the  same  country".  How  do 
they  fight?  What  are  they  fighting  over?  Are  there  centers  of  gravity?  How  are  they 
making  use  of  very  low  technology  weapons?  Beyond  the  forces,  what  is  the  geo- 
graphic environment  in  which  our  forces  might  have  to  operate;  what,  for  example 
is  the  best  route  to  evacuate  our  Embassy  people  out  of  Kigali — a  critical  issue  we 
needed  to  address  last  year.  These  kinds  of  data  requirements  are  substantially  dif- 
ferent than  those  demanded  to  support  large  scale  conflict,  but  are  equally  complex. 
As  we  face  more  and  more  of  this  new  environment,  clearly,  we  are  not  standing 
still.  We  have  taken  several  initiatives  within  the  military  intelligence  community 
to  help  us  better  understand  and  deal  with  the  growing  phenomena  of  flash  point 
or  irregular  warfare: 

—  Dr.  Hans  Mark  of  the  DIA  Scientific  Advisory  Board  is  leading  a  study  on 
urban  warfare; 

—  My  staff  conducted  a  study  on  operations  other  than  war  at  the  behest  of  the 
Assistant  Secretary  of  Defense  for  Command,  Control,  Communications  and  Intel- 
ligence that  lays  out  well  the  challenges  we  face  in  this  area; 

—  DIA  has  several  analysts  who  have  developed  expertise  in  providing  the  highly 
specialized  intelligence  products  required  for  use  in  both  urban  and  tribal  warfare; 

—  We  are  working  to  develop  a  cadre  of  analysts  who  focus  their  research  on 
Third  World  instability  and  the  implications  for  the  U.S.  military;  and, 

—  I  have  extracted  liberally  here  from  the  work  of  a  DIA  senior  executive  who 
may  be  the  community's  preeminent  expert  on  the  implications  of  irregular  warfare 
to  intelligence. 

The  point  of  reciting  the  tremendous  range  of  data  requirements  we  have  is  to 
reinforce  the  notion  of  "managing  risk".  I  can't  in  good  conscience  tell  you  we  are 
doing  everything  equally  well  against  all  of  these  targets.  Moreover,  I  can  certainly 
say  that,  over  time,  as  we  take  more  cuts,  our  collection  and  analytic  elements  will 
suffer.  My  approach  will  continue  to  be  to  surge  people  from  one  crisis  to  another, 
but  that  too  nas  a  cost;  we  will  do  so  at  the  expense  of  maintaining  critical  regional 
and  technical  expertise.  I  understand  the  need  for  drawdown  and  will  continue  to 
see  that  it  is  implemented  in  as  rational  a  manner  as  possible.  But  it  is  incumbent 
on  all  of  us — this  committee  as  well  as  the  leadership  of  Defense  Intelligence — to 
make  every  reasonable  attempt  to  minimize  the  risk  inherent  in  still  deeper  cuts. 
This  concludes  my  statement. 

Chairman  Thurmond.  We  will  now  proceed  with  questions. 
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Since  we  want  to  make  sure  we  have  time  remaining  for  the 
closed  portion  of  this  hearing,  I  want  to  limit  the  time  for  Senators' 
questioning  to  5  minutes. 

Admiral  Studeman,  before  we  begin  the  questions,  would  you 
care  to  comment  on  the  story  in  today's  Washington  Post  regarding 
the  escape  of  our  personnel  from  Iraq  during  Desert  Storm? 

Admiral  Studeman.  Senator,  we  are  still  in  the  process  of  doing 
some  analysis  on  that  article.  We  had  some  indication  that  it  was 
coming  out.  The  story  originated  overseas,  essentially  in  Warsaw. 
If  I  could  beg  the  committee's  indulgence  to  hold  off  comment  at 
this  point  until  we  have  finished  our  analysis,  I  may  be  able  to 
pass  some  word  into  the  closed  session  in  answer  to  your  question 
with  regard  to  that. 

Generally  speaking,  let  me  just  confirm  that  there  was  support 
from  friends  in  helping  Americans  successfully  escape  from  Iraq. 
Beyond  that  point,  I  would  like  to  refrain  from  answering  the  ques- 
tion specifically,  although  we  will  be  more  forthcoming  a  little  bit 
later. 

[The  information  follows:] 

The  information  referred  to  was  provided  later  in  a  closed  forum. 

Chairman  Thurmond.  Admiral  Studeman,  in  your  prepared 
statement,  you  cite  North  Korea's  efforts  to  build  longer-range  bal- 
listic missiles,  the  so-called  Taepo  Dong  I  and  II.  What  can  you  tell 
us  in  open  session  about  the  characteristics  of  these  missiles? 

Admiral  Studeman.  Let  me  just  first  characterize  the  earlier 
weapon  systems  so  that  you  understand  where  they  fit  in  relation 
to  the  later  systems. 

North  Korea  builds  and  is  likely  to  offer  for  export  earlier  Scud- 
based,  short-range  ballistic  missile  systems  in  the  300,  500,  and 
probably  800  kilometer  range.  We  are  talking  here  about  what  is 
known  as  Scud  B,  C,  and  D  systems.  It  is  likely,  also,  that  the 
North  Koreans  have  made  some  improvements  to  the  later  genera- 
tion of  Scud  series  weapons  to  allow  them  to  be  optimized  for  such 
missions  as  airfield  attack  and  that  kind  of  thing,  plus,  in  addition, 
having  the  ability  to  carry  unconventional  munitions,  such  as 
chemical  or  biological  munitions. 

The  later  series,  the  Nodong,  probably  at  least  a  1,000  kilometer 
range  missile,  and  then  the  Taepo  Dong  series  of  missile  systems, 
which  we  believe,  at  least  initially,  are  being  built  for  indigenous 
use,  are  weapon  systems  with  several  thousands  of  kilometers  of 
range.  This,  then,  certainly  means  that,  from  a  point  of  view  of 
their  sale  or  employment  just  from  Korea,  it  allows  them  to  range 
over  the  states  of  Russia,  Japan,  Taiwan,  and  China,  as  well  as  if 
it  is  sold  and  taken  to  the  Middle  East  gives  substantial  range  ca- 
pabilities over  the  longer  term. 

Again,  as  I  understand  it  right  now,  we  have  no  indication  that 
these  weapon  systems  will  be  up  for  sale.  But  they  certainly  are 
impressive  in  terms  of  their  range  capabilities.  In  closed  session,  I 
suspect  General  Clapper  may  be  prepared  to  talk  a  little  bit  more 
about  our  analysis  specifically  on  the  performance  aspects  relative 
to  range  and  accuracy. 

Chairman  Thurmond.  General  Clapper,  you  repeat  in  your  state- 
ment the  intelligence  assessment  that  no  new  missile  threat  to  the 
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continental  United  States  is  likely  to  appear  within  the  next  dec- 
ade. 

Given  the  number  of  countries  producing  missiles  and  space- 
launch  vehicles  and  the  relative  ease  that  these  can  be  converted 
to  ICBMs,  how  much  confidence  do  you  have  in  your  10  year  esti- 
mate? 

General  Clapper.  Well,  I  am  reasonably  confident,  save  for  per- 
haps at  the  extreme  end  of  that  range — I'm  speaking  10  to  15 
years — that,  with  the  lone  exception  of  perhaps  North  Korea,  which 
Admiral  Studeman  just  discussed,  I  do  not  see  primarily  the  in- 
tent— not  that  others  do  not  have  the  capability,  but  the  intent — 
to  generate  their  own  organic  or  indigenously  produced  interconti- 
nental threat  to  the  United  States. 

Admiral  Studeman.  Let  me  say,  Senator,  just  in  addition,  we  are 
going  to  be  in  a  period  of  extensive  proliferation,  which  I  discussed 
earlier.  So  if  certain  countries  are  allowed  to  export  long-range 
rocket  engines,  motors,  and  things  like  that  in  the  context  of  this 
timeframe,  it  could  change  this  equation.  So,  obviously,  intelligence 
has  to  stay  alert  to  the  proliferation  and  intent  implications  of  mis- 
sile technology  and  capabilities  that  could  develop  in  this  time- 
frame, the  10  year  timeframe. 

Chairman  Thurmond.  General  Studeman,  only  a  few  months 
after  North  Korea  flight-tested  the  Nodong  missile  in  1993,  the 
United  States  discovered  two  new,  longer-range  North  Korean  mis- 
siles that  had  previously  gone  undetected  but  which  were  obviously 
well  along  in  development. 

What  does  this  tell  us  about  the  likely  lead  times  we  might  ex- 
pect in  detecting  the  emergence  of  a  new  ICBM  threat? 

Admiral  Studeman.  Well,  building  on  the  answer  to  my  earlier 
question,  the  two  missile  systems  we  are  referring  to  are  the  Taepo 
Dong  I  and  II  systems  we  discussed  earlier.  I  think  that  we  had 
some  indication  in  intelligence  that  such  systems  were  under  devel- 
opment. 

However,  the  fact  of  these  missile  systems  wasn't  known  until 
they  were,  in  effect,  shown  to  us  by  the  North  Koreans.  I  think  that 
it  goes  to  build  on  the  point  that  I  was  making  earlier  about  how 
difficult  it  is  to  penetrate  some  of  these  more  complicated  states 
that  are  becoming  increasingly  aware  of  their  vulnerability  to  col- 
lection. 

These  longer  range  missile  systems  of  course  ultimately  must  be 
tested.  They  must  go  through  a  development  cycle.  They  must  be 
deployed  with  forces.  This  takes  a  certain  amount  of  time  to  effect. 

So,  hopefully,  the  Intelligence  Community,  for  the  future,  given 
that  cycle,  will  be  able  to  provide  sufficient  warning  even  for  closed 
states,  closed  collection  environments,  complex,  tough  collection  en- 
vironments, like  North  Korea. 

Chairman  Thurmond.  Thank  you.  Senator  Nunn. 

Senator  Nunn.  Thank  you,  Mr.  Chairman. 

On  the  subject  of  Chechnya,  can  you  state  for  us  in  your  best 
evaluation  who  is  calling  the  shots  in  Russia  now  in  terms  of  that 
conflict?  Is  Yeltsin  really  calling  the  shots  or  is  this  being  done  by 
the  military,  some  group  in  the  military,  and  intelligence,  and  inte- 
rior? 
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Admiral  Studeman.  No,  sir.  We  believe  that,  generally  speaking, 
Yeltsin  is  calling  the  shots.  I  think  that  the  leadership,  both 
Yeltsin  and  Chernomyrdin,  as  well  as  Grachev,  are,  in  fact,  com- 
municating effectively.  I  know  that  we  had  some  earlier  reports  or 
concern  about  the  fact  that  Yeltsin  indicated  he  was  going  to  stop 
the  bombing  and  the  bombing  continued,  which  suggested  that  he 
was  not  necessarily  in  control  of  his  forces. 

I  do  not  have  any  information  that  can  relate  specifically  to  those 
circumstances.  But  I  think  we  generally  do  believe  that  Yeltsin  is 
in  charge. 

As  you  know,  yesterday,  Chernomyrdin  made  some  significant 
announcements  about  the  later  phases,  hoping  to  close  down  the 
military  phase,  to  move  to  the  humanitarian  phase  and  to  the  na- 
tion rebuilding  aspects  of  the  Chechnya  conflict. 

Senator  NUNN.  Why  is  the  military  doing  so  poorly?  Were  they 
ill  prepared?  Was  it  an  overall  rundown  of  the  military?  Was  it  a 
premature  use  of  it?  Was  it  a  lack  of  training,  lack  of  equipment, 
lack  of  command? 

What  is  the  problem  with  the  Russian  military  from  a  purely 
military  point  of  view? 

Admiral  Studeman.  I  will  give  you  my  answer  and  then  will 
defer  to  General  Clapper  for  elaboration.  My  sense,  basically,  is 
that  they  possibly  were  rushed  in  having  to  make  the  assault  on 
the  city  of  Groznyy,  that  they  made  this  assault  before  they  were, 
in  fact,  prepared.  Therefore,  the  major  event  that  took  place  that 
was  a  debacle  was  the  event  that  occurred  where  the  large  tank 
formations,  supported  by  mechanized  vehicles,  made  a  foray  into 
the  center  of  town,  into  the  vicinity  of  the  presidential  palace,  un- 
supported by  covering  infantry.  The  Chechen  rebels  were  able  to 
essentially  roll  up  these  forces  in  detail  because  they  were  not 
properly  supported. 

It  seemed  to  us  that  the  Russians  very  rapidly  adapted  to  that 
lesson  and  did  not  make  that  mistake  in  terms  of  their  follow-on 
strategy  for  how  they  were  essentially  going  to  deal  with  the  tar- 
gets in  the  center  of  town. 

All  the  assaults  since  then  have  been  classic  textbook,  almost  So- 
viet urban  warfare  involving  the  kinds  of  tried  and  true  tactics  that 
they  had  learned  at  an  earlier  time. 

So  I  think,  again,  the  combination  of  rushing  it,  I  think  also  a 
sense  that  the  Russians  had  underanticipated  the  level  of  resist- 
ance that  they  were  expecting  there,  contributed  to  the  problems 
that  they  ran  into. 

General  Clapper.  I  would  add  that  in  the  predeployment  phases, 
actually,  the  Russians  did  pretty  well  in  that  they  structured  a 
good  command  and  control  and  communications  setup,  and  were 
able  to  marshall  forces  drawn  from  a  variety  of  units  throughout 
Russia. 

When  things  started  to  go  aground  for  them,  though,  as  Admiral 
Studeman  indicated,  was  in  the  first  stage  of  the  invasion.  It  prob- 
ably came  before  they  were  prepared  and  violated  the  fundamental 
tenet  of  not  moving  armor  into  an  urban,  guerrilla-controlled  envi- 
ronment without  flank  protection;  this  was  probably  not  the  right 
thing  to  do. 
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I  think  at  this  point,  though,  by  sheer  weight  of  force  and  the 
amount  of  fire  power  that  the  Russians  are  going  to  bring  to  bear, 
it  is  just  a  question  of  time  before  the  city  of  Groznyy  itself  will 
be  brought  into  submission.  But  I  think  without  actually  suppress- 
ing the  guerrilla  forces  that  will  regress  to  the  mountains,  the  Rus- 
sians are  in  for  a  long  siege. 

Senator  Nunn.  To  me,  this  is  a  tragedy  and  a  debacle  of  first 
order  and  threatens  a  great  deal  that  is  at  stake  in  terms  of  Rus- 
sia's progress  toward  a  market  economy,  toward  real  democracy 
and  so  forth.  I  think  it  is  a  major  setback. 

I  have  two  parts  of  a  question  about  what  is  going  to  be  the  re- 
sult of  this.  One  part  would  be  politically  as  to  who  is  most  likely 
to  get  discredited.  By  this  I  mean  whether  it  would  be  the  civilian 
leadership  or  whether  it  would  be  the  military. 

The  other  part  is  this.  Militarily,  with  the  weaknesses  displayed 
in  their  conventional  capability  and  the  constant  refrain  from  the 
Russian  military  that  their  conventional  capability  has  deteriorated 
very,  very  substantially,  morale  and  everything  else,  are  we  likely 
to  see  the  Russian  military  move  more  toward  a  resumption  of  reli- 
ance on  nuclear  weapons,  particularly  tactical  and  theater  nuclear 
weapons,  to  protect  what  they  consider  to  be  their  security  inter- 
ests? 

So  the  two  parts  of  my  question  are  these:  the  first  is  the  results 
likely  to  flow  from  this  politically;  and  the  second  part  is  what  re- 
sults are  likely  to  flow  from  this  militarily. 

Admiral  Studeman.  Let  me  say  that  I  think  it  is  more  than  just 
political.  This  operation  is  not  without  great  expenditure  in  terms 
of  actual  cost  for  the  conduct  of  operations.  The  Russians  are  mov- 
ing forces  from  the  Far  East,  from  the  northern  area,  including 
even  naval  forces,  naval  special  forces,  naval  infantry,  to  support 
this  operation. 

So  this  operation  is  going  to  have  a  huge  cost  for  them  to  essen- 
tially have  to  offset  as  well,  although  percentage-wise,  relative  to 
the  budget,  it  may  only  be  2  to  3  percent  of  the  budget. 

I  think  in  terms  of  what  might  ultimately  happen  to  the  people 
involved,  I  think  it  would  be  only  speculation,  but  one  might  per- 
haps project  that  the  major  power  brokers  that  have  been  involved 
in  these  operations  may  have  to  be  sacrificed.  It  seems  to  me  the 
people  who  are  vulnerable  are  Grachev  himself,  the  head  of  the 
counter  intelligence  and  security  forces,  Stepashin,  and  the  Min- 
ister of  Interior,  Yerin.  They  are  all  potentially  vulnerable  and  may 
have  to  pay  the  price. 

Again,  this  would  be  my  personal  speculation  as  to  what  might 
come  about  after  the  situation  stabilizes. 

As  you  know,  our  sense  is  that  this  operation  directed  against 
Chechnya  probably  actually  had  phases  involved  earlier  than  the 
military  phase.  There  was  probably  some  kind  of  covert  action 
phase  down  there,  and  then  more  of  a  phase  that  involved  Ministry 
of  Interior  troops  putting  pressure,  and  then,  ultimately,  having  to 
go  to  the  active  military  phase,  which  I  think  the  Russians  never 
expected  to  have  to  go  to  those  lengths. 

So  those  are  the  vulnerable  personalities,  it  seems  to  me,  if  some 
readjustment  is  required. 
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General  Clapper.  I  would  just  add  to  that.  I  would  endorse  what 
Admiral  Studeman  said  about  the  notion  of  heads  rolling.  I  think 
there  will  be  some  removals,  unquestionably.  I  think  Grachev's  sta- 
tus will  be  very  much  problematic.  One  of  the  things  that  I  was 
particularly  interested  in  was  the  critique  of  the  poor  military  in- 
telligence afforded  the  troops.  So  I  would  be  very  curious  what  hap- 
pens to  my  Russian  counterpart  after  all  of  this  is  over. 

You  asked  sir,  whether  this  portends  a  reliance  on  nuclear  weap- 
ons? I  think,  certainly  psychologically,  it  will.  I  think  it  will  place 
greater  emphasis  on  the  Russian  military's  clinging  to  their  nuclear 
forces,  even  more  so  as  a  psychological  evidence  of  their  continued 
claim  to  major  power  status,  since  their  conventional  forces  have 
obviously  declined. 

Senator  Nunn.  Thank  you,  Mr.  Chairman.  My  time  has  expired. 

Chairman  Thurmond.  Thank  you.  Senator  Cohen. 

Senator  Cohen.  Thank  you,  Mr.  Chairman.  I  will  not  pursue  the 
question  of  what  the  political  consequences  of  our  supporting  Mr. 
Yeltsin  might  be  in  this  country.  I  think  that  is  a  little  bit  beyond 
the  scope  of  your  intelligence  gathering.  I  have  my  own  thoughts 
about  that,  however. 

You  say  that  Mr.  Yeltsin  is  in  charge  of  the  military.  If  he,  in 
fact,  ordered  the  cessation  of  bombing,  yet  we  turn  on  the  television 
and  see  the  continuation  of  the  bombing,  it  leads  one  to  the  conclu- 
sion that  either  he  was  hot  telling  the  truth,  he  is  hot  being  told 
the  truth,  or  he  is  incapable  of  telling  the  truth  by  virtue  of  not 
wanting  to  buck  the  military.  But  that  is  an  issue  we  can  debate 
at  length. 

I  would  like  to  talk  now  about  North  Korea.  They  are  in  the  proc- 
ess or  we  are  helping  them  to  construct  two,  new  light  water  nu- 
clear powered  reactors.  I  have  been  told  that  there  is  no  cost  asso- 
ciated to  the  United  States  for  the  building  of  the  roads  and  the 
other  types  of  infrastructure  that  will  be  necessary  to  make  those 
two  nuclear  reactors  operational,  that  that  cost  will  not  be  borne 
by  the  United  States. 

But  I  am  more  curious  about  this  fact.  About  a  week  ago,  Russia 
announced  that  it  was  going  to  transfer  light  water  reactor  tech- 
nology to  Iran.  The  administration  expressed  its  strong  opposition 
to  that,  fearing  that  it  would  lead  to  a  proliferation  of  nuclear  tech- 
nology. 

The  question  I  have  is  this.  How  much  plutonium  do  we  estimate 
will  be  produced  by  the  North  Korean  light  water  reactors?  How 
much  do  we  expect  or  anticipate  will  be  produced  by  the  Iranian 
light  water  nuclear  reactors? 

Admiral  Studeman.  Senator,  I  will  have  to  get  that. 

Maybe  someone  here  in  my  party  knows  specific  numbers,  but  I 
don't  know  them  off  the  top  of  my  head.  I  would  like  to  be  able  to 
give  those  to  you  later. 

I  think  the  important  comment  here  is  to  recognize  that  light 
water  reactors  do  produce  plutonium. 

[The  information  follows:] 

The  U.S.-DPRK  Agreed  Framework  calls  for  the  supply  of  two  1000  MWe  class 
light-water  reactors  (LWRs).  Although  the  agreement  does  net  specify  either  the 
supplier  of  type  of  reactor,  the  U.S.  position  is  that  the  reactors  will  be  Korean 
Standard  Nuclear  Plants — 950  MWe  pressurized  water  reactors.  These  reactors  will 
be  fueled  with  low  enriched  uranium  dioxide.  There  is  some  uncertainty,  however, 
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in  calculating  the  exact  quantity  and  isotopic  composition  of  the  plutonium  in  the 
discharged  fuel  because  factors  which  would  affect  those  values,  such  as  the  exact 
level  of  enrichment  and  the  design  fuel  irradiation  level,  have  not  vet  been  decided. 

Assuming  the  LWRs  will  use  the  same  18-month  fuel  cycle  planned  for  other 
Standard  plants  nearing  completion  in  South  Korea,  each  reactor  will  produce  about 
200  kg  of  plutonium  annually  with  a  plutonium-240  content  of  about  25  percent. 

Russia  has  agreed  to  provide  Iran  with  WER-1000  reactors — a  pressurized  water 
reactor  using  3.6  percent  enriched  fuel  in  a  12  month  fuel  cycle. 

Each  VVER-1000  will  produce  about  230  kg  of  plutonium  annually  with  a  pluto- 
nium-240 content  of  about  21  percent. 

Senator  Cohen.  My  understanding  is  the  fear  that,  even  though 
Iran  is  under  the  IAEA  inspection  regime,  there  is  a  fear  that  they 
will  be  able  to  divert  some  of  that  plutonium  for  the  production  of 
nuclear  weapons.  They  have  a  very  aggressive  program  underway 
to  build  an  indigenous  nuclear  capability.  So  there  is  fear  that, 
even  though  they  are  under  the  IAEA  inspections,  they  can  suc- 
cessfully divert  enough  plutonium  to  contribute  to  their  nuclear 
weapons  program. 

The  question  I  have  is  why  are  we  so  concerned  about  Iran  when, 
in  fact,  North  Korea  will  also  be  under  the  IAEA  inspections  and 
we  do  not  express  a  similar  concern  about  its  ability  to  divert 
enough  plutonium  to  contribute  to  its  weapons  production  program. 

Admiral  Studeman.  Well,  again,  I  think  your  point  is  correct. 
The  nature  and  character  of  the  inspection  regime  executed  by  the 
IAEA  would  be  a  very  important  factor  in  our  confidence  building 
with  regard  to  whether  or  not  nuclear  material  produced  by  light 
water  reactors  might  be  diverted  for  other  purposes. 

Let  me  see  if  anybody  in  my  party  knows  the  answer  to  the  ques- 
tion. Otherwise  we  will  take  it  for  the  record  on  the  specific  produc- 
tion capabilities. 

Senator  Cohen.  For  the  record  will  be  fine. 

[The  information  follows:! 

The  reprocessing  plant  at  Yongbyon  is  not  currently  configured  to  be  able  to  re- 
process LWR  fuel.  Significant  modifications  to  the  plant,  which  would  almost  cer- 
tainly be  obvious  to  IAEA  inspectors,  would  have  to  be  made  before  that  facility 
could  reprocess  LWR  fuel. 

Moreover,  under  the  Agreed  Framework  North  Korea  must  begin  to  dismantle  its 
graphite  reactors  and  associated  facilities — including  its  spent  fuel  reprocessing 

Slant — when  the  first  LWR  begins  operating.  These  facilities  must  be  completely 
ismantled  by  the  time  the  second  LWR  begins  operating.  As  a  result,  by  the  time 
the  first  LWR  is  defueled,  the  North's  reprocessing  plant  should  be  partially  dis- 
mantled and  not  available  to  be  reconfigured  to  recover  plutonium  from  spent  LWR 
fuel. 

In  addition,  the  plutonium  produced  in  the  LWRs  will  be  contained  in  zirconium- 
clad  spent  fuel.  Spent  fuel  from  LWRs  can  be  stored  indefinitely  in  cooling  ponds — 
unlike  spent  fuel  from  the  North's  graphite-reactors  which  has  a  more  limited  stor- 
age life  and  must  be  reprocessed. 

Finally,  the  fuel  used  in  the  LWRs  will  be  fully  safeguarded — to  include  serial 
numbers  on  all  fuel  rods — and  we  judge  it  highly  unlikely  that  the  North  could  di- 
vert any  significant  amount  of  spent  fuel  from  the  reactor  for  reprocessing  in  a  clan- 
destine reprocessing  plant  without  being  detected. 

Concerns  about  possible  LWR  sales  to  Iran  center  on  the  potential  benefits  for 
training  in  reactor  concepts  and  operations  that  might  assist  Iran's  nuclear  weapons 
development  efforts.  While  the  IC  does  not  advise  on  the  policy  question  of  U.S.  atti- 
tudes toward  potential  LWR  sales,  it  is  worth  noting  that  North  Korea  would  prob- 
ably benefit  less  from  reactor  training  since  they  already  have  designed,  built,  and 
operated  reactors. 

Senator  Cohen.  Apparently,  we  began  shipping  oil  to  North 
Korea  recently.  I  am  told  the  first  shipment  arrived  in  North  Korea 
last  night.  There  is  another  shipment  due  to  arrive  tomorrow.  And, 
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according  to  the  administration — and  I  am  going  to  be  quoting 
here — the  purpose  of  delivering  the  oil  is  to  "replace  the  electrical 
power  and  thermal  energy  potential  lost  when  North  Korea  did  not 
refuel  its  5  megawatt  gas  graphite  reactor  at  the  Yongbyon  nuclear 
facility.  The  oil  will  be  used  to  generate  electrical  power  for  a 
North  Korean  province  and  thermal  heat  for  the  surrounding  vil- 
lages." That  was  the  statement. 

Is  this  5  megawatt  reactor  connected  to  North  Korea's  electricity 
grid? 

Admiral  Studeman.  As  I  understand  it,  the  5  megawatt  reactor 
at  the  Yongbyon  complex  produces  both  steam  and  electricity  for 
the  immediate  complex  of  the  Yongbyon  area,  and  I  think  also  does 
extend  somewhat  into  the  community.  But  I  don't  actually  know 
the  answer  to  the  question  about  its  connection  with 

Senator  Cohen.  My  understanding  is  it  provides  only  heat  for 
the  nuclear  complex,  but  there  are  no  electrical  generating  turbines 
at  the  facility  itself. 

Admiral  Studeman.  Right. 

Senator  Cohen.  So  the  question  I  have  is  why  would  we  state 
that  the  oil  is  going  to  be  used  to  generate  electrical  power  for  the 
surrounding  villages  when  it  is  not  a  part  of  the  power  grid? 

Admiral  Studeman.  I  don't  know  the  answer  to  that  question. 
Perhaps  someone  does. 

[The  information  follows:] 

North  Korea  has  stated  that  the  first  50,000  metric  ton  tranche  of  heavy  oil — de- 
livered on  January  17  and  19  to  North  Korea's  Sonbong  port — would  be  used  at  the 
200  MW  Sonbong  oil-fired  electric  power  plant  to  meet  regional  requirements.  All 
of  the  heavy  oil  supplied  under  the  Agreed  Framework  is  to  be  used  exclusively  for 
heat  and  electricity  generation.  The  current  50,000  ton  shipment  of  heavy  oil  rep- 
resents about  half  the  electric  power  generation  potential  of  North  Korea's  5  MW 
reactor  over  a  10-year  period.  Another  100,000  metric  ton  shipment  is  due  by  Octo- 
ber 21,  1995,  to  be  followed  by  500,000  ton  deliveries  per  year  until  completion  of 
the  first  light  water  nuclear  reactor  in  the  early  years  of  the  next  decade. 

Senator  Cohen.  Are  there  any  electricity  generating  turbines  at 
the  Yongbyon  facility? 

Admiral  Studeman.  As  I  understand  it,  there  is  an  electrical  pro- 
duction capability  and  that  these  systems  are,  in  fact,  connected. 
But,  again,  the  production  of  both  the  steam  and  electricity  by  the 
5  megawatt  reactor  is  pretty  much  restricted.  It  has  no  excess  ca- 
pacity to  produce  it  into  the  grid,  as  I  understand  it. 

Senator  Cohen.  Let  me  ask  this  of  General  Clapper. 

You  stated  in  your  statement  that  the  strategic  nuclear  forces, 
you  are  convinced,  or  at  least  satisfied,  I  should  say,  are  under  the 
centralized  control  of  the  Russian  President  and  the  General  Staff. 
A  recent — not  a  recent,  but  an  older — article  from  Time  magazine 
from  August  of  last  year  pointed  out  that  the  Russian  daily  paper, 
Izvestia,  made  the  same  judgment  that  Director  Freeh  of  the  FBI 
did,  that  it  recently  reported  that  more  than  5,500  criminal  gangs 
are  now  operating  in  Russia,  and  "the  lion's  share  of  their  oper- 
ations involve  stealing  fissionable  nuclear  materials  and  smuggling 
them  out." 

Number  one,  would  you  agree  with  this  statement  coming  out  of 
Izvestia?  If  not,  are  you  still  confident  that  the  Russian  military 
has  control  over  these  materials  to  your  satisfaction? 
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General  Clapper.  No,  I  would  not  agree  with  the  characteriza- 
tion that  organized  crime  elements  in  Russia  are  that  focused  on 
the  acquisition  of  fissionable  material  by  whatever  nefarious 
means.  All  the  evidence  that  the  community  is  able  to  draw  on 
would  indicate  to  us  that  the  Russians,  in  fact,  do  maintain  tight 
control  over  nuclear  weapons,  both  from  a  physical  security  as  well 
as  a  command  and  control  standpoint.  In  fact,  they  have  taken 
some  measures  to  consolidate  storage  facilities  for  exactly  that  rea- 
son. 

Now,  this  is  not  to  say  that  there  is  not  a  vulnerability  there. 
Certainly  the  people  engaged  in  the  logistics  of  nuclear  weapon 
storage  are  very  vulnerable,  and  we  will  continue,  I  think,  to  see 
reporting  and  speculation  on  the  acquisition  by  criminal  elements 
of  this  material. 

There  is  also,  of  course,  a  difference  between  fissionable  material 
purloined  from  a  laboratory  versus  that  which  is  weapons  grade; 
the  latter  of  which  obviously  would  be  of  great  concern.  But  to  this 
point,  the  Russians  have  been  pretty  meticulous  about  the  protec- 
tion of  this. 

Senator  Cohen.  In  my  next  round  I  will  talk  about  Operation 
Sapphire.  Thank  you. 

Chairman  Thurmond.  Thank  you.  Senator  Exon. 

Senator  Exon.  Mr.  Chairman,  thank  you  very  much. 

General  and  Admiral,  welcome  to  you. 

Admiral  Studeman.  Thank  you.  Senator. 

General  Clapper.  Thank  you,  sir. 

Senator  Exon.  We  have  a  great  deal  of  confidence  in  both  of  you. 

Mr.  Chairman,  if  I  might,  I  want  to  digress  for  just  a  moment 
because  I  do  not  often  have  an  opportunity  to  have  both  of  these 
distinguished  witnesses  before  us. 

I  want  to  ask  you  a  question,  generally,  about  the  budget  proc- 
ess, what  is  going  on  in  the  whole  defense  community  with  regard 
to  restructuring,  cutting  down  expenses.  I,  for  one,  have  always 
supported  both  defense  intelligence  and  CIA  because  I  thought  that 
the  "competition"  was  good.  But  I  recognize,  as  you  do,  that  un- 
doubtedly we  are  not  going  to  be  spending  as  much  money  on  the 
kind  of  activities  that  you  have  as  we  probably  were  in  the  past. 
I  think  that  is  rather  sad,  though,  because  I  think  Senator  Nunn 
and  probably  the  Chairman  referred  to  this  earlier. 

It  is  true  that  the  Cold  War  is  over.  But  I  happen  to  feel  that 
the  overall  intelligence  responsibilities  that  you  have  with  regard 
to  the  far-flung  problems  around  the  world — I  happen  to  feel  that 
we  had  such  good  intelligence  all  during  the  Cold  War,  much  better 
than  most  people  realized.  I  suggest  that  was  difficult.  But  prob- 
ably what  faces  you  in  defense  intelligence  and  CIA  is  even  more 
difficult  because  of  the  widespread  obligations  that  you  have 
around  the  world,  some  of  which  have  been  cited  this  morning. 

Could  you  just  briefly  give  me  some  idea  as  to  whether  or  not 
the  two  agencies  have  been  cooperating  with  regard  to  saving  some 
of  the  funds  that  have  been  expended,  the  billions  of  dollars,  and 
to  possibly  eliminate  some  of  the  redundancy  that  obviously  oc- 
curred over  that  Cold  War  period  of  some  20  years? 

Admiral  Studeman.  Yes,  sir.  Senator  Exon,  thank  you  for  asking 
that  question  because  I  think  it  is  important  that  we  have  an  op- 
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portunity  to  speak  to  that  because  it  is  an  important  national  secu- 
rity issue. 

Let  me  just  say,  first,  that  you  probably  have  been  aware  that 
the  Intelligence  Community  budget  has  essentially  remained 
roughly  level  for  the  last  4  years  or  so — 2  years  down  10  percent 
from  the  requested  levels,  2  years  down  5  percent  from  the  re- 
quested level.  This  means  that  we  have  effectively  been  eating  in- 
flation. 

But  during  this  timeframe  we  have  been  doing  a  lot  of  streamlin- 
ing and  downsizing  and  also  implementation  of  deduplication  ef- 
forts and  introduction  of  quality  management  kinds  of  initiatives 
across  the  breadth  and  depth  of  the  intelligence  community. 

The  downsizing  and  streamlining  part  came  in  the  context  of  try- 
ing to  find  some  accountability  within  the  system  that  resulted  in 
the  establishment  of  the  Central  Imagery  Office  to  have  an  ac- 
countable manager  for  imagery  and  also  to  designate  the  CIA  Dep- 
uty Director  for  Operations  as  the  National  Human  Intelligence 
Manager.  So  we  have  coherent  accountability  now  with  signals  in- 
telligence from  the  Director  of  NSA  and  also  within  the  CIA  Pro- 
gram Office  to  do  open  source  intelligence,  those  being  the  major 
intelligence  disciplines — imagery,  signals  intelligence,  human  intel- 
ligence, and  now  open  source  contributing  increasingly. 

A  larger  percentage  of  our  budget  for  the  future  years  will  be 
going  to  open  source,  and  we  want  to  be  the  information  masters, 
essentially,  of  the  21st  century. 

We  are  also  under  a  great  deal  of  scrutiny  in  the  aftermath  of 
the  criticism  from  the  Ames  case,  the  NRO  building,  the  class  ac- 
tion suits,  and  that  sort  of  thing  to  effectively  show  that  we  are 
good  stewards  of  the  taxpayers'  money. 

Now  all  of  the  intelligence  disciplines  happen  to  be  at  a  particu- 
lar crossroads  today.  Imagery,  signals  intelligence,  human  intel- 
ligence, we  can  talk  about  them  and  I  encourage  you  to  do  so  in 
more  detail  in  the  closed  session  in  terms  of  how  we  are  trying  to 
adapt  intelligence  from  the  world  of  yesterday  in  the  new  business 
areas,  in  the  new  technologies  in  the  world  of  tomorrow. 

The  community  has  downsized  itself.  We  started  much  earlier 
than  the  rest  of  the  Federal  Government.  We  started  in  1991  at  the 
National  Security  Agency,  in  1992  in  DIA,  in  1993  at  CIA  to  start 
a  3  percent  per  year  reduction  in  personnel.  We  will  be  at  the  Na- 
tional Performance  Review  mandated  level  of  down  12  percent  in 
the  community,  which  is  the  target  for  the  entire  rest  of  the  Fed- 
eral Government  by  1997,  whereas  the  target  is  by  1999  for  the 
rest  of  the  Federal  Government. 

Overall,  we  are  projecting  a  reduction  in  the  size  of  the  commu- 
nity in  terms  of  personnel  of  probably  between  25  percent  and  30 
percent.  Right  now,  the  target  is  24  percent  civilians,  33  percent 
military. 

So  the  overall  size  of  the  Intelligence  Community  is  coming  down 
dramatically.  We  started  earlier.  We  are  managing  this  so  that  we 
are  right  on  the  cusp  of  RIF  all  the  time,  where  our  hires,  acces- 
sions, new  people  coming  in,  in  fact,  is  reduced  below  what  it 
should  be.  This  means  that  we  have  to  push  more  people  out  in 
order  to  create  a  proper  structure  for  the  community. 
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One  of  the  things  that  it's  important  for  you  to  recognize  also  is 
that  we  manage  all  of  our  programs  jointly.  The  DCI,  the  Director 
of  Central  Intelligence,  and  the  Secretary  of  Defense  do  all  our  pro- 
grams together  in  a  combined  program  review  status.  We  review 
them  as  Defense  programs  are  essentially  reviewed  in  a  tight  scrub 
environment  with  all  the  community  there,  including  many  of  the 
customers. 

We  have  essentially  tried,  in  the  context  of  quality  management, 
to  make  much  better  connections  with  our  customers  and  have  this 
be  customer  driven.  The  whole  needs  process  that  Mr.  Woolsey  had 
previously  talked  about  and  testified  about  before  has,  I  think,  pro- 
vided much  more  animation  and  connectivity  to  the  customers,  as 
does  quality  management. 

One  of  the  major  focuses  of  this  is  to  deduplicate  overlap  between 
the  national  intelligence  community  and  the  defense  intelligence 
community.  General  Clapper  and  I  have  been  working  for  2  years 
and  are  advanced  way  down  the  road  in  terms  of  talking  about  spe- 
cifically what  it  is  Defense  Intelligence  will  do  and  what  it  is  that 
CIA,  in  the  context  of  its  former  defense  intelligence  analysis  did. 
I  might  leave  General  Clapper  to  characterize  some  of  those  cat- 
egories. 

Senator  Exon.  I  apologize,  General.  My  time  is  up.  I  will  have 
to  wait  until  the  next  round. 

You  have  given  a  lot  of  thorough  explanations,  Admiral,  and  I 
have  no  time  left.  But  thank  you  for  the  explanation,  Admiral. 

Chairman  Thurmond.  Senator  Smith. 

Senator  Smith.  Thank  you,  Mr.  Chairman.  I  have  just  a  couple 
of  brief  questions  and  then  I  will  defer  to  the  closed  session. 

Admiral,  we  got  a  pretty  good  indication  of  the  Russian  capabili- 
ties during  the  ground  war  here  in  Chechnya,  or  lack  thereof.  What 
about  the  overall  readiness  of  the  submarine  fleet?  We  get  mixed 
signals  and  some  of  this  we'll  have  to  get  into  in  closed  session.  But 
in  terms  of  numbers,  capabilities,  where  they  are  being  deployed, 
are  there  submarines  in  the  pipeline  or  is  that  pipeline  essentially 
drying  up? 

Admiral  Studeman.  No,  sir.  There  are  still  submarines  in  the 
pipeline.  The  Russian  submarine  force  still  continues  to  operate 
and  conducts  a  baseline  of  necessary  deterrent  patrols  and  main- 
tains its  general  purpose  submarines  in  some  level  of  bare  bones 
readiness.  Certainly  it  is  substantially  less  than  it  was  during  the 
Cold  War. 

Naval  intelligence  has  a  particularly  exciting  brief,  called  "The 
Bear  Still  Swims,"  which  I  think  you  could  key  off  of. 

Senator  Smith.  I've  seen  it. 

Admiral  Studeman.  We  will  be  prepared  to  give  you  the  actual 
construction  numbers,  projections,  and  a  discussion  of  operations  in 
a  closed  environment. 

Senator  Smith.  How  would  you  compare  the  readiness  now  com- 
pared to  during  the  Soviet  time? 

Admiral  Studeman.  The  Russians  are  striving  very  hard  to 
maintain  at  least  ballistic  missile,  strategic  deterrent  readiness  lev- 
els at  a  fairly  high  level  and  have  had  to  make  some  kind  of  adap- 
tation as  to  the  number  of  submarines  that  are  at  sea,  as  opposed 
to  those  that  are  ready  pier-side. 
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But  for  the  most  part,  they  have  made  an  effort  to  try  to  keep 
those  readiness  numbers  up. 

Senator  Smith.  General  Clapper — and  this  is  my  final  question, 
Mr.  Chairman — several  months  ago,  I  guess  maybe  3  or  4  months 
ago,  there  was  a  press  report  of  a  South  Korean  who  escaped  from 
a  North  Korean  prison  camp  after  having  been  held  there  for  some 
40  years  as  a  prisoner  of  war. 

Have  we  talked  to  that  individual  in  terms  of  what  he  might 
know  about  who  was  in  and  out  of  the  North  Korean  prison  system 
over  the  past  40  years? 

General  Clapper.  I  will  have  to  ask. 

Can  anybody  help  me  with  that?  [Pause] 

I  will  take  that  for  the  record,  sir.  I  am  not  familiar  with  that 
case. 

Senator  Smith.  We  don't  know  if  we've  talked  to  him? 

General  Clapper.  If  he  escaped  into  South  Korean  hands,  we 
would  have  talked  to  him.  Absolutely.  I'm  sure  of  that.  [Pause] 

I'm  told  that  the  South  Koreans  held  him  for  some  time  and  that 
we  were  to  have  gotten  access  to  him.  But  I  will  have  to  get  back 
to  you  or  submit  for  the  record  some  specifics  on  that. 

Senator  Smith.  For  the  record  is  fine.  I  would  like  to  know  what 
contact  has  been  made  with  him,  specifically  toward  a  lot  of  allega- 
tions that  surfaced  in  the  early  1950s  and  mid  1950s,  after  the  end 
of  the  war,  about  the  possibility  of  Americans  in  that  system  a  few 
years  after  the  war  concluded. 

[The  information  follows:] 

On  October  23,  1994,  Cho  Chang-ho  (64)  escaped  from  North  Korea  alter  43  years 
in  captivity.  Cho  Chang-ho  fought  in  the  Korean  war,  serving  as  a  second  lieuten- 
ant, was  captured  in  May  1951  by  elements  of  the  Chinese  Peoples  Volunteers, 
taken  to  North  Korea  and  impressed  into  the  Korean  Peoples  Army  (KPA).  Cho  re- 

gortedly  escaped  through  the  People's  Republic  of  China  and  was  picked  up  by  a 
outh  Korean  fishing  boat  southwest  of  the  South  Korean  port  of  Kunsan.  Cho's  de- 
briefing was  handled  by  the  Agency  for  National  Security  Planning.  All  information 
available  to  the  United  States  has  come  through  open  sources.  The  United  States 
has  been  pursuing  access  to  Cho  since  October  26.  U.S.  Forces  Korea  is  presently 
working  with  U.S.  Embassy  personnel  through  ROK  government  agencies  to  gain 
access  for  debriefing.  While  Cho  appears  to  have  some  information  about  the  han- 
dling of  ROK  POWs,  his  intelligence  value  appears  low.  His  escape  was  used  by  the 
ROK  military  to  bolster  morale  and  patriotism. 

Cho  Chang-ho  joined  the  ROK  Army  in  1950  when  he  was  a  freshman  at  the  pres- 
tigious Yonsei  University  (his  sister,  Cho  Chang-suk,  is  a  former  dean  of  Konkuk 
University's  College  of  Home  Economics)  and  served  as  a  second  lieutenant  in  the 
101st  Artillery  Battalion,  9th  Infantry  Division.  He  was  forcibly  taken  to  North 
Korea  in  May  1951  when  he  was  captured  by  Chinese  troops  fighting  at  Inie, 
Kangwon  Province.  He  had  been  carried  as  killed  in  action  and  listed  among  the 
Korean  war  dead  at  the  National  Cemetery  in  Seoul  since  1977.  (Those  missing  in 
action,  but  not  confirmed  as  dead  or  alive  after  25  years,  are  treated  as  war  dead 
in  accordance  with  "Regulations  on  Fallen  Soldiers."  Cho  became  the  first  soldier 
listed  on  the  tablets  to  have  his  name  deleted.) 

During  the  Korean  war,  South  Korean  soldiers  captured  by  North  Korea  were  di- 
vided into  three  categories.  Some  were  sent  to  concentration  camps  and  the  vast 
majority  of  the  7,142  ROK  military  personnel  repatriated  came  from  this  group.  A 
much  larger  group  was  pressed  into  duty  either  in  construction  units  or  into  combat 
and  reconnaissance  units.  Cho  was  sent  first  to  a  POW  camp  and  then  forced  to 
serve  in  the  KPA.  After  he  tried  to  escape  in  February  1952  he  was  transferred  to 
concentration  camps  in  Wonsan,  Aoji  and  Kanggye  for  13  years  hard  labor.  In  1964, 
he  was  moved  to  a  coal  mine  where  he  worked  for  another  13  years  before  being 
sent  to  northwestern  Korea.  He  married  a  South  Korean  native  oi  the  Cholla  region 
who  served  as  a  KPA  nurse  officer  during  the  Korean  war.  She  was  captured,  in- 
terred at  Koje  Island  POW  facility  and  repatriated  after  the  war.  The  North  Korean 
State  Security  Ministry  labeled  her  as  untrustworthy — because  she  had  been  cap- 
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tured — and  she  was  tortured  and  then  sent  to  the  coal  mines.  When  he  could  no 
longer  work  due  to  lung  disease  (he  also  has  a  speech  impediment  and  shows  symp- 
toms of  local  paralysis  on  the  right  side  of  his  body),  he  plotted  his  escape  to  the 
South. 

Cho  escaped  via  Chinese  territory.  He  crossed  the  Amnok  River  into  Chinese  ter- 
ritory on  October  3  under  the  cover  of  rain  and  then  was  able  to  obtain  a  boat  with 
the  help  of  ethnic  Koreans  residing  in  China. 

Cho  has  been  extensively  interviewed  by  the  South  Korean  media,  but  not  all  arti- 
cles have  been  translated.  Describing  the  situation  in  the  North,  he  said:  The 
North  Korean  people  are  as  loyal  to  Kim  Chong-il  now  as  they  were  to  Kim  Il-song. 
There  is  no  big  chaos  in  North  Korea.  It  is  quiet."  Cho  has  also  commented  on  the 
incomplete  repatriation  of  South  Korea  POWs  following  the  war. 

The  South  Korean  military  embraced  Cho  after  his  escape.  His  story  was  used  to 
boost  military  morale.  The  military  leadership  attempted  to  publicize  his  ordeal  as 
a  way  of  restoring  the  honor  of  ROK  Army  officers  following  a  year  in  which  the 
military  was  buffeted  by  a  series  of  scandals.  He  was  recognized  as  an  active  duty 
officer  and  was  promoted  to  first  lieutenant.  On  November  25,  he  was  ceremoniously 
discharged  from  active  duty  at  the  Korea  Military  Academy  by  Defense  Minister  Yi 
Pyong-tae,  awarded  the  Order  of  National  Security  Merit  Tong-Il  Medal  (highest 
peacetime  award  for  the  Korean  military)  from  South  Korean  President  Kim  Young- 
sam  and  awarded  back  pay,  allowances  and  pension  befitting  43  years  of  active 
duty. 

His  escape  is  not  unprecedented.  Several  others  have  escaped  through  the  same 
area.  The  ethnic  Koreans  in  China  appear  sympathetic  to  individuals  attempting  to 
escape  from  North  Korea.  It  is  unlikely  that  he  has  a  real  feel  for  the  North  Korean 
populace's  impression  of  Kim  Chong-il  or  the  current  situation.  However,  his  knowl- 
edge of  the  ethnic  Korean  assistance  to  escapees  and  defectors,  along  with  his 
knowledge  of  labor  camps  could  be  extremely  valuable  in  the  future. 

We  first  requested  debriefing  access  to  Cho  on  October  26,  1994.  On  November 
29,  the  Department  of  Defense's  PW/MLA  Office  also  indicated  its  interest,  and  we 
followed  up  on  December  5with  a  communication  to  U.S.  forces  in  Korea.  J2  USFK, 
working  with  U.S.  Embassy  Seoul,  has  now  obtained  access  to  Cho.  We  will  advise 
you  as  soon  as  possible  regarding  the  results  of  Cho's  debriefing. 

Senator  Smith.  Finally,  have  we  learned  anything  in  the  Aldrich 
Ames  case  that  we  can  benefit  from  to  prevent  this  from  happening 
again?  You  have  probably  been  asked  that  before.  I  will  direct  that 
to  Admiral  Studeman. 

Admiral  Studeman.  Well,  the  Ames  case  obviously  is  a  com- 
plicated case  and  there  are  certainly  lots  of  lessons  learned,  not  the 
least  of  which,  of  course,  is  that  hostile  intelligence  service  collec- 
tion targeted  against  the  United  States  by  the  former  countries  of 
the  Soviet  Union  and  others  continues  even  to  this  day,  and  that 
we  need  to  be  alert  to  that  aspect  of  it  across  the  depth  and 
breadth  of  the  Intelligence  Community. 

That  is  why  I  made  the  comments  in  my  opening  remarks  about 
traditional  counter  intelligence,  counter  espionage,  and  security 
problems. 

I  have  to  say  that  the  major  loser  in  this  espionage  period  con- 
ducted by  Ames  is  probably  going  to  be  the  intelligence  community 
itself  in  terms  of  sources  and  methods  compromised  as  a  result  of 
not  only  Ames  talking  about  U.S.  espionage  activities  but  also  pro- 
viding a  product  line  of  information  by  which  the  Russians  could 
derive  sources  and  methods  kinds  of  information. 

The  damage  assessment  from  the  Ames  case  will  not  be  done  for 
another  several  months,  and  at  that  point  in  time  we  will  be  com- 
ing forward  to  describe  that. 

Clearly,  within  the  context  of  the  Intelligence  Community,  we 
have  already  taken  or  are  in  the  process  of  taking  a  whole  range 
of  actions  to  try  to  tighten  up  the  issue  of  personal  accountability, 
focusing  on  the  fact  tnat  it  is  the  individual  that  is  the  problem — 
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things  like  moving  in  the  direction  of  increased  requirements  for 
people  to  submit  financial  statements  and  that  sort  of  thing. 

Senator  Smith.  Thank  you. 

Chairman  Thurmond.  Senator  Coats. 

Senator  Coats.  Thank  you,  Mr.  Chairman.  I  have  just  a  couple 
of  quick  questions  so  that  we  can  move  into  the  closed  session. 

I  would  like  each  of  you,  very  briefly,  to  give  me  your  assessment 
of  how  reasonable  it  would  be,  as  a  result  of  this  technological  pro- 
liferation in  the  ethnic  and  regional  conflicts  that  are  existing 
throughout  the  world,  that  we  are  going  to  see  use  of  this  techno- 
logical proliferation  in  a  way  that  weapons  of  mass  destruction 
would  be  used. 

Admiral  Studeman.  I  think  there  is  a  pretty  substantial  prob- 
ability that,  given  the  nature  and  character  of  these  technologies — 
and  when  we  talk  about  weapons  of  mass  destruction,  we  are  only 
talking  about  missiles,  nuclear,  chemical,  and  biological.  But  I 
think  there  are  other  capabilities  that  complement  that. 

I  think  there  is  a  prospect  that  one  of  those  kinds  of  threats, 
given  other  circumstances  that  are  drivers,  could  potentially  reach 
the  United  States  in  this  decade. 

Senator  Coats.  That  wasn't  my  question,  but  that  opens  up  a 
second  question.  I  was  referring  to  the  use  between  perhaps  two 
nations  in  a  regional  context.  I  would  assume  that  you  would  con- 
clude that  it  is  even  more  likely. 

Admiral  Studeman.  I  would  conclude,  then,  that  that  is  a  lesser 
included  case. 

Senator  Coats.  A  lesser  or  a  more? 

Admiral  Studeman.  Well  it  depends  on  whether  you  are  focusing 
on  the  security  of  this  country  or  on  the  security  of  another  coun- 
try. 

Senator  Coats.  What  I  am  focusing  on  is  letting  the  genie  out 
of  the  bottle.  Obviously,  our  most  immediate  concern  is  the  security 
of  the  United  States.  But  a  second,  and  very  real,  concern  is  that 
we  advance  to  another  stage  in  terms  of  warfare  on  a  regional 
basis  or  a  nation-to-nation  basis  weapons  of  mass  destruction,  fall- 
ing into  the  broader  category,  are  unleashed.  This  obviously  puts 
us  in  a  different  dimension  for  future  warfare. 

General  Clapper.  If  you  simply  project  mathematically  the  num- 
ber of  actors,  either  national  or  transnational  or  subnational  who 
potentially  could  acquire  such  capabilities,  I  think  that  there  is 
likelihood  that  the  use  of  it  the  genie  out  of  the  bottle  could  easily 
happen  within  10  years. 

Senator  Coats.  In  response  to  Senator  Nunn's  question  regard- 
ing the  situation  in  Russia  and  the  conventional  versus  nuclear 
emphasis,  has  an  analysis  been  done  on  the  dollars  flowing  and  the 
commitment  to  the  nuclear  side  of  the  question  versus  the  conven- 
tional side?  In  other  words,  is  it  supported  by  budgetary  numbers 
and  personal  commitment  of  leadership  toward  that  goal ? 

Admiral  Studeman.  I  am  not  personally  aware  of  whether  or  not 
analysis  has  been  done  on  the  costs,  but  certainly  projections  on 
the  number  of  weapons,  the  phasing  of  those  weapons,  the  cat- 
egories of  those  kinds  of  weapons,  and  the  delivery  systems,  that 
kind  of  work  has  been  done,  as  well  as  work  on  the  motivations 
and  the  doctrinal  framework  into  which  those  weapons  might  fit. 
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Senator  Coats.  General  Clapper,  do  you  have  any  comment  on 
that? 

General  Clapper.  I  am  not  sure,  at  least  off  the  top  of  my  head, 
that  I  could  give  you  a  definitive  call  on  the  actual  proportion  of 
national  largesse  that  is  devoted  to  strategic  versus  general  pur- 
pose forces.  Part  of  our  problem  is  accounting  for  much  of  what  is 
buried  in  the  Russian  infrastructure  that  actually  contributes  to 
the  research  and  development  and  fielding  of  strategic  weaponry. 

But  I  think  it  is  very  clear — and  we  can  talk  a  little  bit  about 
this  in  the  closed  session — that  the  Russians  are  committed  to  sus- 
taining within  the  confines  of  START  I,  to  maintaining  a  robust 
nuclear  capability. 

Senator  Coats.  Admiral  Studeman,  would  you  comment  on  the 
question  that  was  raised  by  Senator  Cohen  relative  to  whether  it 
is  Mafia  or  other  elements  within  the  Russian  society  acquiring 
and  selling  weapons  grade  fissionable  material? 

Admiral  Studeman.  I  don't  think  I  can  add  very  much  except 
perhaps  in  terms  of  emphasis. 

What  we  have  seen  coming  out  recently  has  been  material  of  var- 
ious purity  levels,  if  you  will,  levels  of  enrichment,  which  are  gen- 
erally categorized  as  material  that  is  available,  widespread  in  Rus- 
sia and  perhaps  other  parts  of  the  former  Soviet  Union,  for  labora- 
tory, research,  hospital,  et  cetera,  kinds  of  usages. 

The  purity  levels  can  become  of  sufficient  levels  to  be  ultimately 
of  interest  to  us  as  highly  enriched  uranium  or  something  of  that 
type.  But  right  now,  I  would  just  like  to  revalidate  what  I  think 
General  Clapper  said,  which  is  that  in  the  context  of  the  control 
of  nuclear  weapons  we  certainly  see  a  lot  of  emphasis  in  Russia 
right  now  to  maintain  the  wherewithal  to  control,  consolidate,  and 
actually  even  reduce  the  number  of  stockpile  sites  and  that  sort  of 
thing  related  to  the  control  of  nuclear  weapons  in  order  to  maintain 
the  assurance  that  they  want  and  that  we  need  that  those  weapons 
are  under  control. 

Senator  Coats.  I  assume,  given  their  problems  in  Chechnya,  that 
the  Russians  ought  to  have  just  as  much  concern  about  the  sale 
and  proliferation  as  we  do,  if  not  more. 

Admiral  Studeman.  One  of  the  concerns  about  Chechnya  has  to 
do  with  the  fact  that  the  Dudayev  regime  has,  in  fact  indicated 
that  nuclear  power  plants  are  possible  sites  for  terrorist  operations. 
One  of  the  things  that  has  not  yet  emerged  and  one  point  of  con- 
cern has  to  do  with  the  range  of  possible  terrorist  operations  that 
Chechen  populations  might  choose  to  engage  in  against  Russia  or 
against  Russians  in  overseas  states,  like  Russians  in  Europe  or 
elsewhere. 

We  have  already  had  one  bombing,  I  believe,  in  Turkey  by 
Chechens  targeted  on  a  Russian  installation,  and  the  potential  for 
this  in  Moscow  and  other  places  is  significant. 

Senator  Coats.  Thank  you. 

Thank  you,  Mr.  Chairman. 

Chairman  Thurmond.  Senator  Lott. 

Senator  Lott.  Thank  you,  Mr.  Chairman. 

Thank  you  both  for  being  here  this  morning. 
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General,  recently  the  People's  Republic  of  China  announced  that 
they  were  extending  their  defense  protection  zone  from  200  miles 
off  their  shore  to  2,000  miles,  as  I  understand  it. 

Their  economy  has  experienced  an  extraordinary  growth  of  10  to 
15  percent  per  year  for  the  last  several  years,  ana  concurrent  with 
that  economic  growth  they  have  also  had  an  alarmingly  aggressive 
buildup  in  offensive  military  capability.  How  would  you  assess  that 
military  capability? 

Or,  perhaps,  Admiral,  you  would  want  to  respond  to  that? 

Admiral  Studeman.  I  will  just  characterize  it  in  general. 

Clearly,  we  are  dealing  with  an  obsolescent  force.  But  there  is  a 
lot  of  technology  transfer  going  into  China  today  in  the  context  of 
direct  technology  transfer,  weapon  systems,  engineers,  brain  power, 
and  actual  weapons  being  sold  to  the  Chinese  across  a  very  broad, 
significant  category. 

Right  now,  of  course,  the  Chinese  are  in  the  mid-stage  of 
transitioning  from  the  obsolescent  weapons.  They  are  producing 
some  militarily  significant  military  technology  today,  which  they 
are  exporting. 

Senator  Lott.  Admiral,  can  you  say  here  where  these  various 
weapons  are  coming  from? 

Admiral  Studeman.  Well,  the  weapons  are  indigenously  devel- 
oped, but  they  are  developed  frequently  based  on  technology  that 
is  transferred  from  the  outside.  I  think  that  the  Chinese  have  been 
very  aggressive  in  trying  to  acquire  more  of  that  technology  or  in 
the  context  of  buying  weapon  systems  like  fourth  generation  fight- 
ers, directly  purchasing  the  capability  from  the  outside. 

General  Clapper.  Their  biggest  arms  trade  is  conducted  with 
Russia,  unquestionably. 

Senator  Lott.  Let  me  ask  about  one  other  subject,  jumping 
around  a  little  bit,  geographically  at  any  rate. 

Iran  has  already  acquired  two  Russian  made  Kilo  class  sub- 
marines and  a  third  boat  is  expected  to  be  delivered  this  year,  as 
I  understand  it.  Reportedly,  Iran  has  indicated  that  these  sub- 
marines will  be  used  to  control  access  to  the  Persian  Gulf  through 
the  Straits  of  Hormuz. 

How  do  you  assess  the  threat  of  these  submarines?  In  fact,  how 
would  you  characterize  their  ability  to  restrict  Western  access  to 
the  Persian  Gulf? 

Admiral  Studeman.  As  conventional  submarines,  they  are  emi- 
nently capable  of  being  a  problem  for  us  in  the  approaches  and  in 
the  shallow  waters  of  trie  Persian  Gulf.  As  a  result,  they  are  a  high 
priority  target  for  us  for  collection. 

General  Clapper.  I  would  agree  with  that.  In  the  context  of  the 
general  buildup  of  Iranian  general  purpose  forces,  particularly  in 
Southern  Iran  and  in  certain  key  islands  in  the  Gulf,  I  think  this 
just  highlights  the  volatility  that  exists  in  the  Persian  Gulf  and  the 
nature  of  Iranian  long-term  intentions. 

Senator  Lott.  Thank  you  both. 

Thank  you,  Mr.  Chairman. 

Chairman  Thurmond.  Thank  you. 

We  will  go  into  closed  session  in  just  a  few  minutes.  Senator 
Nunn  has  one  question. 

Senator  Nunn.  I  just  have  one  more  question  of  General  Clapper. 
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General  Clapper,  I  was  just  reading  through  your  testimony 
here.  I  don't  think  you  gave  this  orally,  but  to  me  this  is  a  very 
significant  statement.  In  your  statement  you  state,  "North  Korea 
continues  to  be  my  major  near-term  military  concern.  In  my  view, 
the  Nuclear  Framework  Agreement,  coupled  with  the  leadership 
transition,  offers  the  greatest  promise  of  a  significantly  more  stable 
Korean  Peninsula  than  I  have  seen  in  the  last  10  years." 

Then  you  go  ahead  and  say,  "I  believe  North  Korea's  leadership 
now  recognizes  its  chances  for  regime  survival  are  better  served  by 
strategies  emphasizing  economic  improvement  and  political-eco- 
nomic accommodation,  rather  than  those  stressing  implacable  con- 
frontation with  the  outside  world." 

To  me  that  is  a  significant  change  and  I  assume  you  meant  it 
that  way.  Is  that  right  and  is  that  shared  throughout  the  Intel- 
ligence Community? 

General  Clapper.  That's  right.  I'm  not  sure  that's  universally 
shared. 

I  would  just  tell  you,  though,  sir,  I  have  studied  the  Korean  prob- 
lem pretty  hard  since  I  served  there  as  the  Director  of  Intelligence 
for  U.S.  Forces  in  Korea  in  the  mid-1980s.  I  believe,  I  understand 
there  is  some  controversy  about  the  Framework  Agreement  and  its 
constitutionality  and  all  that  sort  of  thing. 

I  would  just  say  to  you,  though,  from  the  standpoint  of  a  North 
Korean  perspective,  that  I  thought  it  was  a  rather  profound  thing 
that  they  agreed  to  that.  I  would  hope  that  we  are  able  to  exploit 
that  Framework  Agreement  and  bring  about  a  stabilization  of  the 
tenseness  on  the  peninsula  through  otner  than  the  face-off  that  we 
have  had  along  the  DMZ  over  these  many  years. 

Senator  Nunn.  You  are  saying  that  you  believe  there  is  a  signifi- 
cant change  in  the  North  Korean  approach  to  the  world? 

General  Clapper.  Yes,  sir,  I  do.  I  think  all  along  the  North  Ko- 
rean intent  was  to  extract  as  many  economic,  political,  and  diplo- 
matic concessions  as  they  possibly  could.  I  think  that  was  the 
whole  purpose  of  their  nuclear  program  in  the  first  place,  that  and 
its  psychological  benefit  as  a  means  of  protection  of  their  sov- 
ereignty, given  how  the  world  looks  from  a  North  Korean  perspec- 
tive. 

Again,  I  am  hopeful  that  we  will  be  able  to  exploit  that,  that  cou- 
pled with  the  change  in  leadership.  It  has  always  been  my  impres- 
sion that  Kim  Jong-Il,  as  flaky  as  he  may  be,  nevertheless,  has 
been  more  oriented  toward  the  domestic  health  of  the  society  of 
North  Korea,  and  I  think  even  he  realizes  that  the  only  way  they 
are  going  to  extricate  themselves  from  the  shambles  their  economy 
is  in  now  is  if  they  get  outside  help. 

Senator  Nunn.  Admiral  Studeman,  do  you  agree  with  that  as- 
sessment? 

Admiral  Studeman.  I  do,  Senator.  I  think  that  we  are  detecting 
little  signs,  again,  that  the  North  Koreans  would  much  rather  move 
toward,  given  again  their  concept  of  self-sufficiency  and  the  state 
to  play  which  we  have,  would  much  rather  move  up  a  path  of  more 
normalization  than  confrontation. 

They  are  prepared  for  the  confrontation.  And,  as  you  know,  they 
have  put  a  lot  of  energy  into  expanding  their  military  capability. 
Ultimately,  we  are  going  to  have  to  get  around  to  talking  about 
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confidence  building  measures  for  reducing  the  size  of  those  huge, 
conventional  forces  that  exist  on  the  peninsula  that  are  triggers  for 
potential  conflict  for  the  future. 

But  I  think  we  sense  that  the  way  Kim  Jong-Il  right  now  is  at- 
tempting to  manage  his  response  to  the  shoot-down  recently  of  the 
helicopter  that  strayed  across  the  border  or  in  the  context  of  some 
of  the  other  factors,  there  are  at  least  signs  here  of  movement. 

Now  we  have  to  be  sensitive,  obviously,  to  the  concerns  that  Kim 
Jong-Il's  interests  in  dealing  with  us  are  balanced  out  in  equal 
measure  in  terms  of  his  interests  in  dealing  with  the  South  Korean 
Government,  as  well  as  with  the  other  governments  in  the  region. 

Chairman  Thurmond.  Now  just  before  we  go  into  closed  session, 
Senator  Cohen  wanted  to  say  something. 

Senator  Cohen.  I  have  two  quick  points. 

In  addition  to  what  Senator  Nunn  has  pointed  out,  I  would  also 
call  attention  to  General  Clapper's  statement,  as  I  recall,  that  the 
North  Koreans  also  remain  even  more  aggressive  on  a  conventional 
level,  that  they  have  increased  their  conventional  capability  down 
near  the  DMZ  to  the  point  where  they  are  acquiring  long-range 
missiles,  which  pose  a  significant  threat  not  only  to  South  Korea 
but  to  other  nations  in  the  region.  So  on  the  one  hand  they  may 
be  preparing  to  open  up  and  have  a  much  more  different  approach 
to  the  West.  By  contrast,  it  is  not  reflected  in  terms  of  their  con- 
ventional capability  and  what  there  seems  to  be  in  terms  of  their 
intentions. 

The  second  point  is  this.  I  would  like  to  call  attention  to  what 
Admiral  Studeman  said  before  about  the  Ames  case. 

I  suspect  that  morale  at  the  agency  is  not  at  an  all-time  high  fol- 
lowing the  disclosure,  the  criticisms,  the  investigations,  the  analy- 
sis of  the  damage  assessments. 

But  I  also  appreciate  what  he  said  before,  and  that  is  that  we 
have  to  understand,  notwithstanding  that  the  Cold  War  is  over, 
that  the  United  States  continues  to  be  an  intelligence  target  by  the 
Russians  and,  I  suspect,  by  the  Chinese.  I  would  go  through  not 
only  those  who  we  list  as  potential  adversaries  but  those  who  we 
count  as  our  friends  and  allies  as  well. 

This  country  is  constantly  under  intelligence  assault,  and  there 
are  going  to  be  other  Ames  cases.  Someone  asked  at  a  meeting  re- 
cently of  the  Intelligence  Committee  do  we  want  more  assurances 
this  will  not  take  place.  No  one  can  give  us  those  assurances.  They 
will  take  place.  I  suspect  there  are  more  Ames-like  people  out 
there.  Given  the  fact  that  a  lot  of  money  is  being  paid  to  people 
on  a  wide-scale  basis,  we  are  bound  to  have  other  Ames. 

There  is  a  tendency  also  to  blame  the  agency.  But  I  want  to  point 
out  that  Congress  has  its  share  of  the  responsibility.  We  had  an  op- 
portunity to  make  changes  in  the  law  that  would  have  allowed  the 
agency  to  detect  Mr.  Ames  much  sooner  than  it  did  and  we  failed 
to  do  that  because  the  reaction  of  many  of  our  colleagues  was  that 
the  Berlin  Wall  is  down,  the  Soviet  Union  has  disintegrated,  and 
let's  not  put  too  much  emphasis  on  polygraphs,  let's  not  really  get 
too  intrusive  in  terms  of  analyzing  financial  transactions,  et  cetera. 

We  passed  up  the  opportunity  to  pass  that  legislation,  so  we  bear 
a  measure  of  responsibility  right  here  in  this  Congress  as  well. 
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So  I  hope  that  if  there  are  future  disclosures,  that  there  will  not 
be  a  rush  once  again  to  condemn  the  agency  entirely.  There  is  fault 
to  be  found  there,  but  the  calls  for  the  dismantling  of  the  agency 
and  turning  its  functions  over  to  other  departments  to  me  would 
be  a  catastrophic  mistake. 

Senator  Nunn.  Senator  Cohen,  let  me  go  on  record  as  agreeing 
with  you  on  that.  I  think  there  is  always  room  for  criticism  and 
there  has  been  a  lot  of  justified  criticism  of  the  Intelligence  Com- 
munity. But,  overall,  the  Intelligence  Community  has  made  an  out- 
standing contribution  to  the  45  years  that  we  have  had  confronta- 
tion in  the  world  in  the  Cold  War.  To  take  some  bad  examples  and 
act  as  if  that  is  typical  of  the  whole  45  year  example  of  perform- 
ance I  think  is  an  injustice.  I  think  that  if  you  look  through  this 
testimony,  there  is  so  much  that  is  important  in  it  that  everyone 
interested  in  this  subject  ought  to  be  reading.  If  you  look  at  other 
pages,  just  looking  at  the  differences  in  trying  to  count  missiles  and 
bombs  and  trying  to  do  a  psychoanalysis  of  the  clans  in  Somalia, 
I  mean  they  have  a  big  load  out  there.  We  are  popping  up  all  over 
the  world  in  one  place  after  another  and  we  are  expecting  our  intel- 
ligence people  to  know  everything  about  it,  including  the  culture, 
and  we  are  expecting  them  to  know  about  the  threat  to  our  people 
on  the  ground.  We  expect  them  to  know  about  the  medical  threat 
from  diseases  and  so  forth. 

I  think  we  had  better  start  backing  off  and  putting  some  of  this 
in  perspective  and  understand  that  we  are  going  to  have  to  con- 
tinue to  have  this  valuable  resource  in  the  future.  There  is  plenty 
of  room  to  debate  how  much  the  budget  ought  to  be.  There  is  plen- 
ty of  room  to  debate  how  much  can  be  cut  without  hurting.  All  of 
that  is  legitimate  and  should  be  talked  about. 

The  mistakes  of  the  past  are  also  legitimate.  But  to  act  as  if  we 
don't  need  an  intelligence  community  now  I  think  is  the  height  of 
a  misreading  of  the  world  situation  and  a  misreading  of  history. 

Admiral  Studeman.  Senator  Thurmond,  could  I  just  respond 
briefly? 

I  just  want  to  thank  the  Senators  for  their  support.  I  have  to  say 
that  we  will  continue  on  with  more  reforms  in  the  community.  But 
I  really  do  appreciate  and  agree  with  the  comments  they  have 
made. 

The  instrument  of  intelligence  is  not  that  well  understood  in  the 
context  of  the  contribution  it  makes  as  one  of  the  major  elements 
of  the  national  security  of  this  country,  diplomacy,  defense,  and  in- 
telligence, and  potentially  for  the  future  other  instruments. 

Chairman  Thurmond.  Admiral  Studeman  and  General  Clapper, 
we  thank  you  for  your  appearance. 

We  will  now  go  to  room  232A  for  the  closed  session.  If  you  have 
any  more  questions,  we  can  ask  those  for  the  record.  I  have  a  few 
more  here.  That  will  save  time. 

[Questions  for  the  record  with  answers  supplied  follow:] 

Questions  Submitted  by  Senator  Strom  Thurmond 

Senator  THURMOND.  In  your  prepared  statement,  you  mention  North  Korea's  No 
Dong  missile  which  was  flight  tested  in  1993.  You  state  that  it  will  be  capable  of 
delivering  a  nuclear  warhead.  Can  you  tell  us  anything  more  in  open  session  about 
the  progress  of  this  weapons  system? 
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Admiral  STUDEMAN.  Aside  from  information  we  have  previouslyprovided  regard- 
ing the  flight  test  in  1993  and  prior  North  Korean  marketing  efforts,  there  is  no 
information  that  we  can  provide  in  open  session  regarding  the  status  or  capabilities 
of  the  No  Dong  missile. 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  Russia  is  required 
to  submit  information  on  its  chemical  weapons  stockpile  and  its  chemical  weapons 
facilities  under  the  Bilateral  Destruction  Agreement  and  the  Wyoming  Memoran- 
dum of  Understanding.  Its  latest  data  declarations  submitted  to  the  United  States 
contained  a  number  01  discrepancies  regarding  its  chemical  weapons  production  fa- 
cilities and  stockpile.  Russia  has  also  blocked  some  inspections.  Basically,  Russia  is 
not  in  compliance  with  these  two  agreements.  Provide  a  detailed  description  of  these 
discrepancies  and  a  current  assessment  of  issues  that  have  been  resolved  and  those 
that  remain  outstanding.  Also,  to  the  extent  possible,  provide  an  assessment  of  why 
Russia  has  provided  false  data. 

Admiral  STUDEMAN.  Wyoming  MOU  Phase  II  provisions  mandated  a  two-part  dec- 
laration of  the  entire  former  Soviet/Russian  chemical  weapons  program,  including 
development,  production  and  storage  facilities  as  well  as  size  and  composition  of 
their  CW  stockpile. 

[Deleted.] 

President  Yeltsin  established  the  President's  Committee  on  Convention-related 
Problems  of  Chemical  and  Biological  Weapons  (PC)  in  early  1992  to  handle  the  im- 
plementation aspects  of  various  chemical  and  biological  weapons  agreements  to 
which  Russia  is  party.  [Deleted.] 

General  CLAPPER.  [Deleted.] 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  Russia  appears  to 
be  maintaining  an  offensive  biological  weapons  program  despite  the  1972  Biological 
Weapons  Convention  and  the  1992  agreement  with  the  United  States  and  the  Unit- 
ed Kingdom  to  terminate  such  programs.  On  what  evidence  does  the  U.S.  base  its 
claims  that  Russia  is  continuing  to  develop  offensive  biological  weapons?  Provide  a 
detailed  assessment  of  the  Russian  BW  program,  including  a  description  of  all  facili- 
ties and  a  listing  of  all  agents  currently  being  maintained  or  developed. 

Admiral  Studeman.  [Deleted.] 

General  Clapper.  [Deleted.] 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  provide  an  assess- 
ment of  Russian  nuclear  weapons  and  associated  delivery  systems  currently  located 
in  Chechnya  (both  tactical  and  strategic).  To  the  extent  that  such  weapons  and  de- 
livery systems  are  located  there,  does  the  Russian  military  maintain  complete  con- 
trol? Assess  the  potential  for  Chechen  forces  to  capture  and:  employ  such  assets. 

Admiral  STUDEMAN.  Since  Chechnya  declared  its  independence  in  1991,  President 
Dudayev  and  other  Chechen  officials  have  made  numerous  public  [deleted]  claims 
that  Chechnya  had  acquired  nuclear  weapons.  Although  we  cannot  totally  rule  out 
the  possibility,  our  assessment  is  that  Chechnya  does  not  possess  any  nuclear  war- 
heads. It  seems  unlikely  that  President  Dudayev  has  been  able  to  illegally  acquire 
a  nuclear  warhead  from  the  Russian  arsenal.  Russian  officials,  moreover,  have 
shown  no  signs  that  they  are  concerned  about  a  nuclear  threat  from  Dudayev.  [De- 
leted.] 

There  currently  are  no  active  nuclear  weapons  storage  sites  in  Chechnya.  Nuclear 
warheads  once  were  stored  at  three  SS— 4  IRBM  sites  hear  Grozny,  but  the  sites 
were  deactivated  [deleted]. 

—  According  to  a  1992  Russian  press  report,  the  nuclear  warheads  at  the  Mosdok 
heavy  bomber  base  were  removed  because  of  concerns  about  growing  internal  un- 
rest. [Deleted.] 

It  is  unlikely  that  Chechnya  possesses  SS-20  LRBMs,  as  has  been  claimed  by 
some  Chechen  officials.  [Deleted]  SS-20s  were  never  deployed  in  the  North 
Caucasus  region.  Moreover,  all  SS-20  missiles  were  destroyed  by  May  1991  under 
the  terms  of  the  INF  Treaty. 

—  According  to  Russian  press,  the  Chechens  possess  two  FROG  launchers,  a 
short-range  rocket  system,  that  had  been  used  by  the  Soviets  for  training  purposes. 
These  launchers,  which  reportedly  do  not  have  missiles,  have  appeared  in  parades 
and  have  been — mistakenly  identified  by  the  press  as  SS-20s.  [Deleted.] 

General  CLAPPER.  There  is  no  credible  evidence  to  indicate  Russian  nuclear  weap- 
ons or  associated  delivery  systems  remain  in  Chechnya.  Nuclear  weapons  formerly 
based  in  Chechnya  were  removed  by  the  early  1980s. 

[Deleted.] 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  it  appears  that 
Russia  is  turning  to  its  former  client  states  to  sell  arms  and  technology  in  violation 
of  several  nonproliferation  agreements  in  an  attempt  to  boost  its  defense  industry. 
Please  describe  the  types  of  technologies  and/or  systems  (including  submarines, 
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mines  and  rocket  engines)  that  are  most  worrisome,  and  the  most  significant  recipi- 
ents of  such  sales. 

Admiral  STUDEMAN.  Severe  economic  problems  and  significant  cutbacks  in  govern- 
ment-sponsored programs  are  driving  the  Russians  to  market  their  most  advanced 
weapons  and  related  technologies.  [Deleted.] 

Nuclear  Technology 

—  Russia  has  expressed  interest  in  supplying  nuclear  reactors,  fuel,  or  technology 
to  Iran  and  India.  Russia  has  signed  a  contract  with  Iran  to  finish  one  nuclear 
power  reactor  [deleted]. 

Missile  Systems  and  Technology 

[Deleted.] 
Advanced  Conventional  Weapons  and  Technology 

—  Russia's  largest  customer  is  China.  [Deleted.] 

General  CLAPPER.  Boosting  arms  exports  to  provide  work  for  the  ailing  defense 
sector  and  to  earn  much  needed  hard  currency  has  received  high  level  support  in 
Russia.  Russian  arms  export  organizations  have  been  aggressively  marketing  their 
weapons  at  international  arms  shows  and  through  bilateral  negotiations  with  nu- 
merous countries.  We  have  no  evidence,  however,  that  Russia  has  violated  any  pro- 
liferation agreements  or  international  arms  embargoes. 

Moscow's  arms  exports  have  plummeted  since  the  mid-1980s,  when  the  value  of 
weapons  deliveries  were  about  $20  billion  annually,  to  less  than  $3  billion  a  year 
for  the  last  3  years.  Much  of  the  decline  reflects  the  end  of  Cold  War  motivated 
arms  deliveries  to  poor  Third  World  client  states,  such  as  Afghanistan,  Angola,  Ethi- 
opia, Cuba,  and  Nicaragua,  which  in  the  past  received  weapons  free  or  deeply  dis- 
counted. Generous  loan  or  barter  programs  with  major  recipients  such  as  India  and 
Syria  were  also  scaled  down  significantly.  Some  trade  was  lost  in  complying  with 
U.N.  arms  embargoes,  particularly  against  Iraq  and  Libya.  Russia  simply  cannot  af- 
ford to  subsidize  former  Soviet  clients.  In  order  to  increase  weapons  sales,  Moscow 
is  making  a  concerted  effort  to  seek  new  cash-paying  customers,  particularly  in  the 
Middle  East  and  Asia. 

Although  Russia  is  not  violating  any  international  agreements,  we  remain  con- 
cerned about  some  of  the  weapons  and  technology  being  transferred.  Of  particular 
concern  is  the  sale  of  two  Kilo-class  diesel  submarines  to  Iran,  which  poses  an  in- 
creased threat  to  shipping  in  the  Persian  Gulf.  Iran  is  pursuing  an  ambitious  pro- 
gram to  rebuild  its  military  forces  and  war-damaged  economy.  In  doing  so,  Tehran 
wants  to  develop  a  power-proiection  capability  in  the  Persian  Gulf.  Russian  Presi- 
dent Yeltsin  publicly  stated  that  Moscow  will  not  sign  any  new  arms  trade  agree- 
ments with  Tehran.  Russian  officials,  however,  have  refused  to  acknowledge  what 
weapon  systems  are  currently  under  contract  but  have  not  been  delivered. 

Another  area  of  concern  is  the  volume  of  military  hardware  and  technology  that 
Russia  is  selling  to  China.  In  the  last  3  years,  Moscow  has  transferred  sophisticated 
fighter  aircraft,  surface-to-air  missile  systems  and  diesel  submarines  to  Beijing  and 
deliveries  continue.  China  is  particularly  interested  in  Russia's  defense  production 
technology.  Although  it  will  take  several  years  to  successfully  incorporate  the  tech- 
nology, this  remains  an  area  of  particular  concern. 

The  transfer  of  cryogenic  engine  technology  to  India  is  another  area  of  concern. 
In  1991  the  Russian  (then  Soviet)  space  systems  firm  Glavkosmos  signed  a  contract 
with  the  Indian  Space  Research  Organization  (ISRO)  for  cryogenic  engine  tech- 
nology including  delivery  of  a  number  of  engines.  These  engines  were  to  be  used  in 
ISRO  s  developmental  Geostationary  Satellite  Launch  Vehicle  (GSLV)  program.  The 
U.S.  Government  objected  to  this  transaction  on  the  basis  that  cryogenic  engine 
technology  could  be  used  to  power  ballistic  missiles  and  thus  was  inconsistent  with 
the  Missile  Technology  Control  Regime  (MTCR)  guidelines.  The  United  States  im- 

fiosed  short  term  sanctions  (that  expired  in  1994)  because  both  Glavkosmos  and 
SRO  refused  to  cancel  the  contract.  Pressure  by  the  United  States  did  cause  the 
Russian  Government  to  reopen  negotiations  with  India,  however,  in  an  attempt  to 
eliminate  sanctions  by  making  the  contract  conform  to  MTCR  guidelines.  An  amend- 
ed contract  between  Russia  and  India  was  signed  in  December  1993  which  nullified 
all  terms  of  the  original  contract. 

The  so-called  "brain  drain"  of  Russian  scientific  expertise  is  another  potentially 
worrisome  avenue  for  technology  transfer.  Russia's  scientific  and  technical  labor 
force  has  declined  by  about  10  percent  a  year  since  1990  because  of  funding  cuts 
that  reduced  many  to  poverty-level  wages.  Many  scientists  and  technicians  have 
turned  to  other  pursuits  in  the  private  sector,  but  a  number  have  been  approached 
and  some  recruited  by  other  countries.  Numerous  reports  have  surfaced  of  Russian 
scientists  travelling  at  least  for  short  periods  to  the  Middle  East  and  Asia,  including 
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China.  To  what  extent  technological  know-how  may  have  been  transferred  is  un- 
clear, but  such  trips  raise  growing  concern  in  the  West  that  significant  military 
technology  could  fall  into  the  wrong  hands.  Monitoring  the  travel  and  emigration 
of  scientists  will  continue  to  be  a  struggle  for  Russia's  over  stretched  security  appa- 
ratus. Current  economic  hardships  increase  the  incentives  for  corruption  in  obtain- 
ing false  passports  and  visas. 

Senator  Thurmond.  Admiral  Studeman  and  General  Clapper,  provide  a  detailed 
description  of  Russia's  ongoing  deep  underground  command  and  control  shelter  pro- 
gram. Also  provide  an  assessment  of  the  rationale  for  the  level  of  emphasis  this  pro- 
gram continues  to  receive  and  how  this  fits  into  Russian  strategic  doctrine. 

Admiral  STUDEMAN.  One  of  the  main  new  elements  of  the  Russian  underground 
command  and  control  points  is  known  by  the  Intelligence  Community  as  Kosvinskiy 
Mountain,  in  the  Urals.  [Deleted.] 

While  some  of  this  construction  appears  to  be  the  continuation  of  programs  start- 
ed long  before  the  breakup,  it  still  appears  to  be  high-priority  to  correct  perceived 
vulnerabilities  in  their  nuclear  command  and  control  system.  [Deleted.]  Some  mis- 
siles could  reach  Moscow  [deleted]  providing  very  little  time  for  detection  and  deci- 
sion making. 

These  projects  were  designed  to  add  to  already  robust  capabilities  to  fight  and  at- 
tempt recovery  from  a  large-scale  nuclear  war.  Their  continuation,  therefore,  indi- 
cates that  preparedness  for  nuclear  conflict  with  the  United  States — notwithstand- 
ing the  end  of  the  Cold  War — remains  a  resource  allocation  priority. 

—  Such  facilities  are  vastly  more  elaborate  than  necessary  for  any  conventional 
or  regional  nuclear  threats. 

[Deleted.] 

The  impact  of  completion  of  these  projects  on  Russian  nuclear  strategy  remains 
unclear.  They  could  reinforce  Russian  military  confidence  in  a  traditional  strategy 
emphasizing  warfighting  objectives  and  early  use  by  reducing  the  damage  from  a 
U.S.  retaliatory  strike  and  supporting  protracted  nuclear  operations.  Alternatively, 
they  could  increase  confidence  in  Russia's  ability  to  absorb  an  enemy  strike  and  re- 
taliate effectively,  thereby  reducing  the  incentives  to  rely  on  early  nuclear  use. 

General  CLAPPER.  For  over  40  years  the  former  Soviets  had  a  comprehensive  pro- 
gram designed  to  ensure  leadership  survival  in  wartime.  This  multifaceted  program 
involved  the  construction  of  hardened  bunkers,  tunnels,  and  special  subway  lines 
beneath  Moscow,  other  maior  Soviet  cities,  and  the  sites  of  major  military  com- 
mands. Although  many  of  these  hardened  facilities  were  near  surface  bunkers,  nu- 
merous critical  sites  were  built  deep  underground.  According  to  the  press,  the  Rus- 
sians continue  to  fund  this  program.  For  example,  one  article  states  that  "deep  in 
the  Ural  Mountains  Russian  engineers  are  busy  building  a  vast  underground  com- 
mand post  to  use  in  case  of  nuclear  war"  and  that  the  bunker  will  be  a  new  part 
of  Russia's  multi-billion  dollar  effort  to  modernize  its  dwindling  strategic  nuclear 
forces. 

[Deleted.] 

Russian  military  and  political  leaders  define  the  role  of  nuclear  weapons  both  as 
a  deterrent  and  as  an  instrument  of  war.  Alexei  Arbatov,  Director  of  Russia's  Center 
for  Geopolitical  and  Military  Forecasting,  argues  that  "survivability  of  retaliatory 
forces"  is  a  greater  deterrent  than  even  Moscow's  retraction  of  its  "no-first-use  pol- 
icy." Arbatov,  also  an  influential  member  of  the  Duma  Defense  Committee,  advo- 
cates greater  reliance  on  retaliatory,  rather  than  "first  strike"  nuclear  options.  Sur- 
vivability of  retaliatory  forces  and  protection  of  national  leadership  are  consistent 
with  Russian  strategic  doctrine. 

[Deleted.] 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  the  committee  has 
received  recent  briefings  that  seem  to  indicate  that  the  Russian  submarine  program 
is  receiving  a  very  large  share  of  Russia's  defense  resources  and  that  submarine 
modernization  is  a  major  focus  of  the  Ministry  of  Defense's  modernization  effort. 
Could  you  describe  this  effort,  the  priority  the  Russians  attach  to  it,  and  what 
threat  it  will  pose  to  the  United  States  in  the  future? 

Admiral  SrUDEMAN.  Russian  domestic  naval  production  levels  in  1994 — for  both 
submarines  and  surface  combatants — were  below  1993  levels  [deleted].  For  example, 

f>rorated  tonnage  dropped  28  percent  from  1993,  or  79  percent  from  levels  estab- 
ished  from  1984-1989.  [Deleted.]  Estimated  domestic  submarine  production 
dropped  only  13  percent  from  1993,  while  construction  of  surface  combatants  was 
at  [deleted]  52  percent  from  1993  (down  91  percent  from  the  1984-1989  timeframe). 

—  [Deleted]  open  source  information  indicate  that  Moscow  is  giving  priority  to  the 
production  and  modernization  of  submarines  [deleted].  Two  combat  submarines  and 
one  auxiliary  submarine  were  completed  for  the  Russian  Navy  in  1994.  A  third  com- 
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bat  submarine  was  launched  in  December  1994  and  probably  will  be  completed  later 
this  year.  [Deleted.] 

—  Current  Russian  submarine  programs  include  ongoing  construction  of  the  last 
three  hula-class  nuclear-powered  attack  submarines;  the  fast  of  the  Oscar-II  class 
cruise  missile  attack  submarines;  the  first  of  a  new  class  of  nuclear-powered  attack 
submarine  [deleted]. 

—  [Deleted.]  For  the  first  time  since  the  late  1940s,  no  major  surface  warships- 
aircraft  carriers,  cruisers,  destroyers,  frigates,  and  corvettes  were  completed  in  Rus- 
sia. The  largest  surface  combatants  completed  in  Russia  in  1994  were  a  single 
Tarantul-III  missile  patrol  boat  and  three  Svetlyak  coast  guard  patrol  boats. 

[Deleted.]  State  debts  to  the  shipyards  will  remain  from  last  year  and  Russian 

{)ress  reports  indicate  that  many  of  the  shipyards  are  in  financial  difficulty.  [De- 
eted.] 

General  Clapper.  [Deleted.] 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  provide  a  detailed 
description  of  North  Korea's  current  ballistic  missile  development  programs.  In  as- 
sessing the  Taepo  Dong  development  programs,  provide  details  of  what  we  have  ob- 
served, including  infrastructure  and  launch  facilities,  and  describe  your  assumptions 
in  arriving  at  range  estimates. 

Admiral  STUDEMAN.  Beginning  with  the  reverse  engineering  of  the  Scud  B  in  1983 
Pyongyang  has  expanded  its  missile  design  base  through  a  series  of  Scud  variations 
leading  up  to  their  latest  missiles  [deleted].  We  assess  the  No  Dong  is  capable  of 
delivering  a  700  kilogram  payload  to  1,000  kilometers. 

Our  assessments  of  missile  performance  are  based  on  the  fundamental  concept 
that  both  of  these  missiles — Scud  C  and  No  Dong — are  derivatives  of  Scud  B  tech- 
nology. [Deleted.] 

General  CLAPPER.  [Deleted.] 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  provide  a  detailed 
assessment  of  North  Korea's  role  in  providing  missile  systems  and  technology  to 
other  countries  and  the  effect  this  has  on  regional  stability.  As  part  of  your  answer, 
assess  whether  any  other  countries  have  been  or  are  involved  in  the  Taepo  Dong 
programs. 

Admiral  STUDEMAN.  Pyongyang  has  made  an  extensive  effort  to  market  its  weap- 
ons, including  ballistic  missiles,  in  exchange  for  hard  currency.  North  Korea's  prin- 
ciple ballistic  missile  customers  are  Iran  and  Syria.  [Deleted.] 

—  Pyongyang  has  sold  complete  Scud  B  and  Scud  C  missiles  to  Iran  [deleted]. 

—  Syria  has  acquired  Scud  C  missiles,  support  equipment  and  Scud  production 
technology  from  North  Korea. 

—  Pyongyang  has  provided  Scud  missiles  and  production  technology  to  Egypt. 
[Deleted.] 

General  CLAPPER.  Since  the  late  1980's,  North  Korea  has  pursued  an  aggressive 
ballistic  missile  sales  program,  proliferating  missiles  to  dangerous  and  potentially 
hostile  countries  such  as  Iran  and  Libya.  With  the  No  Dong  missile,  Iran  could 
strike  Israel,  and  Libya  could  reach  U.S.  bases  and  allied  capitals  in  the  Mediterra- 
nean region. 

[Deleted.] 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  Iran  signed  the 
Chemical  Weapons  Convention  in  January  1993,  despite  the  fact  that  it  is  conceal- 
ing chemical  weapons.  Do  we  know  the  size,  nature  and  location  of  Iran's  chemical 
stockpile?  Does  Iran  have  an  active  development  and  production  program?  What 
countries,  if  any,  are  aiding  Iran  with  its  development  and  production  program? 
Does  the  U.S.  expect  Iran  to  ratify  the  CWC  and  declare,  accurately  or  otherwise, 
its  chemical  stockpile  and  facilities? 

Admiral  STUDEMAN.  [Deleted.]  Iran  is  leading  a  drive  among  lesser  developed 
countries  to  link  ratification  of  the  CWC  with  elimination  of  Australia  Group  export 
controls,  which  are  more  comprehensive  and  stringent  than  CWC  controls. 

[Deleted.] 

At  the  September  1994  Preparatory  Commission  (PrepCom)  Plenary  in  The 
Hague,  Iran  stated  that  the  PrepCom's  lack  of  commitment  to  remove  preexisting 
export  controls  is  a  major  obstacle  to  its  ratification  of  the  CWC.  [Deleted.] 

General  CLAPPER.  [Deleted.] 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  I  understand  that 
Iran  may  be  conducting  discussions  with  Japan  regarding  the  modernization  of  its 
communications  systems  and  completing  the  construction  of  its  nuclear  power  facil- 
ity. Are  you  aware  of  such  discussion?  If  so,  provide  an  assessment  of  their  nature 
and  progress  to  date  and  what  this  might  mean  for  Iran's  military  capability  in  the 
future. 
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Admiral  STUDEMAN.  A.  Tehran's  telecommunications  industry  is  discussing  sev- 
eral projects  to  upgrade  Iran's  telecommunications  with  Japanese  firms. 

[Deleted.] 

Japanese  assistance  to  Iran's  telecommunications  industry  probably  will  aid  Iran's 
military,  [deleted]. 

B.  We  know  of  no  ongoing  negotiations  between  Tehran  and  Japan  regarding  as- 
sistance in  completing  Iranian  nuclear  power  reactors.  Iranian  officials  in  the  past 
have  repeatedly  requested  such  assistance  but  Japan  has  refused. 

General  CLAPPER.  The  Japanese  firm  NEC  has  been  involved  for  a  long  time 
(since  1970s)  in  developing  Iran's  microwave  transmission  network.  In  1972  NEC 
completed  the  7-links  project  which  connected  Iran's  major  cities  together  for  the 
first  time.  In  1975,  NEC  participated  in  the  installation  of  the  Integrated  Network 
Telecommunications  Systems  (LNTS),  which  interconnected  all  of  Iran's  long  haul 
microwave  networks.  However,  in  the  switching  area,  Japan  failed  to  capture  a  sig- 
nificant portion  of  that  market.  Currently,  Japan  is  bidding  among  other  countries 
on  tenders  to  upgrade  Iran's  transmission  from  analog  to  digital. 

To  date,  we  have  seen  no  references  to  Japan/Iran  cooperation  in  the  construction 
of  nuclear  powerplants. 

—  So  far,  the  main  players  have  been  the  Russians  and  the  Chinese.  The  Rus- 
sians are  close  to  signing  a  contract  with  the  Iranians  to  complete  the  construction 
of  the  Bushehr  Powerplant  which  was  stopped  during  the  Iran/Iraq  war.  This  is 
very  current  and  the  contract  may  have  been  signed  already.  The  Chinese  are  plan- 
ning to  build  two  moderate  sized  reactors  for  Iran,  but  this  is  still  a  way  off.  There 
have  been  no  other  countries  involved  to  this  extent. 

—  The  Russians  and  the  Chinese  both  have  the  capability  to  manufacture  com- 
plete powerplants,  but  this  does  not  exclude  the  possibility  of  the  Japanese  being 
asked  to  manufacture  auxiliary  (minor)  components  such  as  tubing,  cables,  elec- 
tronic control  panels,  water  treatment  equipment,  etc.,  most  of  which  are  not  truly 
nuclear  components  as  much  as  they  are  generic  powerplant  equipment. 

Senator  Thurmond.  Admiral  Studeman  and  General  Clapper,  it  has  been  re- 
ported that  Iran  may  be  in  possession  of  fissile  material  provided  by  Russian  and/ 
or  international  organized  criminals.  What  can  you  tell  us  about  this  report? 

Admiral  STUDEMAN.  There  have  been  several  reports  that  Iran  has  received  either 
fissile  material  or  complete  nuclear  warheads  from  the  former  Soviet  Union.  Al- 
though we  cannot  dismiss  the  possibility,  we  have  no  reliable  information  that  cor- 
roborates any  of  these  accounts.  [Deleted.] 

General  CLAPPER.  We  believe  that  Iran  has  not  vet  obtained  either  fissile  material 
or  complete  nuclear  weapons.  However,  we  also  believe  that  Teheran  continues  to 
try  to  procure  fissile  material. 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  despite  recent  ef- 
forts by  the  United  States  to  ease  tensions  and  develop  a  better  relationship  with 
China,  it  appears  that  China  is  continuing  to  circumvent  non-proliferation  regimes 
it  has  agreed  to  abide  by,  such  as  the  Missile  Technology  Control  Regime.  I  under- 
stand that  China  may  have  provided  MTCR  controlled  items  to  Iran  and  Pakistan 
that  would  enable  these  countries  to  improve  their  ballistic  missile  systems.  Is  this 
true?  If  so,  provide  a  detailed  assessment. 

Admiral  STUDEMAN.  In  the  bilateral  missile  nonproliferation  agreement  signed 
last  October,  Beijing  pledged  to  prohibit  exports  of  missiles  inherently  capable  oT  ex- 
ceeding MTCR  guidelines.  [Deleted.] 

General  CLAPPER.  [Deleted.] 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  in  1990,  the  U.S. 
sanctioned  China  for  selling  M-ll  missiles  to  Pakistan  in  violation  of  the  MTCR. 
Is  there  any  recent  evidence  that  supports  concerns  that  Pakistan  is  developing  im- 
proved ballistic  missiles  using  M-ll  technology? 

Admiral  STUDEMAN.  [Deleted.] 

General  CLAPPER.  [Deleted.] 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  China  has  an  ag- 
gressive nuclear  testing  program  underway.  I  understand  that  these  tests  are  sup- 
porting the  development  of  several  new  weapons  as  part  of  a  ballistic  missile  mod- 
ernization program,  which  may  include  the  introduction  of  a  MLRVed  system  or  sys- 
tems. Provide  a  detailed  assessment  of  this  nuclear  testing  program,  the  number 
and  types  of  weapons  that  are  being  developed,  and  the  number  and  types  of  deliv- 
ery systems  that  are  being  developed  as  part  of  this  effort. 

Admiral  STUDEMAN.  [Deleted.] 

Development  of  China's  new  ballistic  missiles,  as  well  as  modernization  of  their 
older  missile  systems,  has  occurred  at  a  relatively  slow  but  steady  pace.  [Deleted.] 

General  CLAPPER.  [Deleted.] 
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Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  describe  China's 
current  capability  to  target  the  United  States  with  strategic  nuclear  forces  (by  sys- 
tem, including  range,  payload  and  accuracy).  How  will  this  change  as  a  result  of 
China's  current  modernization  effort? 

Admiral  STUDEMAN.  A.  Current  capability  to  target  the  continental  United  States: 

The  CSS-4  is  China's  only  missile  capable  of  reaching  the  continental  United 
States.  [Deleted.] 

China  has  a  single  SSBN,  the  Xia,  based  on  the  Shandong  Peninsula.  [Deleted.] 

General  CLAPPER.  China  has  a  very  small  number  of  missiles  that  can  strike  the 
United  States  directly.  Beijing  calls  this  missile  system  the  DF-5  (East  Wind-5). 
Chinese  publications  show  the  missile  is  a  large,  two-stage  liquid-fueled  system  that 
apparently  carries  a  single  thermonuclear  weapon.  Because  of  limited  numbers  and 
China's  declared  policy  of  never  striking  first,  we  can  assess  that  Beijing  intends 
these  missiles  to  be  used  for  limited  deterrence  and,  if  attacked,  retribution.  If  this 
assessment  is  correct,  the  largest  U.S.  cities  would  be  primary  targets.  Accuracy  is 
probably  low,  but  would  be  sufficient  for  hitting  a  particular  city.  China  has  a  single 
ballistic  missile  submarine  with  12  missiles  capable  of  sailing  to  near  the  U.S.  coast 
and  then  attempting  to  strike  U.S.  targets.  However,  its  success  in  doing  so  in  war- 
time is  problematic,  given  overwhelming  USN  anti-submarine  forces.  It  is  therefore 
not  considered  a  viable  threat  to  the  CONUS. 

[Deleted.] 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  recently,  nuclear 
weapons  grade  material  was  seized  in  Czechoslovakia.  What  can  you  tell  us  about 
this  seizure?  What  kind  of  material  was  seized,  how  much,  and  where  did  it  come 
from? 

Admiral  STUDEMAN.  Czech  Republic  police  acting  on  an  anonymous  tip  arrested 
a  Czech  citizen  with  a  background  in  civil  nuclear  power  plants  and  two  citizens 
of  the  former  Soviet  Union.  The  suspects  had  two  canisters  containing  a  total  of  2.72 
kilograms  of  uranium  oxide  enriched  to  87.7  in  the  isotope  uranium-235.  The  origin 
of  the  material  is  probably  the  former  Soviet  Union.  The  enrichment  of  the  material 
and  its  oxide  form  suggest  it  came  from  a  facility  involved  with  fuel  manufacture 
or  research  rather  than  from  a  nuclear  weapons  production  facility. 

General  CLAPPER.  In  December,  Czech  authorities  seized  3  kgs  of  highly  enriched 
uranium  (HEU).  This  was  the  largest  seizure  to  date  of  HEU.  Three  individuals 
were  arrested:  a  Czech  citizen,  reportedly  a  nuclear  scientist,  and  two  persons  from 
the  former  Soviet  Union.  The  material  seized  was  87.5  percent  enriched  uranium. 
Though  not  weapons-grade  (usually  greater  than  90  percent  enriched  uranium),  the 
material  was  weapons  usable,  if  sufficient  material  were  obtained. 

The  origins  of  the  material  is  unknown.  The  enrichment  and  form  of  the  material 
would  indicate  that  it  was  probably  intended  for  use  as  fuel  in  a  research  reactor. 
Russian  research  reactors  typically  use  about  90  percent  enriched  uranium.  The  dis- 
covered material  is  almost  certainly  of  Soviet  origin.  However,  it  could  have  come 
from  any  of  a  number  of  research  or  fuel  fabrication  facilities  in  Eastern  Europe  and 
the  former  Soviet  Union. 

Senator  THURMOND.  Admiral  Studeman  and  General  Clapper,  the  Intelligence 
Community  continues  to  assess  that  no  new  ballistic  missile  threat  to  the  continen- 
tal United  States  is  likely  to  appear  within  the  next  decade.  Provide  in  detail  the 
assumptions  and  analysis  that  support  this  assessment.  Also,  provide  an  assessment 
of  what  shortcuts,  if  any,  could  be  taken  to  achieve  such  a  capability  in  less  than 
10  years,  and  what  countries  are  capable  of  taking  then.  For  each  country  and 
shortcut  identified,  describe  the  time-line  that  could  lead  to  a  new  ballistic  missile 
threat  to  the  United  States. 

Admiral  Studeman.  The  Intelligence  Community  (IC)  currently  assesses  that 
there  is  a  low  probability  that  any  new  country  will  acquire  the  capability  to  threat- 
en the  CONUS  with  ICBMs  by  the  year  2010.  However,  [deleted]  four  countries 
have  the  possible  motivation  and  political  will  to  acquire  ICBMs  to  threaten  the 
United  States:  North  Korea,  Iran,  Iraq,  and  Libya. 

We  assess  that  North  Korea,  Iran,  and  Iraq  have  moderate  possibility  of  achieving 
the  technical  capability  to  develop  on  their  own,  without  a  considerable  amount  of 
additional  foreign  assistance,  an  JCBM  satisfying  minimum  requirements  [deleted] 
within  15  years  of  a  decision  to  begin  development. 

•  Based  on  the  discovery  of  new,  possibly  longer  range  missiles  in  North  Korea 
in  early  1994,  it  appears  that  North  Korea  has  begun  development  of  a  missile  prob- 
ably capable  of  striking  at  least  part  of  Alaska.  [Deleted.]  Given  the  pace  of  develop- 
ment of  North  Korea's  shorter  range  missile  systems  and  the  new  technologies  re- 
quired to  develop  and  test  an  ICBM,  we  assess  there  is  a  low  probability  that  North 
Korea  will  complete  development  of  a  missile  capable  of  striking  CONUS  before  the 
year  2010. 
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•  Iran  and  Iraq  are  unlikely  to  begin  ICBM  development  within  the  next  5  years 
because  of  scarce  resources  and  higher  priority  military  programs  that  address  im- 
portant regional  security  issues. 

[Deleted.] 

These  technical  projections  already  include  the  assumption  that  a  country  desir- 
ing an  ICBM  to  threaten  the  United  States  will  take  every  short  cut  technically  fea- 
sible or,  in  the  least,  available  to  them.  The  technical  capabilities  projections  have 
assumed  that  a  country  would  design  an  ICBM  using  a  minimal  set  of  require- 
ments: shortest  range  possible,  only  accurate  enough  to  strike  large  cities,  and  no 
defensive  countermeasures.  [Deleted.]  The  options  for  technology  shortcuts,  how- 
ever, are  limited  for  most  countries.  Most  countries  do  not  have  the  skilled  labor, 
specialized  tools,  manufacturing  techniques,  or  materials  necessary  to  develop  even 
are  relatively  crude  ICBM  within  15  years  without  substantial  foreign  assistance. 

Probably  the  most  significant  shortcut  available  to  a  country  developing  an  ICBM 
is  acquiring  foreign  assistance  or  a  major  missile  subsystem  such  as  a  propulsion 
system,  inertial  guidance  system,  or  reentry  vehicle.  [Deleted.]  International  efforts 
to  stem  the  transfer  of  missile-related  technologies  and  desires  by  some  countries 
to  join  the  MTCR  have  made  efforts  to  acquire  these  technologies  by  countries  hos- 
tile to  the  United  States  increasingly  difficult. 

General  Clapper.  With  the  exception  of  our  neighboring  countries  of  Central 
America,  the  Caribbean,  and  Canada,  a  country  would  have  to  possess  ICBMs  to 
pose  a  land-launched  ballistic  missile  threat  to  the  CONUS.  Our  neighboring  coun- 
tries are  not  assessed  to  possess  offensive  ballistic  missile  forces,  the  desire  to  pur- 
chase such  forces,  or  R&D  programs  with  the  goal  of  obtaining  an  offensive  ballistic 
missile  capability.  In  addition,  no  ICBM  R&D  programs  have  been  confirmed  in 
countries  other  than  those  currently  possessing  iCBMs. 

[Deleted.] 

Two  shortcuts  are  available  for  countries  wishing  to  obtain  an  ICBM  capability 
in  less  than  10  years.  First,  they  could  purchase  an  existing  system  or  major 
subcomponents  from  Russia  or  China.  Another  alternative  would  be  modifying  an 
existing  SLV  to  serve  as  an  ICBM. 

The  purchase  of  complete  ICBMs  or  major  subcomponents  from  Russia  or  China 
by  a  third  party  would  violate  MTCR  guidelines  and  would  be  unlikely  to  be  suc- 
cessfully accomplished  without  our  knowledge.  This  would  also  be  a  costly  acquisi- 
tion. In  addition  to  obtaining  expensive  systems  or  components,  countries  would 
have  to  invest  in  the  infrastructure  required  to  support  ICBMs. 

India,  Israel,  and  Japan  currently  have  SLV  programs.  If  they  so  desired,  India 
and  Israel  could  probably  reconfigure  their  SLVs  as  ICBMs  within  5  years.  Japan 
would  take  somewhat  longer  since  they  currently  have  not  developed  a  warhead 
R&D  program.  None  of  these  countries  is  assessed  to  have  either  the  desire  or  a 
national  requirement  for  ICBMs. 


Questions  Submitted  by  Senator  Robert  C.  Byrd 

Senator  BYRD.  Admiral  Studeman  and  General  Clapper,  could  you  both  address 
the  progress  being  made  to  better  disseminate  intelligence  information  throughout 
a  given  theater  ofoperations?  Have  "stovepipes"  of  information  from  disparate  intel- 
ligence collection  systems  been  adequately  integrated,  and  if  not,  what  efforts  re- 
main to  improve  the  dissemination  of  intelligence  information  to  the  warfighter? 

Admiral  STUDEMAN.  The  acting  director  of  Central  Intelligence  and  the  Director 
of  DIA  agree  that: 

The  Gulf  war  was  the  watershed  dividing  the  Cold  War  view  of  the  Intelligence 
Community's  support  to  the  military  as  being  primarily  strategic  in  focus  and  to- 
day's concept  of  timely,  tactical,  theater  level  support  to  combatant  commanders.  In 
the  ensuing  4  years  the  Intelligence  Community  has  made  significant  progress  in 
both  the  understanding  and  implementation  of  intelligence  dissemination  tools  to 
support  the  military  operational  commanders  needs. 

The  Department  of  Defense  (DOD)  has  developed  and  fielded  an  intelligence  sup- 
port structure  based  on  the  Joint  Worldwide  Intelligence  Communications  System 
(JWICS)  and  the  Joint  Deployable  Intelligence  Support  System  (J DISS),  electroni- 
cally linking  national  intelligence  support  centers  to  the  theater  CINCs  and  their 
Joint  Intelligence  Centers  (JlCs).  This  architecture  allows  for  the  direct  electronic 
dissemination  of  national  level  intelligence  to  the  CINCs  by  providing  compatible 
platforms  at  the  national  and  theater  levels,  JDISS,  and  the  high-speed  communica- 
tions, JWICS,  to  connect  the  CDNCs  to  the  National  Military  Joint  Intelligence  Cen- 
ter (NMJIC). 
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The  National  level  agencies,  (CIA/NSA/DIA)  have  organized  and  deployed  Na- 
tional Intelligence  Support  Teams  consisting  of  professional  intelligence  officers.  The 
JWICS/JDISS  building  blocks  provide  the  deployed  teams  linkage  and  intelligence 
support  to  the  theater  at  all  echelons  down  to  the  JTF  level.  These  teams  have  been 
deployed  in  support  of  recent  military  operations  in  Korea,  Haiti,  and  the  Persian 
Gulf  and  continually  train  and  exercise  under  JCS  aegis  with  the  combatant  CINCs. 

The  Intelligence  Community  is  implementing  an  automated  intelligence  dissemi- 
nation and  collaborative  service  called  Intelink.  It  has  been  developed  rapidly  at  low 
cost  through  the  use  of  technology  available  in  the  public  domain,  coupled  with  ex- 
isting telecommunications  facilities.  It  will  be  accessible  to  military  forces  world- 
wide, and  will  connect  intelligence  collectors,  producers  and  users.  Intelink  collabo- 
rative services  will  permit  subscribers  to  interact  with  one  another,  both  during  pro- 
duction as  well  as  during  military  operations.  Intelink  will  provide  services  not  only 
to  the  national  level  community  but  will  have  manifestations  in  the  collateral  and 
coalition  forces  environments.  The  DCI  and  DEPSECDEF  have  declared  Intelink 
the  strategic  direction  for  intelligence  dissemination. 

To  enable  Intelink  to  effectively  meet  the  warfighter's  need  in  a  combat  tempo  en- 
vironment, DIA  and  the  DODIIS  Community  are  developing  a  suite  of  complemen- 
tary value  added  utilities  under  the  auspices  of  DODIIS  Dissemination.  These  utili- 
ties provide  sophisticated  index,  query  and  retrieval  mechanisms  to  ensure  Intelink 
subscribers  precise,  authoritative,  near-real  time,  and  consistent  all  source  combat 
intelligence.  These  services  will  be  targeted  at  subscribers  in  the  SCI  (National  & 
Commands)  and  at  the  SECRET  (Tactical  &  GCCS)  operational  environments.  Con- 
sequently all  intelligence  production  under  the  DOD  Intelligence  Production  Pro- 
gram (DODIPP)  appropriate  for  release  at  the  Collateral/SECRET  level  will  be 
made  available  electronically  via  Intelink. 

The  intelligence  community  has  agreed  upon  a  common  coding  system  from  collec- 
tion through  dissemination  of  intelligence  products.  Identical  Intelligence  Function 
Codes  (IFCs)  a  throughout  the  intelligence  cycle  allow  for  the  accurate  dissemina- 
tion of  intelligence  products  to  the  customer. 

These  automated  user-friendly  applications  for  dissemination  requirements  and 
management,  supported  via  the  intelligence  support  structures  of  DODIIS  Dissemi- 
nation, JDISS,  JWICS  and  Intelink,  will  allow  the  warfighter  to  register  his  State- 
ment of  Intelligence  Interest  (SII)  with  DIA  and  receive  nis  intelligence  support  in 
an  electronically  robust,  timely,  secure  format  that  will  allow  him  to  carry  out  his 
tasked  mission. 

Challenges  remain  in  further  refining  the  processes  that  rapidly  identify  action- 
able intelligence  information  and  make  it  immediately  available  on  demand  to  "bat- 
tle captains"  at  the  lowest  operational  levels.  These  challenges  are  being  addressed 
by  all  elements  of  the  National  Intelligence  Community  under  the  combined  over- 
sight of  the  expanded  National  Foreign  Intelligence  Program  Executive  Committee 
(NFD?  EXCOM)  and  the  Defense  Military  Intelligence  Board  (MIB).  Several  initia- 
tives are  currently  underway  to  document  the  intelligence  support  needs  of  tactical 
weapons  systems  at  the  earliest  stages  of  weapons  development  and  acquisition  and 
to  ensure  that  life  cycle  "sensor  to  shooter"  support  is  incorporated  into  acquisition 
planning. 

General  CLAPPER.  The  acting  Director  Central  Intelligence  and  the  Director  DDA 
agree  with  the  following: 

The  Gulf  war  was  the  watershed  dividing  the  Intelligence  Community's  Cold  War 
view  of  support  to  the  military  as  being  primarily  strategic  in  focus,  and  today's  con- 
cept of  timely,  tactical,  theater  level  support  to  combatant  commanders.  In  the  ensu- 
ing 4  years,  the  Intelligence  Community  has  made  significant  progress  in  both  un- 
derstanding and  implementing  intelligence  dissemination  tools  to  support  the  needs 
of  military  operational  commanders. 

The  Department  of  Defense  (DOD)  has  developed  and  fielded  an  intelligence  sup- 

?)ort  structure  based  on  the  Joint  Worldwide  Intelligence  Communications  System 
JWICS)  and  the  Joint  Deployable  Intelligence  Support  System  (JDISS),  electroni- 
cally linking  national  intelligence  support  centers  to  the  theater  CINCs  and  their 
Joint  Intelligence  Centers  (JICs).  This  architecture  allows  for  the  direct  electronic 
dissemination  of  national  level  intelligence  to  the  CINCs  by  providing  compatible 
platforms  at  the  national  and  theater  levels,  JDISS,  and  the  nigh-speed  communica- 
tions, JWICS,  to  connect  the  CINCs  to  the  National  Military  Joint  Intelligence  Cen- 
ter (NMJIC). 

The  National  level  agencies  (CIA/NSA/DIA),  have  organized  and  deployed  Na- 
tional Intelligence  Support  Teams  consisting  of  professional  intelligence  officers.  The 
JWICS/JDISS  building  blocks  provide  the  deployed  teams  linkage  and  intelligence 
support  to  the  theater  at  all  echelons  down  to  the  JTF  level.  These  teams  have  been 
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deployed  in  support  of  recent  military  operations  in  Korea,  Haiti,  and  the  Persian 
Gulf  and  continually  train  and  exercise  under  JCS  aegis  with  the  combatant  CINCs. 

The  Intelligence  community  is  implementing  an  automated  intelligence  dissemi- 
nation and  collaborative  service  called  Intelink.  It  has  been  developed  rapidly  at  low 
cost  through  the  use  of  technology  available  in  the  public  domain,  coupled  with  ex- 
isting telecommunications  facilities.  It  will  be  accessible  to  military  forces  world- 
wide, and  will  connect  intelligence  collectors,  producers  and  users.  Intelink  collabo- 
rative services  will  permit  subscribers  to  interact  with  one  another,  both  during  pro- 
duction as  well  as  during  military  operations.  Intelink  will  provide  services  not  only 
to  the  national  level  community  but  will  have  manifestations  in  the  collateral  and 
coalition  forces  environments.  The  DCI  and  Deputy  Secretary  of  Defense  have  de- 
clared Intelink  the  strategic  direction  for  intelligence  dissemination. 

To  enable  Intelink  to  effectively  meet  the  warfighter's  need  in  a  combat  tempo  en- 
vironment, DIA  and  the  DODIIS  Community  are  developing  a  suite  of  complemen- 
tary value  added  utilities  under  the  auspices  of  DODIIS  Dissemination.  These  utili- 
ties provide  sophisticated  index,  query  and  retrieval  mechanisms  to  ensure  Intelink 
subscribers  precise,  authoritative,  near-real  time,  and  consistent  all  source  combat 
intelligence.  These  services  will  be  targeted  at  subscribers  in  the  SCI  (National  and 
Commands)  and  at  the  SECRET  (Tactical  and  GCCS)  operational  environments. 
Consequently  all  intelligence  production  under  the  DOD  Intelligence  Production 
Program  (DODIPP)  appropriate  for  release  at  the  Collateral/SECRET  level  will  be 
made  available  electronically  via  Intelink. 

The  Intelligence  Community  has  agreed  upon  a  common  coding  system  from  col- 
lection through  dissemination  of  intelligence  products  known  as  Intelligence  Func- 
tion Codes  (IFCs).  The  IFCs  are  identical  throughout  the  intelligence  cycle  and 
allow  for  the  accurate  dissemination  of  intelligence  products  to  the  customer. 

These  automated  user-friendly  applications  for  dissemination  requirements  and 
management,  supported  via  the  intelligence  support  structures  of  DODIIS  Dissemi- 
nation, JDISS,  JWICS  and  Intelink,  will  allow  the  warfighter  to  register  his  State- 
ment of  Intelligence  Interest  (SII)  with  DIA  and  receive  nis  intelligence  support  in 
an  electronically  robust,  timely,  secure  format  that  will  allow  him  to  carryout  his 
tasked  mission. 

Challenges  remain  in  further  refining  the  processes  that  rapidly  identify  action- 
able intelligence  information  and  make  it  immediately  available  on  demand  to  "bat- 
tle captains"  at  the  lowest  operational  levels.  These  challenges  are  being  addressed 
by  all  elements  of  the  National  Intelligence  Community  under  the  combined  over- 
sight of  the  expanded  National  Foreign  Intelligence  Program  Executive  Committee 
(NFIP  EXCOM)  and  the  Defense  Military  Intelligence  Board  (MIB).  Several  initia- 
tives are  currently  underway  to  document  the  intelligence  support  needs  of  tactical 
weapons  systems  at  the  earliest  stages  of  weapons  development  and  acquisition  and 
to  ensure  that  life  cycle  "sensor  to  shooter"  support  is  incorporated  into  acquisition 
planning. 

Senator  BYRD.  Admiral  Studeman  and  General  Clapper,  you  have  both  addressed 
the  vulnerability  of  U.S.  information  and  communication  systems  to  physical  and 
electronic  assault.  Would  you  please  expand  on  the  threat  of  information  warfare 
against  the  United  States/  What  level  of  effort  is  being  directed  against  this  issue 
within  the  Intelligence  Community?  Which  agency  has  the  primary  responsibility 
for  this  issue? 

Admiral  STUDEMAN.  [Deleted.] 

Related  Congressionally  Directed  Actions 

As  a  result  of  the  authorization  and  appropriation  process  for  fiscal  year  1995,  the 
Intelligence  Community  was  asked  to  respond  to  several  Information  Warfare-fo- 
cused Congressional  Directed  Actions  emanating  form  the  SASC,  SAC,  SSCI,  and 
intelligence  conferees.  Because  of  the  complexity  of  the  issues  involved  in  Informa- 
tion Warfare,  this  topic  is  being  addressed  across  the  Intelligence  Community  and 
the  Department  of  Defense.  A  consolidated  response  to  these  actions  is  being  pre- 
pared and  will  be  provided  shortly.  The  response  will  delineate  the  responsibilities 
and  contributions  of  all  agencies  participating  in  Information  Warfare. 

General  CLAPPER.  [Deleted.] 

As  a  result  of  the  authorization  and  appropriation  process  for  fiscal  year  1995,  the 
Intelligence  Community  was  asked  to  respond  to  several  Information  Warfare-fo- 
cused Congressionally  Directed  Actions  emanating  from  the  SASC,  SAC,  SSCI,  and 
intelligence  conferees.  Because  of  the  complexity  of  the  issues  involved  in  Informa- 
tion Warfare,  this  topic  is  being  addressed  across  the  Intelligence  Community  and 
the  Department  of  Defense.  A  consolidated  response  to  these  actions  is  being  pre- 
pared and  will  be  provided  shortly.  The  response  will  delineate  the  responsibilities 
and  contributions  of  all  agencies  participating. 
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Senator  BYRD.  General  Clapper,  as  you  will  recall,  prior  to  the  Gulf  war,  Iraq  was 
shipped  a  number  of  biological  warfare-related  biological  samples  through  legal 
channels  from  the  American  Type  Culture  Collection.  With  the  expiration  ofthe  Ex- 

{>ort  Control  Act  and  a  general  loosening  of  export  controls,  what  is  being  done  to 
imit  or  monitor  the  access  of  biological  warfare  proliferants  to  U.S.  biotechnology 
or  to  U.S.  biological  agents?  Is  information  concerning  this  type  of  export  reported 
to  the  U.S.  Army  Medical  Research  Institute  for  Infectious  Diseases  for  use  in  mon- 
itoring biological  warfare  proliferation  and  in  developing  countermeasures? 

General  CLAPPER.  The  expiration  of  the  Export  Control  Act  and  a  general  loosen- 
ing of  export  controls  have  not  resulted  in  increased  biological  warfare  (BW) 
Sroliferant's  access  to  U.S.  dual-use  biotechnology  and  potential  BW  agent  cultures, 
in  the  contrary,  two  separate  initiatives  over  the  last  4  years  have  greatly  curbed 
the  likelihood  of  such  exports  through  legal  channels. 

—  First,  the  Australia  Group  countries  expanded  their  export  control  agreements 
in  1991  to  include  chemical  and  biological  warfare  (CBW)  enabling  technologies  and 
material.  Member  countries,  including  the  United  States,  formally  agreed  to  control 
the  export  of  specific  items  of  dual-use  equipment  and  cultures  of  human,  animal, 
and  plant  disease  causing  microorganisms  to  non-member  countries. 

—  In  addition,  the  Shield  Committee,  chaired  by  the  State  Department  and  with 
broad  interdepartmental  and  interagency  representation,  was  chartered  to  regularly 
review  foreign  CBW  proliferation  incidents  and  to  approve  relevant  U.S.  export  li- 
cense requests.  Australia  Group  controls,  Intelligence  Community  input,  and  open 
discussions  contribute  to  the  committee's  decisionmaking.  Typically,  approvals/dis- 
approvals are  based  on  the  destination  country's  BW  proliferation  status,  evaluation 
ofthe  purchaser's  proposed  end  use,  an  end-user  analysis,  and  Department  of  Com- 
merce postshipment  certification  requirements.  As  such,  the  Shield  Committee 
serves  to  monitor  and  limit  foreign  CBW  proliferant's  access  to  U.S.  technology  and 
material. 

—  Although  Defense  Intelligence  Agency  (DIA)  analysts  have  participated  as 
members  of  the  Shield  Committee  CBW  Working  Group  since  1991,  DIA  analysts 
do  not  monitor  the  activities  of  U.S.  importers  and  exporters.  The  Department  of 
Commerce  can  provide  their  protocols  for  export  license  reviews,  to  include  their  cri- 
teria for  routing  license  requests  to  the  Shield  Committee. 

The  U.S.  Intelligence  Community,  not  the  U.S.  Army  Medical  Research  Institute 
of  Infectious  Diseases  (USAMRIID),  monitors  biological  warfare  proliferation.  Infor- 
mation concerning  export  of  dual-use  biotechnology  and  cultures  of  potential  BW 
agents  is  not  normally  or  directly  reported  to  USAMRIID.  However,  their  research- 
ers may  at  times  be  used  as  technical  consultants.  Normally,  all  available  informa- 
tion is  included  in  DIA's  BW  threat  assessments,  which  are  provided  to  USAMRIID 
and  serve  as  their  basis  for  developing  specific  BW  threat  countermeasures  in  Infor- 
mation Warfare. 

Senator  BYRD.  Admiral  Studeman,  what  is  the  assessment  of  the  Intelligence 
Community  regarding  the  inspection  and  monitoring  provisions  of  the  Chemical 
Weapons  Convention?  Will  ratification  and  implementation  of  the  CWC  significantly 
improve  the  monitoring  of  chemical  weapons  proliferation?  Are  non -signatories,  in- 
cluding Iraq  and  North  Korea,  likely  to  sign  the  Convention,  and  if  not,  will  CWC 
sanctions  be  fully  enforced  by  all  signatories  to  the  Convention? 

Admiral  Studeman.  Monitoring  CW  R&D,  production  and  stockpiles  is  a  difficult 
intelligence  problem,  whether  or  not  there  is  a  CWC.  [Deleted.]  This  is  so  because: 

•  Thousands  of  sites  are  involved  in  chemical  production  activities  subject  to  the 
Convention; 

•  Most  chemicals  and  production  facilities  are  dual-use,  with  legitimate  commer- 
cial applications;  [deleted]. 


Questions  Submitted  by  Senator  Dirk  Kempthorne 

Senator  KEMPTHORNE.  Admiral  Studeman,  for  some  time  I  have  expressed  con- 
cern about  the  proliferation  threat  posed  by  nuclear  weapons  materials,  particularly 
surplus  plutonium,  in  the  former  Soviet  Union.  What  can  you  tell  me  about  the  safe- 
ty and  security  of  nuclear  weapons  materials  in  Russia? 

Admiral  STUDEMAN.  Recent  seizures  of  weapons-usable  materials  in  Germany  and 
the  Czech  Republic  highlight  the  problems  with  material  accounting  and  often  poor 

fihysical  security  at  Russian  nuclear  research  facilities.  We  believe  nuclear  weapons 
acilities — which  are  concentrated  in  Russia — possess  more  stringent  security  meas- 
ures than  the  dozens  of  research  institutes  located  throughout  the  former  Soviet 
Union.  These  institutes  appear  particularly  prone  to  theft  by  employees,  most  of 
whom  are  not  paid  regularly.  Many  of  the  non-Russian  republics  are  receiving  guid- 
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ance  on  control  of  sensitive  materials  from  the  IAEA  and  Western  nations.  Russia 
is  also  working  on  instituting  better  controls  over  its  materials,  but  this  effort  will 
require  time  and  considerable  resources  to  reach  every  facility.  Measures  under- 
taken at  the  Kurchatov  Institute  in  Russia — through  Department  of  Energy  and 
Ministry  of  Atomic  Energy  lab-to-lab  cooperation — have  resulted  in  improvecT phys- 
ical security  and  materialcontrol  procedures. 

[Deleted.] 

Senator  KEMPTHORNE.  General  Clapper,  can  you  comment  on  current  ballistic 
missile  development  and  procurement  in  Russia?  Does  Russia  continue  to  develops 
new  ICBNs? 

General  CLAPPER.  [Deleted.] 

Senator  KEMPTHORNE.  General  Clapper,  I  understand  that  the  U.S.  Government 
does  not  believe  Russia  has  been  completely  accurate  in  the  data  it  has  given  us 
regarding  its  chemical  and  biological  weapons  stockpile.  How  accurate  is  the  data 
Russia  has  given  us  about  its  chemical  and  biological  stockpile?  Can  you  describe 
some  of  the  major  inaccuracies  in  the  data  Russia  has  given  us? 

General  CLAPPER.  [Deleted.] 

Senator  KEMPTHORNE.  Regarding  Russia's  inaccurate  data  concerning  its  chemical 
and  biological  stockpile,  does  the  intelligence  community  believe  that  President 
Yeltsin  is  part  of  this  misinformation  campaign?  Who  does  the  Intelligence  Commu- 
nity believe  is  responsible  for  this  false  data? 

Admiral  Studeman.  We  have  no  conclusive  evidence  to  indicate  that  Boris  Yeltsin 
is  part  of  a  deliberate  misinformation  campaign.  He  may  be  unable  or  unwilling  to 
ensure  that  subordinates  are  carrying  out  his  orders  to  terminate  the  offensive  CW 
and  BW  programs.  Because  of  his  precarious  political  position  and  the  panoply  of 
problems  facing  him,  he  may  be  unwilling  to  risk  a  confrontation  with  military  sup- 
porters of  these  programs. 

[Deleted.] 

Senator  KEMPTHORNE.  Admiral  Studeman,  does  the  intelligence  community  have 
any  evidence  that  Nunn-Lugar  funds  are  being  diverted  by  organized  crime  rep- 
resentatives in  Russia?  If  so,  now  much  funding? 

Admiral  Studeman.  There  is  no  evidence  that  Nunn-Lugar  funds  have  been  di- 
verted by  organized  crime. 

[Deleted.] 

Senator  KEMPTHORNE.  Admiral  Studeman,  can  you  comment  on  the  current  and 
projected  threats  to  the  United  States'  information  and  electronic  infrastructure? 

Admiral  STUDEMAN.  Intelligence  reports  indicate  there  is  a  threat  posed  to  U.S. 
information  systems  by  foreign  Information  Warfare  developments. 

—  The  threat  is  probably  greatest  to  unprotected  or  insufficiently  protected  civil- 
ian and  unclassified  government  information  systems,  although  there  is  probably 
also  some  threat  to  secure  and  classified  systems. 

—  Physical  attack  on  information  systems,  and  recruitment  or  placement  of  "in- 
siders" is  a  significant  threat  in  addition  to  the  widely  recognized  vulnerabilities  of 
information  systems  to  malicious  software  and  to  remote  electronic  penetration. 

—  Intelligence  sources  indicate  several  foreign  countries  have  programs  to  de- 
velop offensive  capabilities  to  attack  information  systems,  or  in  some  cases  to  use 
information  itself  as  a  weapon — such  as  propaganda  or  disinformation. 

—  Many  more  states  have  the  capability  to  attack  U.S.  information  systems,  or 
could  easily  acquire  such  a  capability,  although  we  do  not  have  direct  evidence  of 
intent  to  attack  U.S.  information  systems  in  every  case. 

—  Trans-national  and  sub-national  groups  like  terrorists  and  organized  crime 
probably  also  have  some  capability  to  attack  U.S.  information  systems  using  widely 
available  means  such  as  remote  entry  via  "hacking",  but  indications  of  intent  are 
limited. 

—  Attacks  on  U.S.  information  systems  by  individuals  acting  alone  for  reasons 
such  as  revenge  or  amusement  (e.g.,  the  world-wide  community  of  computer  "hack- 
ers") are  a  very  real  threat  that  is  monitored  by  the  Intelligence  Community,  but 
we  view  this  threat  as  distinct  from  the  foreign  threat,  and  as  such  deal  with  it  sep- 
arately. 

Senator  KEMPTHORNE.  General  Clapper,  can  you  comment  on  the  Department  of 
Defense's  dependence  on  our  information  and  electronic  infrastructure/  How  seri- 
ously do  you  view  the  threat  to  these  assets? 

General  CLAPPER.  The  Department  of  Defense,  like  the  U.S.  society  as  a  whole, 
is  highly  dependent  on  our  information  and  electronic  infrastructure.  Both  DOD  and 
commercial  telecommunications  networks  in  this  infrastructure  are  essential  to  sup- 
port our  warfighters.  This  is  reflected  in  the  JCS  initiative  called  "C4I  for  the  War- 
rior" and  the  military  services'  plans  to  support  joint  task  force  and  coalition  oper- 
ations from  sustaining  bases  in  CONUS,  Europe,  and  the  Pacific. 


47 

DIA  views  the  potential  threat  to  this  infrastructure  as  very  serious.  Extensive 
threat  analyses  have  been  performed  in  an  attempt  to  ensure  effective  operations 
in  a  hostile  electronic  environment.  It  has  been  concluded  that  the  electronic  threat 
to  military  forces  has  increased  significantly,  especially  over  the  past  decade.  DIA 
has  been  very  actively  involved  in  promoting  the  awareness  of  specific  threats  (e.g., 
intrusions  into  DOD  and  other  U.S.  information  networks),  providing  briefings  at 
the  unclassified  and  classified  levels  to  both  government  and  industry  organizations. 
DIA  is  also  actively  involved  in  an  Intelligence  Community  Assessment  on  informa- 
tion warfare-based  threats. 

Senator  KEMPTHORNE.  General  Clapper,  is  there  any  evidence  that  the  U.S.  mora- 
torium on  underground  nuclear  tests  has  any  impact  on  the  People's  Republic  of 
China's  testing  program? 

General  CLAPPER.  There  is  no  evidence  that  the  U.S.  nuclear  testing  moratorium 
has  had  any  impact  on  the  Chinese  test  program.  The  Chinese  appear  to  be  continu- 
ing with  their  test  program  as  planned  irrespective  of  other  countries'  testing  posi- 
tions. Some  test  dates  may  have  been  moved  or  changed  based  on  political  activities 
at  the  time;  however,  the  only  motivating  issue  appears  to  be  the  proposed  com- 
prehensive Test  Ban  Treaty  (CTBT).  The  Chinese  are  believed  to  be  trying  to  get 
as  many  tests  done  as  possible  before  a  CTBT  is  negotiated. 

[Whereupon,  at  11:21  a.m.,  the  committee  recessed,  to  reconvene 
in  closed  session.] 
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The  committee  met  in  closed  session,  pursuant  to  notice,  at  11:30 
am.,  in  room  SR-232A,  Russell  Senate  Office  Building,  Senator 
Strom  Thurmond  (chairman)  presiding. 

Committee  members  present:  Senators  Thurmond,  Warner, 
Cohen,  Coats,  Smith,  Nunn,  and  Exon. 

Committee  staff  members  present:  Richard  L.  Reynard,  staff  di- 
rector; George  W.  Lauffer,  deputy  staff  director;  and  Cindy  Pear- 
son, security  manager. 

Professional  staff  members  present:  Romie  L.  Brownlee,  Lucia  M. 
Chavez,  Richard  D.  Finn,  Jr.,  and  Eric  H.  Thoemmes. 

Minority  staff  members  present:  Richard  D.  DeBobes,  counsel; 
Christine  E.  Cowart,  special  assistant;  Richard  E.  Combs,  Jr.,  John 
W.  Douglass,  and  Michael  J.  McCord,  professional  staff  members. 

Staff  assistant  present:  Kathleen  M.  Paralusz. 

Committee  members'  assistants  present:  Judith  A.  Ansley,  assist- 
ant to  Senator  Warner;  James  M.  Bodner,  assistant  to  Senator 
Cohen;  Ann  E.  Sauer,  assistant  to  Senator  McCain;  Richard  F. 
Schwab,  assistant  to  Senator  Coats;  Thomas  L.  Lankford,  assistant 
to  Senator  Smith;  Glen  E.  Tait,  assistant  to  Senator  Kempthorne; 
and  Richard  W.  Fieldhouse,  assistant  to  Senator  Levin. 

Chairman  Thurmond.  The  committee  will  come  to  order. 

I  want  to  ask  about  clearances.  Is  everyone  who  is  in  here  enti- 
tled to  be  here?  Do  you  all  have  a  clearance? 

If  not,  you  will  have  to  move  out.  This  is  a  closed  session,  a  clas- 
sified session.  [Pause. 1 

I  assume,  then,  that  you  are  all  supposed  to  be  here. 

Mr.  MacEachin  and  Ms.  Williams,  welcome. 

General  Clapper,  I  understand  you  have  an  opening  statement. 
Would  you  proceed? 

STATEMENT  OF  LT.  GEN.  JAMES  R.  CLAPPER,  JR.,  USAF,  DI- 
RECTOR OF  THE  DEFENSE  INTELLIGENCE  AGENCY,  ACCOM- 
PANIED BY  DOUGLAS  J.  MacEACHIN,  DEPUTY  DIRECTOR 
FOR  INTELLIGENCE,  CENTRAL  INTELLIGENCE  AGENCY  AND 
CHRISTINE  WILLIAMS,  CHAIRMAN,  NATIONAL  INTEL- 
LIGENCE COUNCIL 

General  Clapper.  Mr.  Chairman,  I  would  like  to  take  a  few  min- 
utes in  this  closed  session  to  highlight  additional  concerns  about  a 
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couple  of  specific  areas,  weapons  of  mass  destruction,  and  the  Rus- 
sian underground  construction  program. 

Chairman  Thurmond.  Please  keep  your  voice  up  because  we 
can't  hear  you  throughout  the  room. 

General  Clapper.  Certainly,  and  you  have  asked  me  about  the 
latter  topic  in  the  past. 

North  Korea's  suspension  of  its  nuclear  weapons  development 
program  under  the  nuclear  framework  accords  offers,  in  my  view, 
great  potential  to  ease  tensions  on  the  Korean  peninsula.  Is  this 
too  loud? 

Senator  Cohen.  It's  too  loud.  If  you  keep  it  at  that  level,  every- 
body in  the  building  is  going  to  hear  what  you  are  saying.  [Laugh- 
ter.] 

General  Clapper.  Very  well,  sir.  Given  that  we  assessed  that 
North  Korea  may  already  have  a  nuclear  weapon,  there  are  serious 
risks  to  the  region  if  they  withdraw  from  the  accords.  Moreover, 
North  Korea's  nuclear  and  chemical  weapons  capabilities  are  par- 
ticularly worrisome  when  coupled  with  its  extended  range  missile 
program. 

Its  Nodong  I  missile  has  an  assessed  range,  as  we  alluded  in  the 
open  session,  which  of  course  [deleted.]  Now  the  North  Koreans 
may  be  experiencing  problems  with  the  Nodong  I  [deleted]. 

Over  the  next  few  years,  we  expect  North  Korea  to  continue  work 
on  two  of  their  longer-range  missiles,  the  Taepo  Dong  I  and  II,  [de- 
leted]. Turning  to  the  Mideast,  Iran  is  undertaking  a  major  pro- 
gram to  develop  a  nuclear  weapon.  [Deleted.] 

Iran  is  also  pursuing  a  biological  warfare  program  which  could 
give  them  a  weapon  near  the  turn  of  the  century.  We  expect  Iran 
to  become  essentially  self  sufficient  in  chemical  weapon  precursor 
production  in  the  next  3  to  5  years. 

Iran  has  negotiated  with  North  Korea  to  purchase  the  Nodong  I, 
which  is  especially  worrisome  given  the  threat  that  it  would  pose 
to  Israel.  However,  it  appears  that  financial  problems  are  hamper- 
ing the  deal,  given  the  North  Korean  difficulty  of  coming  up  with 
hard  currency. 

Also  in  the  volatile  Persian  Gulf,  Iraq  remains  committed  to 
building  a  nuclear  weapon  and,  depending  again  on  the  level  of  for- 
eign assistance,  could  develop  a  weapon  within  5  to  7  years  if  and 
after  United  Nations  inspections  cease. 

Iraq  also  retains  the  capability  to  restart  its  chemical  and  bio- 
logical weapons  programs  in  a  post-inspections  environment  due  to 
the  fact  they  hid  precursors  and  biological  agents  from  U.N.  inspec- 
tors. 

[Deleted.] 

Mr.  Chairman,  as  we  discussed  in  open  session,  we,  in  intel- 
ligence, have  been  repeatedly  and  roundly  criticized  for  being  over- 
ly concerned  with  the  former  Soviet  Union  in  this  post  Cold  War 
era.  I  want  to  explain  to  you  today  one  of  the  reasons  that  I  remain 
very  concerned  about  the  development  of  weapons  of  mass  destruc- 
tion in  Russia.  This  centers  around  their  biological  program,  which 
continues  despite  President  Yeltsin's  assurances  to  the  contrary. 

[Deleted.]  Russia  also  possesses  huge  stockpiles  of  chemical 
agents,  in  excess  of  its  declared  40,000  metric  tons.  We  estimate 
they  may  have  more  [deleted]. 
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Sir,  this  concludes  my  comments.  I  would  be  happy  to  answer 
your  questions  or  to  give  my  colleagues  an  opportunity  to  speak. 

Chairman  Thurmond.  Thank  you.  General  Clapper,  would  you 
provide  a  detailed  description  of  the  Taepo  Dong  missile  and  associ- 
ated infrastructure,  including  its  launch  facilities?  Have  we  ob- 
served any  engine  testing  that  might  be  associated  with  this  pro- 
gram? 

Mr.  MacEachin,  we  welcome  any  comments  you  may  have  when 
he  finishes. 

General  Clapper.  [Deleted.]  The  assessment  I  think  that  we 
have  long  held  in  Defense  has  been  that  the  ultimate  intent  of  the 
North  Koreans,  had  they  continued  progression  on  their  nuclear 
program,  would  have  been  to  have  mated  up  a  nuclear  weapon  as 
a  warhead  on  these  missiles. 

Mr.  MacEachen.  I  have  just  a  couple  of  points  to  add,  sir.  I  cer- 
tainly agree  with  all  of  that. 

[Deleted.] 

Chairman  Thurmond.  Mr.  MacEachin,  I  have  been  told  that  the 
CIA's  own  analysts  have  speculated  that,  depending  on  engine  de- 
sign, North  Korea's  Taepo  Dong  II  missile  could  have  a  range  of 
over  9,000  kilometers.  What  is  your  view  of  this  estimate  and  why 
is  your  public  estimate  one-third  that  range? 

Mr.  MacEachin.  I'm  going  to  find  out  about  the  9,000,  sir. 
[Pause.] 

[Deleted.]  Those  estimates  are  based  on  physical  characteristics 
and  what  is  known  of  the  current  state  of  technology  in  Korea. 
That  is  the  best  we  have.  That  is  why  there  is  a  wide  range. 

Anyone  who  tries  to  pin  it  down  closer  than  that,  sir,  I  think  is 
doing  more  harm  than  good. 

Chairman  Thurmond.  Ms.  Williams,  China  has  a  very  aggres- 
sive nuclear  testing  program  underway.  I  understand  that  these 
tests  are  supporting  the  development  of  several  new  ballistic  mis- 
sile delivery  systems,  one  or  more  of  which  may  be  a  multiple  re- 
entry vehicle  system.  Can  you  tell  us  more  about  what  the  Chinese 
are  up  to? 

Ms.  Williams.  Sir,  I'd  like  to  turn  to  General  Clapper  for  that. 

General  Clapper.  Sir,  I  might  take  a  stab  at  that.  The  specific 
missile  system  in  question  that  the  Chinese  is — well,  first  of  all, 
they  are  trying  to  get  away  from  the  strictly  liquid  propellant  mis- 
siles that  they  have  and  go  to  a  solid  fuel  missile  which,  of  course, 
is  obviously  more  efficient,  safer,  and  all  of  that. 

[Deleted.]  I  think  it  is  very  clear  that  the  Chinese — and  this  gets 
back  to  a  question  raised  in  the  open  session — clearly  feel  their 
oats  as  a  world  class  power,  based  on  the  size  of  the  country,  its 
population,  and  now  its  growing  economy.  They  are  clearly  going 
to  flex  their  muscles  in  the  region. 

The  [deleted]  if  fielded,  would  pose  an  expanded  intercontinental 
threat  to  the  United  States. 

[Deleted.] 

Chairman  Thurmond.  Thank  you.  Senator  Nunn. 

Senator  Nunn.  Thank  you,  Mr.  Chairman.  Shifting  around  a  lit- 
tle bit  on  several  different  subjects  that  I  want  to  cover  briefly, 
have  you  all  done  an  assessment  of  what  kind  of  resistance  U.S. 
forces  would  face  on  a  withdrawal  from  Somalia? 
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General  Clapper.  Yes,  sir.  We  have  thought  a  lot  about  that.  Of 
course,  with  the  prospect  of  some  4,000  marines  offshore  on  board 
a  four  or  five  ship  task  force,  we  have  given  a  lot  of  consideration 
to  that. 

I  think  the  approach  will  be  to  both  demonstrate  and  have  ready 
overwhelming  force  in  the  event  it  is  needed  as  U.N.  forces  leave 
Somalia.  The  problem,  of  course,  is  going  to  be  with  the  competing 
and  combative  clans,  notably  those  supporting  Ali  Mahdi  and 
Aideed.  As  they  scramble  for  access  to  U.N.  facilities  and  loot  U.N. 
properties,  some  of  which,  of  course,  includes  residual  military 
equipment,  the  effort  will  be  to  promote  the  security  of  the  with- 
drawal. 

Now  the  strategy  being  followed  is  basically  to  close  in  on  the 
new  airport  so  as  to  reduce  the  spread  of  U.N.  facilities  around  the 
city  of  Mogadishu.  It  is  of  concern. 

Senator  Nunn.  Is  it  a  high  risk  operation,  a  medium  risk  oper- 
ation? 

General  Clapper.  I  would  characterize  it  as  medium  risk,  sir, 
and  more  due  to  not  so  much  focus  on  directly  the  U.N.  personnel, 
either  civilian  or  military,  or,  for  that  matter,  our  forces,  but,  rath- 
er, the  inadvertent  combat  that  may  go  on  that  may  catch  our 
forces  or  the  U.N.  people  who  are  leaving  up  in  a  sort  of  inadvert- 
ent combat  between  the  competing  clans. 

Senator  Nunn.  I  have  the  same  question  about  Bosnia,  more  hy- 
pothetical at  this  stage.  If  UNPROFOR  leaves  Bosnia  and  if  the 
United  States — and  we  have  already  pledged  to  do  so — comes  in 
and  helps  them,  is  that  a  high  risk  operation,  or  medium  risk? 
Have  you  studied  that  and  where  are  we  on  that? 

General  Clapper.  I  would  gauge  that  as  at  least  medium  risk, 
if  not  very  high  risk,  Senator. 

Senator  Nunn.  You  have  done  a  good  bit  of  work  on  that,  then? 

General  Clapper.  I've  done  a  lot  of  thinking  about  that.  Yes,  sir. 

Senator  Nunn.  Have  you  all  done  any  kind  of  intelligence  assess- 
ment about  the  Russian  reaction  to  an  expansion  of  NATO,  to  in- 
clude Poland,  Hungary,  Czechoslovakia,  the  Baltics,  and  so  forth? 

[Deleted.] 

I  would  ask  Christine  and  Doug  to  comment. 

Mr.  MacEachin.  I  would  say  that  I  agree  with  General  Clapper 
on  this.  At  least  the  Director  of  Intelligence  and  the  DIA  have  seen 
this  in  similar  terms. 

NATO,  right  now,  is  a  mutual  defense  alliance.  That  is  how  the 
Russians  see  it,  and  as  they  see  it,  that  expansion  is  expanding  a 
mutual  defense  alliance  but  against  whom.  They  have  had  a  some- 
what flexible  public  posture  on  this  from  time  to  time  because  I 
think  they  would  like  to  string  this  thing  out.  If  they  could  see  it 
becoming  a  sort  of  cooperative  security  arrangement  or  something, 
it  might  have  some  political  palatability. 

I  guess  I  have  to  say  that  however  difficult  the  chances  were  3 
months  ago,  when  Yeltsin  made  his  statements  in  Brussels,  and 
Kozyrev,  statements  which,  frankly,  we  did  not  find  as  surprising 
as  some,  I  guess  I  would  have  to  say  that  those  odds  are  worse  now 
for  a  good  number  of  reasons.  To  give  a  couple  of  illustrations,  one, 
[deleted!. 
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Ms.  Williams.  Sir,  if  I  may  add,  [deleted]  we  see  the  likelihood 
that  the  East  Europeans,  with  the  aggressive  behavior  of  the  Rus- 
sians in  Chechnya,  are  going  to  be  even  more  on  a  fast  track  vis- 
a-vis NATO  expansion,  and  others  in  Europe  will  be  worried  for  the 
same  reason. 

Senator  NuNN.  Thank  you.  My  time  has  expired. 

Chairman  Thurmond.  Senator  Cohen. 

Senator  Cohen.  Thank  you,  Mr.  Chairman.  General  Clapper, 
during  the  open  session  Admiral  Studeman  talked  about  relying 
upon  more  aggressively  open  sources.  I  just  happened  to  glance  at 
an  open  source  in  the  "Wall  Street  Journal,"  on  its  front  page 
today.  It  has  a  right-hand  column  piece  about  U.S.  officials  being 
concerned  about  the  readiness  of  South  Korean  forces.  This  is 
something  that  you  have  studied  for  some  time. 

The  essence  of  the  article,  as  I  quickly  scanned  it,  indicated  that 
the  South  Korean  forces  are  suffering  from  a  lack  of  sufficient  sup- 
ply of  ammunition,  they  are  not  purchasing  the  right  kind  of  weap- 
on systems,  they  are  looking  more  toward  a  long-range  threat  com- 
ing from  Japan  rather  than  from  North  Korea.  They  are  buying 
submarines  and  they  are  buying  certain  types  of  equipment  that 
will  do  nothing  to  help  their  readiness  and  their  deterrent  capabil- 
ity against  North  Korea.  But  looking  to  the  21st  century,  they  are 
seeing  Japan  as  a  much  more  significant  threat. 

I  was  wondering  if  you  have  a  general  reaction  to  that  kind  of 
assessment.  You  know,  it's  a  question  of  how  do  you  spell  "relief?" 
They  say  how  do  you  spell  "deterrence,"  and  they  say  "U.S.A."  They 
are  counting  on  the  U.S.A.  to  be  the  deterrent  against  the  Nortn 
Koreans  and  they  are  suffering  a  breakdown  of  command  and  con- 
trol, respect  for  authority,  a  willingness  to  fight,  and  a  looking  to 
the  21st  century  rather  than  to  the  immediate  future.  That's  what 
it  says. 

General  Clapper.  Yes,  sir.  I  found  the  article  entertaining  but 
exaggerated.  I  say  this  again  having  worked  the  Korean  problem 
fairly  hard  and  having  served  with  the  Republic  of  Korea  forces  for 
a  couple  of  years. 

There  have  always  been  disputes  and  debates  about  which  weap- 
onry should  be  selected.  [Deleted.] 

These  are  debates  that  go  on  and  have  gone  on  for  many  years 
in  the  course  of  what  is  increasingly  becoming  a  co-equal  partner- 
ship, not  one  of  superior  to  subordinate,  which  is  clearly  the  way 
it  all  began  after  the  Korean  war. 

With  respect  to  any  doubt  about  who  the  primary  adversary  is 
for  the  Republic  of  Korea,  I  don't  think  there  is  any,  simply  looking 
at  the  way  the  Republic  has  its  forces  arrayed,  facing  north.  So  I 
think  the  whole  notion  of  looking  to  the  future  after  reunification 
and  that  somehow  Japan  poses  the  specter  of  a  dominant  enemy 
of  the  Republic  is  overdrawn. 

With  respect  to  the  issue  of  discipline  of  Republic  of  Korea  forces, 
there  probably  is  some  of  that.  That,  of  course,  is  due  in  some 
measure  to  our  pressure  on  the  Republic  and  the  example  that  we 
set  for  the  Republic  of  Korea  military  forces  to  be  more  humane 
and  humanistic  about  the  way  they  run  the  military. 

I  think,  as  the  democratization  process  matures  in  the  Republic, 
there  is  clearly  a  questioning  of  the  status  quo,  just  as  there  prob- 
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ably  is  in  our  own  military.  Again,  we  have  encouraged  the  Repub- 
lic to  emulate  us  and  they  are. 

There  has  been  a  profound  change  in  the  whole  nature  of  the  po- 
litical scene  in  the  Republic  just  since  I  served  there  by  virtue  of 
the  fact  that  you  have  truly  democratic  elections  and  we  are  no 
longer  looking  at  a  Korea  with  a  succession  of  retired  army  four 
stars  who  run  the  country.  The  dictatorship  which  pertained  when 
I  was  there  no  longer  is  the  case. 

Senator  Cohen.  I  have  just  one  other  question.  I  mentioned  in 
the  open  session  Operation  Sapphire.  I  saw  the  statement  that  was 
put  out  by  the  administration  which  did  not  contain  very  much  in- 
formation. I  was  wondering  how  actively  were  the  Iranians  pursu- 
ing the  purchase  of  the  nuclear  material  stockpiles?  How  close  were 
they  to  acquiring  it?  Is  this  something  that  is  consistent  with  Iran's 
plans  to  acquire  nuclear  capability? 

I  understand  from  the  materials  that  I  have  read  that  they  are 
very  suspicious  of  trying  to  acquire  it  outside  the  region,  believing 
that  the  West  Germans  and  others  are  operating  sting  operations 
against  them.  So  they  are  trying  to  develop  it  indigenously. 

But  there  were  reports  that  we  arrived,  the  cavalry  arrived  iust 
in  time  to  purchase  and  acquire  the  nuclear  material.  I  think  it 
was  in  Kazakhstan — was  it? 

Mr.  MacEachin.  Kazakhstan. 

Ms.  Williams.  Kazakhstan. 

Senator  Cohen.  And  it  was  also  that  the  Iranians  were  not  far 
behind.  Could  you  comment  on  that? 

Mr.  MacEachin.  [Deleted.] 

Ms.  Williams.  [Deleted.]  I  think  what  was  interesting  was  how 
carefully  that  was  worked,  from  the  role  of  intelligence  working 
with  the  policy  community  to  identify  the  threat,  to  go  look  at  it, 
to  bring  in  experts,  and  then  to  deal  with  the  very  delicate  policy 
issue  of  bringing  it  out  safely. 

Mr.  MacEachin.  [Deleted.] 

Senator  Cohen.  Thank  you.  I  believe  my  time  is  up. 

Chairman  Thurmond.  Thank  you.  Senator  Coats. 

Senator  Coats.  Thank  you,  Mr.  Chairman.  I  wonder  if  I  could 
pursue  with  General  Clapper  and  the  other  two  witnesses  the  ques- 
tion I  raised  in  the  open  hearing  regarding  the  likelihood  of  the  use 
of  weapons  of  mass  destruction  in  this  decade.  The  area  I  would 
like  to  pursue  is  the  question  of  the  risk  of  use  of  weapons  of  mass 
destruction  among  regional  powers  as  a  consequence  of  long-time 
disputes,  ethnic  concerns,  religious  concerns,  and  so  forth,  as  op- 
posed to  use  against  the  United  States. 

It  is  my  own  personal  opinion,  and  this  is  not  based  on  any  in- 
formed judgment  that  it  may  be  more  likely  relative  to  use  of  weap- 
ons of  mass  destruction  for  a  rogue  state  or  a  nation  like  Korea, 
Iran,  or  whatever,  even  Pakistan  or  India,  more  likely  for  it  to  use 
those  against  its  neighbor  rather  than  to  target  the  United  States, 
particularly  when  they  assess  what  the  response  might  be. 

I  just  wonder  if  we  could  go  into  a  little  more  depth  on  that  and 
get  your  assessment  of  that  possibility  and  also  where  the  flash 
points  exist. 

General  Clapper.  Let  me  take  a  whack  at  this.  As  I  said  in  open 
testimony,  sir,  I  think  the  simple  mathematical  odds  of  such  an 
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eventuality  occurring  are  going  to  increase  simply  by  virtue  of  the 
fact  that  the  combination  of  those  actors  that  now  possess  such 
weapons  of  mass  destruction — and,  again,  defined  as  nuclear,  bio- 
logical, and  chemical — and  the  means  to  deliver  them.  Our  projec- 
tions, the  community's  projections  are  these  will  increase. 

I  share  your  sense,  as  well,  that,  if  given  that  condition,  there 
would  be  a  likely  probability  as  a  subset  that  other  regional  en- 
gagements would  prompt  their  use.  I  think  for  many  of  these  coun- 
tries, particularly  chemical  and  biological  weapons  are  the  "poor 
man's  nuke."  You  have  heard  this  before.  And  if  a  country  were 
pushed  to  the  wall  into  a  corner  where  it  felt,  by  whatever  calculus, 
that  its  very  existence,  sovereign  existence,  were  jeopardized  or 
threatened,  it  would  use  them.  I  mean,  it's  not  as  though  they  have 
not  been  used  already. 

The  war  between  Iran  and  Iraq  is  already  one  example  of  where 
the  genie  is  out  of  the  bottle. 

I  think,  as  we  said  earlier,  that  the  likelihood  is  high  that,  in  my 
opinion,  over  the  next  10  years  there  will  be  expanded  usage  of 
weapons  of  mass  destruction.  I  think  the  hot  spots  or  flash  points 
are  those  you  indicated.  India-Pakistan,  the  so-called  rogue  states 
of  Libya,  Iran/Iraq  are  probably  the  most  likely  probabilities. 

This  is  not  to  say  or  discuss  the  prospects  for  transnational  or 
subnational  actors  as  well.  One  of  the  insidious  things,  particularly 
about  chemical  and  biological  weapons,  is  the  apparent  innocence 
that  their  production  can  be  disguised  with  in  the  context  of  inno- 
cent economic  or  industrial  activity. 

Given  all  of  that,  I  think  the  likelihood  is  something  we  need  to 
be  very  concerned  about. 

Ms.  Williams.  Sir,  if  I  could  add,  one  thing  that  we  are  looking 
at  which  General  Clapper  alluded  to  is  the  use  by  terrorist  groups 
of  nuclear,  BW  and  CW  agents  as  well. 

[Deleted.]  But  because  these  agents,  especially  CW,  are  so  read- 
ily available  and  so  difficult  to  detect,  this  is  one  of  the  issues  that 
we  look  at  in  terms  of  our  collection,  that  is,  how  would  we  detect 
some  of  these  threats,  particularly  in  the  CW  and  BW  area.  This 
is  something  we  will  continue  to  look  at. 

Mr.  MacEachin.  I  can  only  add  this.  I  share,  I  think,  my  under- 
standing of  your  view,  Senator.  When  you  talk  about  using  one  of 
these  weapons  against  the  United  States,  that  means  you  have  sort 
of  given  up  any  prospect  of  existing  after  you  do  that.  I  mean,  that 
is  the  message  we  conveyed  to  Saddam  Hussein  and,  in  my  view, 
it  worked,  particularly  given  what  we  discovered  after  Operation 
Desert  Storm. 

In  the  case  of  India-Pakistan,  I  will  tell  you  one  little  anecdote. 
[Deleted.]  These  are  two  countries  who  have  been  at  war  three 
times  in  the  last  3  decades. 

[Deleted.] 

What  I  worry  most  about,  and  I  will  even  be  so  brash  as  to  use 
a  hierarchy,  are  chemical,  nuclear,  and  biological,  in  that  order.  I 
would  worry  most  about  chemical.  I  think  somebody  might  think 
they  could  get  away  with  it. 

As  General  Clapper  said,  it  has  already  been  done  and  it  can  be 
denied,  and  as  long  as  a  country  can  do  it  in  a  way  they  think  is 
to  their  advantage  with  not  having  to  pay  an  overwhelming  cost, 
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I  think  there  is  a  great  temptation  to  try  it.  And  it  can  be  delivered 
by  a  variety  of  means. 

Nuclear  weapons  you  cannot  use  without  somebody  knowing  you 
have  used  them,  I  don't  think. 

Senator  Coats.  I'm  sorry,  I  didn't  hear  that. 

Mr.  MacEachen.  The  nuclear  weapon,  you  cannot  put  even  5  or 
10  kilotons  somewhere  on  someone  and  pretend  it  was  just  a  big 
firecracker,  a  big  bomb,  or  something. 

Chemical  weapons  is  something  we  have  watched  the  Iraqis  deny 
the  use  of.  So  I  think  the  chemical  weapon  is  the  major  concern. 
[Deleted.] 

Chairman  Thurmond.  Senator  Warner. 

Senator  Warner.  I  will  pass  for  now. 

Senator  Nunn.  Mr.  Chairman,  may  I  follow  up  on  that  question, 
on  this  point? 

Chairman  Thurmond.  Go  ahead. 

Senator  Nunn.  I  assume  when  you  say  the  United  States  itself 
may  be  vulnerable  in  the  next  10  years,  you  are  thinking  more  of 
a  terrorist  activity 

Mr.  MacEachin.  Yes,  sir. 

Senator  Nunn.  Rather  than  a  third  country  attack,  is  that  right? 

Mr.  MacEachin.  Yes,  sir. 

Ms.  Williams.  Yes,  sir. 

Senator  Nunn.  On  that  line,  do  we  have  any  kind  of  task  force 
with  the  CIA  and  others  in  the  intelligence  community  that  you  are 
going  to  be  working  with  on  the  Olympics  in  1996?  This  is  partly 
parochial  but  it  is  also  national.  Are  we  organized,  and  if  so  how, 
to  look  at  the  threat  of  terrorism  during  the  Olympics  in  1996? 

Mr.  MacEachin.  I  cannot  tell  you  the  details  of  how,  sir,  but  I 
know  that  we  are. 

General  Clapper.  Sir,  we  have,  over  the  last  series  of  Olympics, 
organized  community  task  forces  and  will  be  in  preparation  for  the 
1996  Olympics  for  exactly  this  purpose.  [Deleted.]  We  have  a  pretty 
good  rigor  and  some  experience  on  how  to  do  that  as  a  community. 

If  you  would  like,  sir,  we  would  be  happy  to  come  and  brief  you 
on  how  we  will  work  that. 

Senator  Nunn.  I  would  like  that,  perhaps  sometime  in  the  next 
couple  of  months. 

Mr.  MacEachin.  [Deleted.] 

Chairman  Thurmond.  General  Clapper,  given  what  you  said  in 
your  opening  statement  and  the  fact  that  the  Russians  have  so  far 
been  unwilling  to  comply  with  the  bilateral  chemical  weapons 
agreements,  [deleted.] 

How  do  you  evaluate  their  intentions? 

General  Clapper.  I  agree  with  it,  sir.  I  think  that  is  their  intent, 
if  in  no  other  way  then  clandestinely,  to  maintain  some  capability 
in  both  regimes,  both  chemical  and  biological.  [Deleted.] 

Senator  Cohen.  If  you  would  yield  just  on  that  question 

Chairman  Thurmond.  All  right. 

Senator  Cohen.  My  understanding  is  that  2  years  ago,  President 
Yeltsin  said  he  was  being  misled  by  his  military  and  that  he  would, 
in  fact,  shut  down  the  biological  plant.  [Deleted.] 

General  Clapper.  Absolutely,  sir.  That  has  not  happened. 
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Senator  Cohen.  So  it's  not  that  he  doesn't  have  information,  he 
simply  does  not  have  the  control  of  the  military? 

General  Clapper.  Well,  in  this  particular  case,  he  is  not  in  con- 
trol of  the  military/industrial  combine  that  has  been  formed.  [De- 
leted.] 

Senator  Coats.  Could  I  just  ask  a  follow-up  question  to  Senator 
Cohen's  question? 

Chairman  Thurmond.  Go  ahead. 

Senator  Coats.  Isn't  there  also  a  possibility  that  Mr.  Yeltsin  is 
in  control  of  the  military  and  is  making  one  statement  for  public 
consumption  and  another  decision  for  private? 

General  Clapper.  That's  quite  possible.  Yes,  sir. 

Senator  Coats.  And  that  same  could  also  apply  to  Chechnya  and 
all  the  series  of  events  surrounding  it  in  his  statements? 

General  Clapper.  It  could.  You  can't  rule  that  out. 

Mr.  MacEachin.  I  think,  sir,  I  would  have  to  say  that  it  would 
be  a  lot  easier — everything  is  relative — in  the  case  of  its  [deleted] 
as  General  Clapper  described,  given  the  nature  of  such  things,  to 
not  only  hide  it,  but  [deleted]  which  is  permitted. 

I  think  in  the  case  of  Chechnya  it  gets  pretty  hard  after  a  while 
to  claim — you  know,  the  country  is  in  a  mini-war — that  the  chief, 
the  president,  does  not  know  what  is  going  on.  [Deleted.] 

Chairman  Thurmond.  Mr.  MacEachin,  there  has  been  consider- 
able discussion  in  the  press  concerning  Iran's  nuclear  intentions 
and  capabilities.  Can  you  clarify  for  the  committee  what  the  intel- 
ligence community  believes  to  be  the  dimensions  of  its  program  and 
wnen  it  might  produce  a  nuclear  weapon? 

Mr.  MacEachin.  I  will  do  my  best  and  will  also  invite  General 
Clapper  and  other  experts  to  do  so.  [Deleted.] 

Have  I  fairly  described  that? 

General  Clapper.  Yes,  sir.  I  would  just  add  to  that,  of  course,  the 
other  factor  to  be  weighed  here,  which  we  will  have  to  watch,  is 
the  state  of  the  Iranian  economy,  which  is  under  some  duress  given 
the  size  of  their  debt — in  excess  of  $30  billion.  They,  like  other 
rogue  states,  are  having  hard  currency  problems.  This,  too,  could 
afreet  the  pace  and  the  commitment  to  a  nuclear  weapon. 

Chairman  Thurmond.  I  just  have  one  more  question. 

Ms.  Williams,  when  Mr.  Woolsey  testified  last  week  before  the 
Senate  Intelligence  Committee,  he  described  an  intelligence  needs 
process  which  he  said  would  soon  be  codified  in  a  new  presidential 
directive.  What  can  you  tell  us  about  the  process,  especially  its 
ability  to  support  military  operations  and  Department  of  Defense 
acquisition  and  the  status  of  the  presidential  directive? 

Ms.  Williams.  Sir,  the  needs  process  is  an  attempt  to  link  key 
issues  to  the  formulation  of  budgets  and  programs.  There  are  many 
aspects  of  this  process. 

In  the  past  year,  the  National  Intelligence  Council,  together  with 
other  colleagues  from  the  defense  intelligence  community,  including 
General  Clapper  and  General  Hughes,  the  J-2,  participated  in  a 
process  to  identify  the  key  issues  that  the  community  would  look 
at,  both  in  analytical  terms  and  in  collection  terms  over  the  next 
year. 

The  focus  on  total  quality  management  has  meant  that  we  don't 
sit  in  smoke-filled  rooms  out  at  the  Agency  or  out  at  DIA,  but  we 
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get  down  to  the  policy  consumer,  whether  it  is  the  operator,  the 
warfighter,  or  the  foreign  policy  decision-maker  at  State  or  the 
NSC.  L    L 

We  have  established  18  issue  coordinators  that  cover  both  re- 
gional and  functional  issues — for  example,  Eurasia,  East  Asia,  force 
modernization  issues,  proliferation,  and  so  on.  Gordon  Oehler  is 
one  of  our  issue  coordinators  on  proliferation.  He  is  sitting  behind 

me. 

The  goal  is  to  meet  with  the  consumer  and  discover  what  they 
are  really  worried  about,  what  are  the  policy  issues,  and  where  in- 
telligence will  need  to  play. 

We  produced  what  we  called  "Strategic  Intelligence  Reviews" 
that  looked  out  over  the  next  year. 

The  problem  with  just  looking  out  over  the  next  year  with  collec- 
tion capabilities  and  programs  is  that  programs,  especially  for  the 
most  sophisticated  collection  instruments  that  we  rely  on,  are  very 
long-term  in  their  development,  research,  and  all  that  which  goes 
into  these  programs.  It  takes  some  time. 

So  we  are  now  engaged  in  a  process  to  look  out  much  longer.  The 
issue  coordinators  have  just  finished,  under  the  leadership  of  the 
National  Intelligence  Council,  a  document  called,  "Enduring  Chal- 
lenges." These  are  the  things  that  we  know  on  the  basis  of  dialogue 
with  policy  makers,  will  drive  program  developments  in  fiscal  year 
1997  and  beyond.  This  document  will  then  be  used  as  guidance  in 
helping  program  builders  and  managers  across  the  intelligence 
community  formulate  their  budgets. 

We  expect  to  get  the  President's  directive  imminently.  [Deleted.] 
It  is  a  document,  a  PDD,  that  sets  out  the  President's  intelligence 
priorities.  This  PDD  is  meant  to  guide  the  short-term  work  that  we 
do  in  the  community,  as  well  as  longer-term  program  and  budget 
formulation. 

You  might  imagine  that  this  is  a  daunting  challenge,  to  link  real 
issues,  as  we  have  been  discussing  them  today,  to  program  formu- 
lation. The  National  Intelligence  Council  works  very  closely  with 
the  Community  Management  Staff  and  with  other  program  man- 
agers to  formulate  the  methodology  for  doing  that. 

Senator  Cohen  [presiding].  General  Clapper,  could  I  just  clarify 
something? 

When  you  mentioned  [deleted]. 

General  Clapper.  Well,  outside  the  provisions  of  the  Chemical 
Weapons  Convention,  which,  of  course,  has  not  been  officially  rati- 
fied yet  by  either  us,  the  Russians,  or  a  lot  of  other  countries. 

Senator  Cohen.  But  as  I  understand  it,  they  were  supposed  to 
identify  all  of  the  chemical  agents 

General  Clapper.  That's  right. 

Senator  Cohen.  To  us  and  list  them  in  an  annex  which  is  yet  to 
be  provided. 

General  Clapper.  Right.  They  have  not  done  that. 

Senator  Cohen.  They  have  not  done  that. 

I  also  note  in  your  testimony  that  you  refer  very  quickly  to 
Libya.  Not  much  has  been  said  about  Libya.  I  remember  several 
years  ago,  on  the  Intelligence  Committee  we  kept  looking  down  and 
we  finally  found  a  facility  which  we  concluded  was  one  of  the  big- 
gest producers  of  chemical  weapons  perhaps  in  that  entire  region. 
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We  then  determined  there  was  some  West  German  participation  in 
the  construction  and  development  of  that  facility,  along  with 
Japan,  which  claimed  to  have  no  knowledge  that  the  kind  of  tech- 
nology it  was  supplying  would  contribute  to  that. 

Can  you  give  us  some  indication  of  where  that  facility  is  in  terms 
of  its  production? 

General  Clapper.  The  facility  at  Rabta,  which  I  think  is  the  one 
you  are  referring  to,  is  an  above-ground  facility,  [deleted].  But  this 
is  not  to  say  that  the  Libyans  have  lost  interest  in  such  weapons. 
They  have  had  underway  construction,  at  a  place  called  Tarhuna, 
an  underground,  we  believe  an  underground  chemical  weapons  fa- 
cility, as  well. 

So  the  Libyans  continue  to  bear  watching,  even  though  they  are 
not  getting  the  publicity  and,  for  all  intents  and  purposes,  Qaddafi 
has  been  temperate  in  his  behavior. 

Mr.  MacEachin.  [Deleted.] 

Senator  Cohen.  That's  right.  As  I  recall,  they  had  painted  the 
top  of  their  roof.  They  had  blackened  the  top  of  their  roof. 

Mr.  MacEachin.  [Deleted.] 

Senator  Cohen.  Senator  Warner,  I  will  be  leaving,  so  why  don't 
you  take  over. 

Senator  Warner.  Thank  you.  I  have  to  play  a  little  catch-up  here 
this  morning.  I  had  a  scheduling  conflict.  But  I  don't  want  to  take 
up  the  time  of  other  members.  If  you  want  to  finish  your  few  ques- 
tions, then  I  would  like  to  ask  a  series  of  questions. 

Senator  Cohen.  I'm  all  through. 

Senator  Warner.  Okay,  fine.  Then  I  will  ask  a  few  and  General 
Exon — I  mean  Admiral—Senator.  [Laughter.] 

Senator  Exon.  The  proper  term  is  "Sergeant."  [Laughter.] 

Senator  Warner  [presiding].  Senator  Exon  and  I  are  the  two  sole 
surviving  World  War  II  guys  and  we  get  our  titles  messed  up  a  lit- 
tle now  and  then.  He  has  always  reminded  me  by  his  bearing  of 
a  general  officer  and  I  have  had  a  little  trouble  getting  that  out  of 
my  head. 

First,  on  the  question  of  short-range  missiles,  I  have  worked  on 
this  with  other  Members  of  this  committee  for  many  years  now.  We 
are  going  to  have  to  address  a  program  that,  in  my  judgment,  is 
somewhat  revised  and  augmented  from  what  the  President  had  in 
mind  in  the  past  2  years  and  probably  will  put  forward  in  his  budg- 
et request. 

What  guidance  could  you  give  us  with  respect  to  the  level  of  the 
threat  in  terms  of  not  only  our  own  installations  and  locations 
throughout  the  world  but  that  of  our  principal  allies,  General  Clap- 
per, as  it  relates  to  short-range  ballistic  missile  systems? 

I  recognize  the  definitions  between  short-range  and  long-range 
are  beginning  to  merge  along  the  way.  But  let's  see  what  we  can 
do. 

General  Clapper.  Well,  in  general  terms,  Senator  Warner,  I 
think  this  is  a  growing  concern  as  more  and  more  countries  acquire 
these  capabilities.  The  SCUD,  which  is  basically  late  1950s/early 
1960s  technology,  has  truly  been  the  bane  of  our  existence.  We  saw 
what  it  did  during  Operation  Desert  Storm  in  our  inability  to  locate 
it.  I  think  a  lot  of  countries  have  gone  to  school  on  that.  I  think 
the  issue  of  proliferation  of  less  than  intercontinental  missiles,  par- 
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ticularly  in  a  regional  context,  is  something  we  are  going  to  have 
to  continue  to  be  concerned  about. 

Another  dimension  of  that,  I  might  just  mention,  sir,  that  I  think 
relates  is  the  proliferation  of  cruise  missiles,  both  land  attack  and 
ship-borne. 

There  are  some  130  cruise  missiles  throughout  the  world  pos- 
sessed by  75  countries  right  now,  produced  in  19  different  coun- 
tries. 

Senator  Warner.  Wait  a  minute.  What  was  that  number? 

General  Clapper.  One  hundred  thirty  different  cruise  missiles. 

Senator  Warner.  That's  130  different  systems? 

General  Clapper.  Right. 

Senator  Warner.  The  word  "systems"  is  correct? 

General  Clapper.  Yes,  sir.  For  example,  the  Russians  produce  31 
anti-ship  cruise  missiles  alone,  from  very  old  technology  to  very 
new. 

Some  75  countries  possess  one  or  more  of  these  130  systems. 
They  are  produced  in  some  19  different  countries,  both  friends  and 
adversaries  alike.  So  the  whole  issue  of  missiles  and  their  prolifera- 
tion, be  they  cruise  or  short  range,  I  think  is  a  concern  that  we  are 
going  to  have  that  poses  regional  threats  and  ultimately,  particu- 
larly as  we  have  forces  in  harm's  way,  to  our  own  people. 

Senator  Warner.  Then  I  would  recommend  that  you  provide  the 
committee  with  an  expanded  paper  on  the  question  of  missiles, 
both  short-range  and  cruise.  We  will  need  to  address  this  subject. 

General  Clapper.  I  would  be  happy  to  do  that,  sir. 

[The  information  follows:] 

To  comply  with  this  request,  General  Clapper  created  a  full  briefing.  The  slides 
from  the  briefing  follow: 
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CRUISE  MISSILE 
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BALLISTIC  MISSILE 
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Senator  Warner.  Now,  on  the  long-range  ballistic  missile  threat, 
I  presume  that  has  been  fairly  static,  with  Russia  being  the  pri- 
mary threat  remaining  and  to  such  extent  as  China  and  North 
Korea  have  developed  systems  which  may  begin  to  merge  into  the 
long-range  category.  Would  you  expand  on  that? 

General  Clapper.  You  are  right,  sir.  Obviously,  from  our  per- 
spective in  Defense  Intelligence,  we  remain  concerned  about  the  ca- 
pability posited  by  the  Russians  who  will,  even  through  a  START 
regime,  have  a  very  capable  intercontinental  attack  capability. 

The  next  most  worrisome  threat,  obviously,  is  China,  although 
their  capability  is  much  more  restricted,  even  looking  to  the  future 
[deleted]. 

Then  a  distant  third,  I  think,  is  North  Korea. 

Senator  Warner.  What  do  we  know  about  China's  targeting?  Ob- 
viously, it  is  against  some  elements  of  the  former  Soviet  Union. 

General  Clapper.  Our  best  assessment  is  that  they  target  Rus- 
sia, the  United  States  to  the  extent  that  they  can  reach,  and  India. 

Senator  Warner.  What  areas  of  the  United  States  could  they 
reach  now? 

General  Clapper.  Well,  U.S.  forces  in  the  region,  obviously,  are 
at  risk  and,  perhaps  at  the  extreme  range,  Alaska. 

Senator  Warner.  And  Hawaii? 

General  Clapper.  Perhaps.  That  is  stretching  it,  sir. 

Senator  Warner.  That's  borderline. 
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General  Clapper.  I  don't  think  they  pose  any  threat  to  the  con- 
tinental 48 — right  now,  at  least. 

Senator  Warner.  Did  I  interrupt  you?  Go  ahead. 

General  Clapper.  [Deleted.] 

Senator  Warner.  So,  to  the  extent  that  it  is  the  desire  of  Con- 
gress to  begin  to  revise  the  long-range  defense  program,  that  is  up 
against  a  fairly  static  threat  situation? 

General  Clapper.  Yes,  sir. 

Senator  Warner.  But  the  short-range  missile  threat,  that  is  a 
current  threat,  and  the  threat  to  our  own  interests,  be  they  U.S. 
forces  or  those  of  our  allies  and  friends,  is  increasing? 

General  Clapper.  Yes,  sir.  The  reason,  of  course,  is  with  the 
shorter  range  missiles,  cruise  missiles  and  the  like,  there  are  obvi- 
ously more  political  and  psychological  constraints  on  the  use  of 
intercontinental  weapons  with  a  nuclear  weapon  than  there  are 
over  the  shorter-range  missiles  with  conventional  munitions. 

So,  as  they  proliferate,  I  think  the  prospects  for  their  use  are  ob- 
viously going  to  grow. 

Senator  Warner.  Thank  you.  Senator  Exon. 

Senator  Exon.  Thank  you  very  much,  Mr.  Chairman.  Let  me  re- 
turn, if  I  might,  to  Russia.  We  touched  on  this  somewhat  in  the 
open  session,  but  I  would  just  like  to  ask  this  question  of  the  panel 
and  whoever  might  care  to  respond,  or  to  all  of  you. 

I  am  very  much  concerned  about  the  fact  that  we  should  recog- 
nize that  we  have  all  of  our  Russian  eggs,  or  most  of  them,  in  the 
Yeltsin  basket.  I  may  be  a  little  more  sensitive  about  this  than 
some  because  by  the  sheerest  of  coincidences,  I  happened  to  be  a 
member  of  a  delegation  that  was  in  Moscow  the  day  of  the  first 
major  public  uprising  against  Gorbachev.  Clearly,  that  was  the  be- 
ginning of  the  end  against  Mr.  Gorbachev. 

On  that  day,  we  had  a  chance  to  meet  with  Shevardnadze,  who 
was  still  in  Moscow  at  that  time.  He  said  this  is  a  very  serious  situ- 
ation and  that  there  are  more  troops  in  Moscow  today  than  there 
has  been  at  any  time  since  the  end  of  World  War  II. 

He  said,  however,  that  the  bright  side  of  this  is  even  if  Mr. 
Gorbachev  does  not  make  it — and  I  hope  he  will — we  have  Yeltsin 
standing  in  the  wings,  who  is  also  a  reformer,  and  so  all  is  not  lost. 

Well,  I  don't  know  who  is  standing  in  the  wings  today.  Since  I 
saw  that  first-hand,  it  made  an  indelible  mark  on  me.  I  guess  I 
would  like  to  know  what  the  intelligence  community  can  tell  us 
about  the  chances  of  survival  of  President  Yeltsin,  given  what  we 
hear  today.  What  are  his  problems?  Do  we  know  anything  more 
about  his  continued  drinking  problems  which  we  hear  a  great  deal 
about? 

It  looks  like  he  has  lost  the  support  of  many,  if  not  all,  of  the 
reformers  with  regard  to  his  recent  actions.  I  read  a  story,  I  think 
this  morning,  in  the  "Post"  about  maybe  a  new  clique  is  around 
Yeltsin,  keeping  him  from  understanding  what  is  going  on  in  Rus- 
sia. All  of  this  is  very  serious.  Does  the  intelligence  community 
have  any  light  to  shed  on  all  of  this  which  you  can  share  with  us? 

General  Clapper.  I  will  stick  my  neck  out  and  then  let  others 
chop  it  off. 

I  think  our  own  assessment  in  Defense  Intelligence  is  that  you 
have  outlined,  Senator,  all  the  factors  that  are  besieging  Yeltsin. 
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Clearly,  the  Chechnya  episode,  the  disaster,  the  tragedy  that  it  has 
been,  has  done  nothing  to  strengthen  the  position  of  President 
Yeltsin. 

Having  said  all  of  that,  though,  he  has  proven  to  be  remarkably 
resilient  in  weathering  the  storms  that  have  besieged  him  politi- 
cally, economically,  and  militarily. 

I  think  our  feeling  in  Defense  Intelligence,  at  least,  is  assuming 
he  is  able  to  bring  to  heel  at  least  the  situation  in  the  city  of 
Grozny,  which  I  believe  he  will,  just  through  the  sheer  weight  of 
fire  power  that  will  ultimately  end  up  flattening  the  city,  he  will 
be  confronted  with  a  guerrilla  situation.  Assuming  he  does  that 
fairly  quickly,  then  I  would  say  that  he  is  probably  good  to  go  for 
another  6  months.  Whether  or  not  he  makes  it  to  the  next  sched- 
uled election  in  1996  is  very  problematic. 

I  would  defer  to  my  esteemed  colleagues  who  may  have  a  dif- 
ferent view  on  that. 

Ms.  Williams.  I  might  just  add  some  things  related  to  [deleted] 
the  question  you  raised  about  [deleted]  his  popularity. 

[Deleted.] 

I  would  point  to  polls,  I  think  to  the  Russian  press,  and  there  are 
other  sources  of  poll  information,  about  his  popularity.  This  is 
below  10  percent. 

So  we  have  some  questions,  then,  about,  as  General  Clapper 
said,  his  ability  to  survive  if  there  were  to  be  legislative  elections 
that  would  be  scheduled  for  the  end  of  1995  and  then  the  presi- 
dential election  in  the  spring  of  1996. 

I  think  the  thing  that  we  are  observing  here  is  there  are  two  lev- 
els of  developments.  We  are  looking  at  major,  path-breaking  change 
in  a  country  transforming  itself  away  from  communism  to  reform 
and  economic  growth  and  revival.  So  it  is  not  surprising  that  a  fig- 
ure that  came  on  the  scene  very  early  might  become,  as  these  cri- 
ses evolve,  a  more  transitional  figure. 

His  ability  to  survive  the  Chechnya  crisis  is  critical.  But  then 
what  we  are  concerned  about  is  the  fact  that  his  preoccupation 
with  that  crisis  is  keeping  him  from  dealing  with  other  important 
issues. 

I  would  point,  just  this  week,  to  problems  that  he  faces  in  terms 
of  pushing  ahead  with  economic  reform,  with  keeping  the  inter- 
national financial  institutions  happy  with  the  stabilization  policies 
that  he  might  pursue,  and  then  in  dealing  with  the  reformers,  who 
we,  in  the  West,  have  a  great  stake  in. 

The  question  is  will  he  be  able,  even  if  he  turns  temporarily  to 
rely  on  more  traditionalist  conservative  forces  in  terms  of  manag- 
ing the  Chechnya  crisis,  will  he  then  be  able  to  turn  back  and  win 
the  support  of  reformers,  who  are  the  ones  who  have  pushed  pri- 
vatization, who  have  pushed  constitutional  approaches  to  political 
evolution  in  Russia. 

But  we  are  worried  and  we  continue  to  look  at  this.  I  do  think 
it  is  not  tomorrow  that  we  will  see  this  change.  But  I  think  we 
agree  with  General  Clapper's  view  that  it  is  6  months  out. 

[Deleted.] 

We  are  also  looking  at  the  roles  of  other  players  on  the  Russian 
scene.  I  think  I  would  point  to  Chernomyrdin's  role  and  to  the  posi- 
tive problem  solving  thrust  to  his  speech  last  night. 
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Senator  Exon.  Thank  you  very  much.  Let  me  lighten  the  load 
just  a  little  bit.  I  am  going  to  pass  along  to  President  Clinton  the 
good  news  that  Mr.  Yeltsin's  popularity  is  below  10  percent.  I  am 
sure  that  will  make  him  feel  somewhat  better  than  he  does  today. 
[Laughter.] 

Mr.  MacEachin.  Sir,  may  I  just  take  a  couple  of  minutes  on  that 
point? 

I  would  go  a  little  further  out  on  a  limb.  I  also  happened  to  be 
thinking  back  to  the  Gorbachev  days  and  actually  reread  a  piece 
that  was  drafted  in  the  spring  of  1991  by  one  of  my  colleagues  who 
is  back  here.  The  comment,  I  think,  is  very  apropos  today.  It  said, 
in  effect,  whether  he  was  here  a  year  from  now  or  not,  ne  was  no 
longer  the  leader  that  could  move  Russia — at  that  time  the  Soviet 
Union — down  the  path  of  reform  that  we  were  hoping,  that  he  had, 
in  effect,  lost  it. 

I  have  to  argue  that  if  Yeltsin  is  currently  alienating  and  being 
criticized  by  all  of  the  reform  groups  and  the  groups  that  he  had 
been  allied  with  earlier — who  had  led  in  the  economy  and  also  in 
the  foreign  policy  areas — and  is  principally  relying  on  and  is  sup- 
ported by  a  group  which  is  not  sympathetic  to  those  kinds  of  re- 
forms, if  not  in  some  cases  outright  in  opposition  to  them — it  takes 
a  much  more  nationalistic  Russia-centrist  approach  on  foreign  se- 
curity policy — then  simply  solving  Chechnya  next  week  is  not  going 
to  mean  that  we  all  go  back  and  switch  sides  again. 

[Deleted.] 

The  hard-nosed  group — I  hate  to  use  the  term  "hard-liners" — the 
more  authoritarian  group  that  he  is  relying  on  here  is  a  group  that, 
without  him,  might  themselves  not  survive.  So  there  is  a  kind  of 
unholy  marriage  here.  All  of  this  suggests  to  me  that  the  same 
kind  of  words  apply  to  Yeltsin  today  that  we  were  applying  to 
Gorbachev  back  in  1991. 

That  is  maybe  a  little  harsher  view.  So  let's  get  a  piece  of  silver 
in  every  dark  cloud.  In  the  good  old  days,  he  would  not  have  had 
these  problems.  He  would  not  have  had  to  put  up  with  all  of  the 
open  press  and  all  of  the  democracy  over  there.  So  it  is  an  uneven, 
messy  process,  headed,  probably  in  the  long-term,  still  in  the  right 
direction. 

I  also  would  say  that  of  all  of  the  downsides,  some  signs  are  com- 
ing up  that  the  reformers  and  more  progressive  groups  are  realiz- 
ing that  they  have  to  start  acting  together  instead  of  being  so 
fractionated  themselves.  That  is  one  of  the  problems  they  have  had. 

So  if  out  of  this  you  were  to  get  people  like  Gaydar,  Yavlinsky, 
and  these  others  to  realize  that,  whatever  their  differences,  Russia 
is  not  going  to  move  down  the  path  of  real  economic  and  political 
reform  unless  they  start  acting  together,  that  might  be  a  positive 
outcome. 

Senator  Exon.  Mr.  Chairman,  my  time  is  up.  I  have  one  last 
question,  however. 

Senator  Warner.  Why  don't  you  go  ahead  and  get  your  question 
in,  Jim.  I  think  this  series  of  questions  is  of  great  interest  to  all 
of  us.  Go  ahead  with  your  question. 

Senator  Exon.  Thank  you.  Let  me  give  you  a  brief  background. 
Since  last  October,  I  have  been  trying  to  arrange  a  trip  to  North 
Korea.   I  talked  with   several  members  about  it,  including  then- 
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Chairman  Nunn  and  now  Chairman  Thurmond.  I  am  giving  this 
background  so  as  to  try  to  get  the  latest  information  on  intelligence 
with  regard  to  North  Korea. 

Just  yesterday,  before  I  came  back,  I  had  a  meeting  with  a  medi- 
cal doctor,  a  Korean  medical  doctor,  who  is  76  or  77  years  old  now. 
He  lives  in  Omaha,  NE,  and  has  practiced  there  for  a  long  time. 

It  was  brought  to  my  attention  about  6  or  8  months  ago  when 
a  story  appeared,  first  in  the  "Omaha  World  Herald,"  and  then  a 
little  later  it  made  the  "New  York  Times"  or  one  of  the  New  York 
newspapers,  about  this  individual.  He  is  unique  in  that,  because  of 
his  boyhood  days,  he  had  a  close  personal  relationship  with  Kim  II 
Sung.  He  was  with  Kim  II  Sung  on  at  least  four  occasions  between 
1991,  when  they  had  not  seen  each  other  for  40  years,  and  the  last 
time  about  a  month  before  Kim  II  Sling's  death. 

He  also  has  been  introduced  to  and  knows  the  son.  I  was  talking 
to  him  about  what  his  intelligence  is  on  that  situation  and  who  is 
in  charge  over  there.  He  is  trying  to  work  out  something  so  that 
those  of  us  on  the  Armed  Services  Committee  might  go  to  see  him. 

I  said  he,  the  son,  has  been  supposedly  in  charge,  though  some 
people  wonder.  He  said  I  am  convinced  he  is  in  charge.  He  is  the 
heir  apparent.  He  said  you  probably  don't  quite  understand  the  Ko- 
rean customs,  where  they  do  mourn  the  loss  of  a  beloved  father. 

The  situation  goes  back  that  this  doctor's  father  got  Kim  II  Sung 
released  from  a  Japanese  prison  camp  and  they  were  young,  13-, 
14-,  15-year-old  youngsters  together  in  Korea. 

My  question  is  this.  What  do  you  know  about  what  is  going  on 
in  the  upper  ranks  of  the  situation  in  North  Korea  today?  Is  the 
son,  in  your  opinion,  the  heir  apparent  to  Kim  II  Sung?  Have  the 
hard-liners  taken  over?  What  is  the  situation,  as  the  intelligence 
community  views  it,  and  what  can  you  tell  us  about  that  situation 
as  of  now? 

General  Clapper.  Well,  Senator,  I  will  take  a  stab  at  this.  If  you 
ask  us  what  do  we  know,  which  implies  empirical,  hard  data,  about 
the  dynamics  of  what  is  going  on  in  the  upper  regions  of  the  North 
Korean  leadership,  we  don't  know  a  lot. 

What  we  think,  what  we  assess,  though,  is  that,  in  the  absence 
of  any  evidence  to  the  contrary,  there  is  nothing  that  leads  us  to 
believe  that  Kim  Jong  II  is  not  in  charge. 

I  think  the  point  that  the  medical  doctor  from  Korea  makes 
about  honorifics,  the  importance  that  all  Korean  people  attach  to 
the  family,  death  in  the  family,  and  honoring  those  departed,  is 
true  in  any  Korean  family,  but  particularly  for  one  where  you  have 
a  mythical  figure  like  Kim  II  Sung. 

Senator  Exon.  He  made  that  point  over  and  over  again.  In  fact, 
he  went  back  for  the  funeral.  The  points  you  are  making  is  the 
point  he  was  making  to  me,  which  is  that  we  don't  understand  Ko- 
reans. 

General  Clapper.  I  think  that  we  have  had  a  tendency  to  at- 
tempt to  set  dates  when  the  mourning  period  will  be  over.  I  know 
in  October  we  thought  that  would  be  Kim  Jong  Il's  coming  out 
party,  and  it  was  not.  He  has  not  evidenced  himself  in  public  and 
all  this  sort  of  thing. 

Again,  this  is  a  problem  that  we  run  into  in  the  United  States 
when  we  look  at  the  North  Koreans  through  our  own  Western  eyes 
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and  assess  or  evaluate  what  they  do  or  do  not  do  based  on  how  we 
ourselves  think.  But  they  are  very  different. 

So  I  do  not  ascribe  anything  at  all  to  the  fact  that  he  has  not 
come  out.  Frankly,  I  think  he  will  bask  in  the  mourning  period  and 
it  is  probably  in  his  interest  to  prolong  the  mourning  period  as  long 
as  he  can  get  away  with  it  and  to  maintain  a  low  profile. 

I  don't  think,  as  well,  that  we  should  ascribe  a  lot  to  the  specula- 
tion about  this  huge  power  struggle  within  the  upper  bureaucracy 
between,  say,  the  foreign  affairs  constituency  and  the  military  con- 
stituency. I  rather  doubt  it.  There  may  be  some — there  probably 
is — just  as  in  any  bureaucracy  there  are  competing  governmental 
bureaucracies. 

So  I  would  have  to  come  down  on  the  side  of,  I  think,  Kim  Jong 
II  is  in  charge.  I  think  the  breakthrough  on  the  Framework  Agree- 
ment is  a  reflection  of  that. 

Mr.  MacEachin.  We  would  certainly  agree  with  the  point  that 
he  is  in  charge.  After  all,  in  addition  to  everything  that  you  and 
General  Clapper  have  said,  we  have  no  precedent.  They  have  not 
had  a  hand-over  up  there.  [Deleted.] 

I  think,  in  one  case,  it  certainly  is  not  that  the  hard-liners  are 
taking  over.  Some  of  what  was  discussed  in  the  open  testimony 
would  suggest  that  there  is  an  interest  in  doing  some  of  the  things 
that  might  not  have  been  done  earlier.  [Deleted.] 

I  think  a  little  bit  of  priority  is  given  to  light  manufactured  goods 
and  some  services,  some  things  that  kind  of  keep  the  people  a  little 
appeased.  But  this  economy  is  in  very  bad  shape  and  I  don't  think 
we  have  seen  any  sign  by  the  new  leadership  of  taking  the  kind 
of  real  reforms  it  would  take  to  fix  it. 

[Deleted.] 

General  Clapper.  I  think  what  we  need  to  do  is  have  a  lesson 
learned  from  what  has  happened  in  other  communistic,  socialistic, 
Stalinist  regimes.  We  need  to  infect  them  with  capitalism  and  all 
that  brings  with  it. 

[Deleted.] 

Sir,  when  you  watch  what  has  happened  in  the  rest  of  Asia,  even 
in  China — I  was  in  China  not  long  ago;  it  was  the  first  time  I  had 
been  back  since  1988 — I  was  struck  by  the  preoccupation  that  the 
Chinese  have  with  making  money. 

Senator  NUNN.  Oh,  yes,  including  their  military. 

General  Clapper.  Yes,  sir. 

Senator  Nunn.  [Deleted.] 

General  Clapper.  Incidentally,  sir,  for  whatever  it  is  worth,  I 
would  encourage  you  to  press  on  with  your  trip.  I  think  the  extent 
that  we  can  promote  dialogue  with  the  North  Koreans,  responsible 
dialogue,  that  is  all  to  the  good. 

There  is  one  other  point,  if  I  might,  sir,  which  came  up  in  open 
testimony.  It  is  the  apparent  inconsistency  between  the  Framework 
Accord  and  then  the  continued  buildup  of  their  military,  notably 
the  installation  of  the  240  millimeter  multiple  rocket  launchers, 
and  the  170  Kuk-san  guns,  [deleted]  down  to  the  DMZ.  The  sce- 
nario I  could  spin  for  you — and,  again,  I  don't  know;  I  am  just  sug- 
gesting this  as  a  postulation — is  that  this  continued  buildup  along 
the  DMZ  may  have  been  a  concession  or  a  sop  to  the  Korean  mili- 
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tary  in  return  for  their  accession,  abdication,  acquiescence,  in 
agreeing  to  the  Framework  Accord. 

Senator  Exon.  Do  you  have  anything  to  add? 

Ms.  Williams.  No,  sir. 

Senator  Exon.  Thank  you  very  much,  Mr.  Chairman. 

Senator  Warner.  Sam,  I  have  about  6  or  7  minutes.  I've  let  Jim 
take  a  little  time  here. 

Senator  Nunn.  Oh,  go  ahead.  I've  already  had  my  round.  I  just 
came  back  in  to  get  whatever  else  I  could. 

Senator  Warner.  Let  me  do  a  few  minutes  of  questions  and  then 
I  will  give  it  to  you. 

Senator  NUNN.  Sure.  Thank  you. 

Senator  Warner.  I  just  want  to  make  sure  that  we  have  covered 
everything  that  I  feel  is  necessary  in  the  hearing  today. 

General  Clapper,  a  year  ago  you  and  I  worked  together  in  the  In- 
telligence Committee.  You  came  forward  with  a  very  interesting 
statement  at  that  time  drawing  a  comparison  of  the  number  of,  I 
think  you  used  the  word  "hot  spots"  or  trouble  spots  in  the  world 
today  vice  I  believe  6  years  ago.  Was  that  the  baseline  that  we 
used? 

General  Clapper.  It  was  about  1989  or  1990.  Yes,  sir. 

Senator  Warner.  There  was  a  very  interesting  analysis  provided 
by  you  that  there  were  roughly  60  or  more  hot  spots  today  vice 
about  half  that  number  6  or  7  years  ago. 

General  Clapper.  Yes,  sir. 

Senator  Warner.  Do  you  still  stand  by  that  basic  equation? 

General  Clapper.  Yes,  sir.  For  the  benefit  of  the  others,  I  think 
what  I  showed  in  the  hearing,  as  a  matter  of  fact,  were  two  maps 
that  just  kind  of  cartooned  the  number  of  hot  spots,  crisis  areas, 
whatever,  in  about  the  1989-1990  timeframe,  which  numbered 
about  30  or  so.  I  then  showed  the  same  picture  for  last  year,  1994, 
where  it  was  about  double. 

I  was  somewhat  chagrined,  though,  sir,  I  must  tell  you,  when 
those  two  charts  were  used  by  the  Navy  to  justify  more  aircraft 
carriers.  General  McPeak  wasn't  too  happy  with  me  at  the  time. 
[Laughter.] 

Senator  Warner.  Well,  I  provided  them  to  the  Navy. 

General  Clapper.  Yes,  sir.  [Laughter.] 

Senator  Warner.  Let's  see.  We  have  covered  Yeltsin. 

Senator  Nunn.  Does  that  mean  we  need  60  aircraft  carriers? 
[Laughter.] 

Senator  Warner.  No.  I  would  settle  for  half. 

Senator  Exon.  Sixteen. 

Senator  Warner.  I  think  we  have  pretty  well  covered  North 
Korea  and  we  have  talked  extensively  about  the  two  types  of  mis- 
sile threats,  the  long-  and  the  short-range,  and  then  about  the 
cruise  missile  threat. 

On  Bosnia,  I  am  told  we  have  not  gone  into  as  much  detail  be- 
hind closed  session  as  perhaps  we  should.  Who  would  like  to  lead 
off  on  Bosnia? 

General  Clapper.  In  what  context,  sir,  the  embargo? 

Senator  Warner.  On  what  you  predict  for  the  future  and  par- 
ticularly the  precarious  nature  that  UNPROFOR  now  finds  itself 
in. 
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General  Clapper.  Well,  I  think  the  cessation  of  hostilities  agree- 
ment, I  think  our  projection  over  the  next  90  days  is 

Senator  Warner.  Is  that  the  most  recent  for  the  last  period? 

General  Clapper.  Yes,  sir.  It's  the  one  that  was  brokered  by 
former  President  Carter  and  the  agreements  that  ensued  from 
that. 

I  think,  by  and  large,  that  will  be  used  as  a  rest  period,  a  resting 
and  refitting  period,  for  all  the  protagonists.  It  is  convenient  for 
that,  anyway,  given  the  weather  conditions  in  Bosnia  right  now. 

I  think  we  will  see,  as  we  are  right  now,  particularly  in  the  Bihac 
area,  periodic  violations  of  it.  But,  for  the  most  part,  because  it  is 
in  their  interest  for  the  next  90  days  or  so,  they  are  going  to  abide 
by  it. 

I  think  long-term,  once  that  is  over,  the  basic  issues  have  not 
been  resolved  and  I  think  we  can  look  forward  to  the  resumption 
of  more  intensive  fighting. 

Senator  WARNER.  On  that  score,  what  is  the  current  relationship, 
in  your  judgment,  between  Croatia  and  certain  elements  of  the 
Bosnian  forces?  Does  that  agreement  still  hold? 

General  Clapper.  It  seems  to  be  holding.  On  a  Balkan  scale,  that 
has  held  together  pretty  well.  Yes,  sir. 

Senator  Warner.  Has  the  Chechen  situation  influenced  the  ap- 
proach of  the  Russians  to  this  situation?  For  example,  they  have 
a  problem  in  Chechnya  and,  therefore,  maybe  they  don't  want  to 
increase  the  problems  in  Bosnia  because  that  might  rattle  this  situ- 
ation in  Chechnya,  so  let's  contain  the  conflict  in  Bosnia?  Is  that 
the  reasoning  of  the  Russians? 

General  Clapper.  That  is  a  good  question,  sir.  I  have  not 
thought  about  whether,  necessarily,  the  Russians  have  connected 
these  two  scenarios  although,  obviously,  it  has  overtones  because 
of  the  suppression  of  a  Muslim  minority  in  Chechnya  and  the  pro- 
Serb  stance,  essentially,  that  the  Russians  have  taken  against  [de- 
leted] in  Bosnia. 

[Deleted.] 

I  think  they  probably  will,  assuming  a  continuation  of  the  situa- 
tion, not  want  greatly  to  expand  their  presence,  if  that  is  what  your 
question  is,  as  a  part  of  the  U.N.  force. 

Senator  Warner.  What  about  other  witnesses  on  the  question  of 
Bosnia? 

Mr.  MacEachin.  Well,  just  on  the  last  question,  I  think  I  agree 
that  we  have  not  seen  any  manifestation  on  Chechnya  back.  If  I 
had  to  posit  how  it  could  have  an  impact,  it  is  more  how  it  will 
have  an  impact  on  the  ultimate  leadership  in  policy  formulation  in 
Russia  itself,  which  may  then  feed  over,  just  as  it  will  on  such  is- 
sues as  NATO  expansion  and  other  things  like  that. 

I  think  I  certainly  would  agree  and  I  would  posit  a  situation  as 
follows.  We  have  a  cease  fire  in  effect.  If  nothing  in  the  way  of  ter- 
ritorial changes  occurs  as  a  consequence  of  that  cease  fire  or  that 
cessation  of  hostilities,  the  Bosnians  have  lost  and  they  will  have 
no  motivation  to  maintain  the  cessation. 

The  only  way  you  can  have  a  major  territorial  change  is  if  the 
Serbs  give  up  some  sizable  pieces  of  territory,  which  they  might  if 
they  could  get  the  very  pieces  in  trade  that  the  Bosnians  are  not 
going  to  give  up,  and  that  is  over  there  where  the  enclaves  are. 
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So  what  we  are  seeing  right  now  is  both  sides  are  building  up. 
[Deleted.]  And  I  think  that,  during  this  timeframe,  you  are  going 
to  continue  to  see  shooting  in  the  Bihac  enclave,  and  it  is  almost 
as  though  that  does  not  count.  I  think  when  it  spills  out  of  that, 
then  people  are  going  to  call  it  a  breakdown  of  the  cease  fire.  But 
as  long  as  it  is  over  in  Bihac,  it  seems  to  me  that  is  kind  of  an 
area  where  no  one  counts  that  as  a  real  breakdown,  in  some  cases, 
because  the  parties  are  not  signatories. 

In  terms  of  Croatia,  Croatia's  long-term  fears  right  now  are  what 
happens  after  the  Bosnian  situation  is  over.  They  see  the  unre- 
solved question  of  the  Krajina  and  the  Serb  territory  there. 

All  of  this  is  a  very  pessimistic  picture,  Senator.  I  hate  to  always 
be  someone  who  gives  a  pessimistic  picture,  but  there  it  is.  [De- 
leted.] At  that  point  you  can  write  almost  any  scenario  as  to  what 
unfolds  in  the  course  of  a  number  of  years  there. 

Senator  Nunn.  Senator  Warner,  can  I  ask  one  question  here? 

Senator  Warner.  Go  ahead,  please,  Senator  Nunn.  I  have  taken 
my  time  here. 

Senator  Nunn.  I  just  want  to  ask  one  to  follow  up  on  yours.  I 
have  talked  to  the  British  and  I  have  talked  to  the  French.  Do  we 
have  an  intelligence  assessment  about  what  is  their  trigger  for 
pulling  out  their  forces  on  the  ground? 

For  instance,  if  Congress  passed  a  unilateral  withdrawal  but  the 
President  vetoed  it  and  his  veto  were  sustained — in  other  words, 
we  passed  it  but  it's  not  going  to  happen  because  of  his  veto — do 
you  think  that  would  trigger  an  UNPROFOR  pullout  of  the  British 
and  French? 

The  second  step — I  have  no  doubt  about  the  answer  to  this  one — 
if  it  actually  happened,  if  we  actually  lifted  the  embargo  and  it 
went  through,  either  by  veto  override  or  the  President  signed  it, 
would  that  precipitate  the  pullout  of  UNPROFOR? 

I  guess  my  basic  question  is  what  is  the  trigger  point  in  our  as- 
sessment of  the  British  and  French  in  terms  of  pulling  out  their 
troops? 

General  Clapper.  My  own  assessment,  sir,  is,  given  that  the 
British  and  the  French  clearly  understand  our  political  system,  I 
think  they  would  let  the  process  play  out.  What  the  ultimate  U.S. 
position  was,  I  think,  would  then  drive  their  decisionmaking 
thought  process. 

They  have  pretty  much  told  us  that  if,  in  fact,  the  embargo  were 
lifted,  that  would  cause  them  to  withdraw  their  forces  from 
UNPROFOR  because  of  the  extreme  vulnerability  they  would  then 
face. 

Senator  Nunn.  I  was  told  in  a  recent  visit  that  it  might  be  sooner 
than  that;  that  the  psychology  was  such  that,  even  if  we  passed  it 
and  it  were  vetoed,  and  the  veto  were  upheld  so  that  it  wasn't 
going  to  happen  but  the  psychology  was  there,  that  that  might  very 
well  trigger  the  British  to  pull  out  as  well  as  the  French. 

General  Clapper.  Could  well  be,  sir.  Doug? 

Mr.  MacEachln.  I  agree  with  the  fundamental  point  General 
Clapper  made.  I  think,  Senator,  what  you  are  beginning  to  hear  is 
a  reflection  of  the  pessimism  that,  sooner  or  later,  we  are  going  to 
have  to  get  out  and  that  if  we  wait  too  long,  it  is  going  to  be  too 
messy. 
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Senator  Nunn.  Exactly.  That  is  what  I  was  told. 

Ms.  Williams.  I  think  the  problem  is  that  we  are  looking  day  by 
day,  week  by  week,  at  what  is  happening  in  Bihac,  what  is  happen- 
ing in  the  Krajina.  But  if  you  look  at  the  longer  term  fundamental 
forces,  it  is  very  pessimistic.  In  fact,  it  is  there  that  the  conflict 
could  widen  under  a  variety  of  scenarios. 

Senator  Nunn.  What  is  our  assessment  about  Croatia's  threat  to 
kick  the  U.N.  out  after  March  or  whatever  the  period? 

Ms.  Williams.  I  think  they  have  just  said  that  they  would  ask 
them  to  leave  by  the  end  of  March. 

Senator  Nunn.  I  know  they  said  that. 

Mr.  MacEachin.  That  is  the  UNPROFOR  mandate  in  Croatia  it- 
self. What  our  assessment  really  is,  frankly,  is  [deleted]. 

I  think  you  will  not  get  him  to  much  more  than  just  modify,  per- 
haps, his  position. 

Senator  Nunn.  So  you  think  they  are  dead  serious  on  this  pull- 
out? 

Ms.  Williams.  Yes. 

Mr.  MacEachin.  I  think  they  are  dead  serious,  yes,  sir. 

Senator  Warner.  Excuse  me.  Do  you  mean  the  Croatians  are 
dead  serious  about  the  U.N.  pulling  out? 

Senator  Nunn.  Right. 

Mr.  MacEachin.  Yes. 

Ms.  Williams.  Yes. 

Senator  Warner.  Getting  out  of  their  territory.  That  doesn't 
mean  all  of  UNPROFOR,  does  it? 

Mr.  MacEachin.  But  that  is  a  very  important  base  for 
UNPROFOR  support. 

Senator  Warner.  Oh,  I  understand.  That  is  an  essential  base. 

Mr.  MacEachin.  They  are  dead  serious  about  it.  I  think  that  the 
amount  of  Western  reaction  has  them  concerned  in  the  way  of  try- 
ing to  find  some  way  they  can  mitigate  that  Western  reaction;  not, 
I  don't  think — and  anyone  can  chime  in — to  the  point  where  they 
can  take  it  all  back,  and  I  don't  think  he  can  be  seen  to  be  conced- 
ing because  of  pressure.  He  is  going  to  have  to  be  seen  to  be  con- 
ceding because  he  has  some  kind  of  'payment,"  as  it  were. 

Senator  Warner.  Let  me  clarify  this.  You  have  the  UNPROFOR, 
the  U.N.,  forces  in  several  geographic  locations  in  the  former  Yugo- 
slavia. Senator  Nunn  and  I  on  two  occasions  visited  Zagreb.  But 
UNPROFOR  troops  are  also  in  the  Krajina.  The  pull-out,  though, 
is  across  the  board  in  Croatia,  is  that  correct? 

I  saw  somebody  shake  their  head  yes  and  somebody  shake  no. 

General  Clapper.  I  think  the  pull-out  refers  to  the  actual  U.N. 
forces  that  are  along  the  border  areas  between  Croatia  and  Bosnia. 
I  think  we  have  had  some  indications  that  the  Croatians  might  still 
be  amenable  to  leaving  administrative  and  logistical  support  ele- 
ments in  Zagreb  itself  to  support  the  U.N.  operation. 

I  am  a  little  more  optimistic,  maybe,  than  Doug  is  on  the  issue 
of  whether  or  not  they  cannot  be  persuaded  to  extend  the  mandate. 

Senator  Warner.  To  all  the  areas? 

General  Clapper.  Yes,  sir.  My  first  visit  to  Zagreb  was  in  the  fall 
of  1992.  They  are  less,  the  Croatians  have  always  been  less  than 
totally  enthusiastic  about  the  extensions  of  the  mandate,  and 
whenever  the  mandate  extension  issues  have  come  up,  they  have 


89 

always  postured.  This  time  they  appear  to  be  making  a  bigger  case 
out  of  it. 

I  think,  whether  or  not  that  is  ultimately  their  decision,  that  is 
still  open  to  question.  Again,  that  is  a  debate  that  we  can  have. 

Mr.  MacEachin.  I  think  that  what  may  be  the  source  of  confu- 
sion is  this.  Originally,  it  was  the  UNPROFOR  mandate.  Subse- 
quently, some  people  did  show  an  indication  that  they  would  per- 
mit a  sort  of  headquarters  to  remain. 

Senator  Warner.  What  about  all  of  the  logistics  at  the  airfield? 

General  Clapper.  That,  as  well. 

Mr.  MacEachin.  That's  gone. 

General  Clapper.  That  would  be  allowed  to  remain,  as  well. 

Senator  Warner.  Essentially,  all  ops  would  be  as  is  today  with 
the  exception  of  certain  border  areas  and  the  Krajina.  Is  that  about 
it? 

General  Clapper.  Where  they  have  UNPROFOR  contingents  in 
the  field. 

Senator  Warner.  Right.  Got  it. 

Senator  NUNN.  If  pulling  out  ended  up,  if  the  U.N.  pulled  out  in 
certain  key  areas  that  are  contested  between  Croatia  and  the 
Serbs,  and  that  resulted  in  a  resumed  warfare,  then  there  might 
be  a  whole  lot  of  other  U.N.  forces  that  would  have  to  pull  out,  too, 
as  a  result  of  that.  Isn't  that  correct? 

General  Clapper.  Yes,  sir. 

Mr.  MacEachin.  [Deleted]  the  Croats  are  arguing  that  this  will 
not  lead  to  renewal  of  fighting.  It  may  not  for  a  while. 

I  think  the  point  that  is  different  this  time,  why  he  has  made  a 
bigger  deal  out  of  it,  is  because  he  sees  the  situation  coming  per- 
haps to  some  kind  of  closure  one  way  or  the  other  in  Bosnia  and 
his  situation  is  not  settled  yet. 

Senator  Warner.  So  he  wants  some  leverage? 

Mr.  MacEachin.  [Deleted.] 

Senator  Nunn.  Does  he  know  something  about  Bosnia  that  we 
don't  know? 

Mr.  MacEachin.  No. 

Senator  Nunn.  What  makes  him  think  that  is  about  to  come  to 
closure? 

Mr.  MacEachin.  Well,  I  think  he  thinks  it  may  come  to  a  closure 
in  the  wrong  way,  that  somehow  there  will  be  some  kind  of  deal, 
that  somehow  the  UNPROFOR  will  pull  out  and  he  is  left  with  the 
unsettled  situation  in  the  Krajina.  [Deleted.] 

Senator  Warner.  Let  me  get  in  one  last  question  and  then  I  will 
leave. 

Let's  turn  to  the  Golan  Heights.  Have  you  made  any  assessments 
with  respect  to  the  risk  level  of  our  troops,  should  they  be  deployed 
in  there?  Who  wishes  to  initiate  a  response  to  that? 

General  Clapper.  Yes,  sir.  We  have  looked  at  that.  [Deleted.]  Ac- 
tually, the  risk,  as  best  we  can  assess  it,  based  on  the  history  of 
what  is  going  on  there  with  U.N.  elements  that  have  been  there, 
is  fairly  low.  If,  in  fact,  a  decision  were  made,  which  I  acknowledge 
is  a  policy  decision,  but  if  a  U.S.  contingent  were  put  there,  I  think 
it  would  be  reasonably  low  risk. 

[Deleted.] 

Senator  Nunn,  that  wraps  up  everything  that  I  have. 
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Senator  Nunn.  I  just  want  to  ask  one  final  question.  You  may 
have  covered  this  while  I  was  out.  You  mentioned  Poland  in  the 
open  session  and  the  front  page  story  in  the  'Washington  Post"  this 
morning  and  whether  that  was  accurate,  about  what  the  Polish 
agents  did  to  help  our  people  in  Kuwait  and  Iraq  in  getting  them 
out.  Have  you  addressed  that  in  this  closed  session  and  said  what 
you  could  say  here,  whether  that  is  accurate  or  not? 

General  Clapper  I  will  defer  to  my  CIA  friends  on  that  one 
Mr.  MacEachin.  [Deleted.] 

Senator  Nunn.  Well,  the  way  Admiral  Studeman  answered  the 
?w  ^  ^ayhe  my  ™tuit\on,  is  wrong  but  I  got  the  impression 
?!     T?Tfc  story  was  not  entirely  accurate.  I  may  be  wrong  though 
Ms.  Williams.  I  think  that's  the  impression  he  left  g 

Mr.  MacEachin  That's  the  impression  he  left  with  me,  too,  sir 
Senator  Nunn.  Could  you  get  somebody  to  get  back  to  us  on  that 
and  give  it  to  the  staff? 

Mr.  MacEachin.  I  will.  We  will  get  back  to  you  this  afternoon, 
as  a  matter  of  fact.  ' 

Senator  Nunn.  I  don't  need  to  have  a  thorough  report  of  every 
detail,  but  I  just  want  to  get  the  idea  of  whether  that  is  a  correct 
statement  or  not,  correct  story. 

[The  information  follows:] 

[Deleted.] 

Senator  Nunn  [presiding].  General  Clapper,  Secretary  Perry 
asked  you  to  do  a  review  of  whether  we  had  adequate  intelligence 
resources  to  support  the  two  MRC  strategy.  Have  you  completed 
that  review?  If  so,  what  is  the  general  gist  of  it? 

General  Clapper  There  was  a  detailed,  so-called  intelligence 
bottom-up  review  that  was  done  as  a  result  of  some  statements  I 
made  to  the  Shy  Meyer  Readiness  Panel.  I  think  one  of  the  conclu- 
sions that  came  out  of  that  study  was  that  in  the  aggregate,  within 
Defense  Intelligence,  we  have  numerically  or  quantitatively  suffi- 
cient intelligence  resources. 

The  question  would  be  their  marshaling  and  focusing  if  in  fact 
we  were  confronted  with  the  two  near  simultaneous  major 'regional 
conflict  scenarios  postulated. 

My  personal  opinion  is  I  would  still  tell  you  sir,  I  was  Chief  of 
Air  Force  Intelligence  during  Operation  Desert  Storm  and  I  think 
we  would  have  our  hands  full,  from  purely  an  intelligence  perspec- 
tive, in  providing  the  level  and  quality  of  intelligence  in  two  major 
De^ertSto^m     tS   Comparable  to  what  we   did  du™g  Operation 

Senator  Nunn  Okay.  A  final  question  I  would  like  to  ask  to 
Doug  and  Ms.  Wi  hams  concerns  the  morale  of  the  Agency  in  light 
at  all  of  the  problems  in  the  recent  weeks  and  months.  Where  is 

Ms.  Williams.  Somebody  asked  me  this  about  2  months  ago,  a 
nft  YK01*  Times"  reporter  I  said  that  it's  tough.  People  don't  like 

nlrSf  I  new£  B?$J  t]?mk  the  wa^  that  l  would  characterize  the 
people  who  work  at  the  Agency  is  that  we  are  mission  oriented,  we 
are  customer  focused.  I  think  what  we  try  to  do  is  to  do  the  best 

fer  ranCTaCStbthyeDiand  JUSt  **  0n  ^  *  D°Ug'  y°U  kn0W  bet" 
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Mr  MacEachin.  I  think  that's  right.  Obviously,  Senator  we 
don't 'like  nicking  up  the  newspaper  every  day  and  reading  about 
how  we  are  a  btinch  of  incompetent  fools.  That  is  the  part  that 
hurts  more  than  anything  else. 

Senator  Nunn.  We  understand  that  feeling  [Laughter  J 
Mr  MacEachin.  I  wish  I  had  said  that  differently.  [Laughter.] 
On  the  other  hand,  I  can  certainly  say  that  the  Directorate  of  In- 
telligence the  analysts,  were  busier  than  we  have  ever  been,  bome- 
body  may  find  a  world  with  so  many  different  hot  spots  a  problem. 
But  that  is  what  we  are  in  the  business  of  handling,  and  the  more 
challenging  it  is,  the  better  we  feel. 

It  hurts  when  people  don't  know-it  hurts  me  personally  when 
I  know  what  a  fantastic  job  the  people  are  doing  and  the  rest  of 
the  world  doesn't  know  what  a  great  job  they  re  doing  It  hurts 
when  you  know  people  are  in  Saturday,  Sunday,  and  in  the  middle 
of  the  night  answering  questions.  ,     i_         i  *« 

We  have  made  major  efforts,  as  some  people  here  know,  to 
change  the  way  we  do  business  in  the  Directorate  in  the  last  couple 
of  years.  But  nobody  said  it  would  be  easy. 

I  think  most  people  would  say  yes,  I  wish  it  would  quit,  but  I 
think  they  are  enjoying  their  jobs  atwtmmj9 

Senator  Nunn.  Good.  General  Clapper   how  about  your  agency? 

General  Clapper.  Sir,  first  of  all,  I  think  we  very  much  feel,  the 
other  agencies-and  I  am  sure  Admiral  McConnell  feels  the  same 
way— feel  that  there  but  for  the  grace  of  God  go  we.  I  think  this 
is  viewed  as  a  community  tragedy  and  we  all  share  in  it.  As  well, 
we  all,  I  think,  share  in  the  criticisms  that  have  been  levied 

The  morale  of  the  community  is  not  as  high  as  you  might  like 
it  But,  I  think,  the  ethic  that  Christine  and  Doug  have  described 
applies  to  the  community  at  large.  We  have  a  lot  of  daunting  tasks 
to  perform,  and  I  think  the  sentiment  is  to  get  on  with  it. 

Senator  Nunn.  Okay.  There  are  a  lot  of  us  up  here  who  appre- 
ciate what  you  do,  as  we  said. 

Ms.  Williams.  Thank  you,  sir. 

Mr.  MacEachin.  Thank  you. 

General  Clapper.  Thank  you,  Senator. 

Senator  Nunn.  Thank  you.  The  hearing  is  adjourned. 

[Questions  for  the  record  with  answers  supplied  tollow:J 

Questions  Submitted  by  Senator  Bob  Smith 

Senator  Smith.  I  would  like  to  know  what  contact  has  been  made  with  the  South 
Korean  who  escaped  from  a  North  Korean  camp  after  having  been  held  for  some 
40  years  as  a  prisoner  of  war.  Specifically,  I'm  interested  in  allegations  that  sur- 
faced in  the  early  1950s  and  mid-1950s,  after  the  end  of  the  war  aoout  the  possibil- 
ity of  Americans  in  that  system  a  few  years  after  the  wfncT°"clnund,edAqnmpH0  have 

General  CLAPPER.  The  Defense  Intelligence  Agency  (DLA)  and  0S.^™O  ™ve 
inquired  about  the  individual  in  question.  These  inquiries  have  not  signi^ntly  ex- 
panded on  press  accounts  or  information  made  available  to  the  Veterans  of foreign 
Wars  of  the  United  States  (VFW)  by  the  Korean  Veterans  Association  (KVA).  OSD/ 
nPMO  intends  to  pursue  the  matter  further.  

1  Lt.  Cho,  Chang-ho,  a  former  Republic  of  Korea  (ROK)  Army  officer,  wascap- 
tured  during  the  Korean  War  by  a  Chinese  People's  Volunteer  on  May  7,  i950 
spending  the  ensuing  years  in  various  North  Korean  prisons,  and  working  in  a  coal 
S  anVotheTcSe^ent  areas.  He  escaped  to  South  Korea  in  1994  anj has  be<m 
subsequently  honorably  retired  from  the  military.  Detailsof  1  Lt.  Cho  s  ordeaL were 
carried  in  the  South  Korean  press.  In  late  October  the  VFW  queried  the  KVA  if  Cho 
haTany information  regarding  U.S.  Korea  war  era  POW/MIAs.  The  KVA  responded 
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i^]?fte.De<ie™l?er.  with  ,summaries  of  ROKG  debriefs  including  a  May  1951  US 
POW  visual  sighting  and  some  later  hearsay.  The  KVA  indicated  that  Cho  had  little 
more  to  oner. 

The  DIA,  working  through  the  appropriate  South  Korean  agencies,  began  making 
formal  inquiries  about  1  Lt  Cho  as  soon  as  his  defection  was  made  public  in  early 
October  1994  In  January  the  ROK  Defense  Intelligence  Agency  unavailable  two 
unclassified  November  1994  documents  detailing  several  debriefings.  Neither  ROK 
DIA  document  makes  mention  of  American  POW  sightings. 

In  February,  Cho  was  queried  about  these  incidents  in  greater  detail  and  gave 
a  slightly  different  version  of  events.  According  to  this  debrief: 

—  "Subject  was  captured  alone  by  Chinese  Army  troops  on  May  18  1951  in 
Hvon-m  Inje-gun,  Kangwon-do.  There  were  no  other  South  Korean  or  U  S 
POWs  when  he  was  captured.  One  week  later,  subject  was  turned  over  to  the 
North  Korean  Army  5th  Corps  headquarters  at  Changansa  in  Kumgang-san 
fi?CP?A-  WhenAhe  ar™d  at  Changansa,  he  observed  approximately  700- 
800  fcxnith  Korean  Army  POWs  and  approximately  70-80  U.S.  POWs  at  the  5th 
Corps  headquarters. 

—  At  that  time  the  U.S.  Seventh  Division  was  deployed  in  that  area.  Therefore 
subject  believed  that  the  U.S.  POWs  were  members  of  the  Seventh  DiSon 
1  hey  were  all  young  and  approximately  one-third  were  black  soldiers  and  the 
remainder  were  Caucasians.  Later,  all  of  the  above  South  Korean  and  U  S 
PUWs  were  moved  on  foot  from  Changansa  to  Sinan,  Kangwon-do. 

—  Enroute  to  Sinan,  subject  observed  several  U.S.  POWs  who  died  after  suffer- 
ing irom  malnutrition  and  diarrhea  caused  by  eating  raw  corn  Fellow  POWs 
buried  them  at  the  foot  of  an  unnamed  mountain.  They  dug  the  ground  apnroxi- 

S  uyj°ne  met..er  deep'. laid  the  dead  bodies  and  Put  a  piece  of  straw  mat  over 
™ufodies'  and  covered  the  pit  with  soil.  After  arriving  at  Sinan,  the  U  S 
POWs  were  separated  from  the  South  Korean  POWs.  They  were  taken  t>v 
™ck9D'°wan  unknown  destination  Conversation  between  the  South  Korean  and 
U.S.  POWs  was  never  allowed.  Subject  never  heard  of  them  again.  Subject 
never  observed  any  U.S.  POWs  other  than  the  above  U.S.  POWs. 

„2~  kt?  I952'  „whUe  subject  was  at  the  Manpo  prison,  many  South  Korean  POWs 
were  sent  there  from  different  POW  camps  to  serve  prison  terms  because  they  were 
originally  North  Koreans  but  served  in  the  South  Korean  Army. 

—  At  that  time,  subject  heard  from  the  South  Korean  POWs  that  there  were 
large  POW  camps  in  Usi,  Cholma,  Pyoktong,  and  Cholsan,  all  located  in 
Pyongan-pukto  They  were  controlled  by  the  Chinese  Army.  Subject  also  heard 
Irom  the  South  Korean  POWs  that  there  were  a  large  number  of  U  S  POWs 
together  with  South  Korean  POWs  at  Usi  and  Cholma  camps.  However,  the 
bouth  Korean  POWs  did  not  specify  exactly  how  many  U.S.  POWs  they  had  ob- 
served there.  J 

In  October  1964,  while  subject  was  a  miner  at  the  Hwapung  lead  mine  in 
Chungpung-m,  Songwon-gun  Chagang-do,  he  heard  from  Chungpung-ni  villagers  on 
a  number  of  occasions  that  there  was  a  "U.S.  POW  mass  burili  site"  (migun-poro- 
tdegi)  in  Chungpung-nl.  6       v 

—  They  did  not  specify  how  many  U.S.  POWs  were  buried  there.  In  July  1975 
while  subject  was  a  miner  at  the  3.5  Copper  mine  in  Hoha-ri,  Chunggang-gun 
Chagang-do,  subject  heard  from  Hoha-ri  villagers  on  a  number  of  occasions  that 
there  was  a  US  POW  mass  burial  site"  (migun-poro-tdegi)  in  Chungdong-ni 
Chunggang-gun,  but  it  is  now  a  farm  field.  They  did  not  specify  how  many  U  s' 
POWs  were  buried  there. 

—  Subject  also  heard  from  the  villagers  that  during  the  Korean  war,  typhoid 
lever  swept  the  country  and  many  South  Korean  and  U.S.  POWs,  as  well  as 
North  Korean  populace,  died  of  typhoid  fever.  Subject  also  heard  that  during 
the  war,  the  Chinese  and  North  Korean  troops  buried  the  dead  bodies  of  South 
Korean  and  U.S.  POWs  like  trash'  in  a  mass  burial  site  without  any  ritual 
Subject  commented  that  some  old  people  in  the  northern  provinces  should  have 
more  information  about  the  locations  of  the  'POW  mass  burial  sites'." 

After  comparing  and  analyzing  all  reporting,  one  theme  consistently  surfaces-  Cho 

has  not  seen  American  POWs  since  1951.  the  information  on  possible  U.S.  units 

and  burial  locations  may  be  helpful  in  analyzing  status  of  MIAs  and  future  recovery 

operations.  US.  contacts  with  1  Lt.  Cho  seem  to  confirm  KVA  Pesident,  Chang  Tae- 

u&  ulD*euCTu-er  1994  c°mments  to  the  VFW  that  Cho  is  "old  for  his  age,"  in  poor 

linn  tn  nfr       nQnSn8  w^'  ?nd  he  appears  to  have  little  additional  informa- 
tion to  offer.  OSD/DPMO  intends  to  continue  to  pursue  the  matter.  Additionally 
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OSD/DPMO  is  working  with  DIA  to  investigate  Korean  war  era  senior  North  Ko- 
rean military  officers  now  living  in  exile  who  may  have  information  about  North  Ko- 
rean policies  toward  U.S.  and  other  UNC  POWs. 

Senator  SMITH.  What  is  your  assessment  of  current  technology  transfers  and  their 
implications  for  national  security?  . 

General  CLAPPER.  DIA  follows  the  transfer  of  militarily  significant  technologies 
between  foreign  countries  and  has  been  focusing  analytical  efforts  in  tracking  the 
flow  of  military  and  dual-use  systems  especially  from  the  more  technologically  devel- 
oped world  to  potential  threat  countries.  The  Office  of  the  Secretary  of  Defense 
(OSD)  and  Department  of  State  would  have  more  specific  information  on  changes 
inCOCOM.  m  ...      .      _  . 

A  country  may  be  considered  significant  because  it  is  a  prohferator  (buyer),  sup- 
plier diverter,  or  transshipper.  Militarily  significant  technologies  are  those  directly 
related  to  weapon  systems  production  and  those  enabling  technologies  which  permit 
a  country  to  develop  a  weapons  production  capability.  Many  weapon  technologies 
and  most  enabling  technologies  are  dual-use  technologies  makingtracking  the  flow, 
in  addition  to  their  interdiction  or  prevention,  much  more  difficult.  Many  tech- 
nologies have  legitimate  civilian  uses  in  addition  to  military  uses.  Examples  of  dual- 
use  technologies  are  a  computer  numerically  controlled  machine  tool  which  makes 
school  buses  and  tanks;  or,  a  plant  which  produces  baby  formula  and  botulin. 

Countries  use  a  variety  of  means  to  acquire  technology  including  establishing  new 
business  relationships,  cooperative  programs,  joint  ventures,  scientific  exchanges, 
investment  in  foreign  countries  (including  buying  out  U.S.  firms)  and  espionage.  The 
transfer  of  technology  is  an  important  means  for  cementing  relations  with  countries 
essential  to  their  national  security  objectives  and  to  further  their  economic,  political, 
and  military  interests. 

[Deleted.]  ,.         .  .  4l  ... 

What  follows,  by  way  of  example,  are  highlights  regarding  eight  key  countries  ef- 
forts to  acquire  and/or  sell  militarily  relevant  technologies. 

[Deleted.] 

[Whereupon,  at  1:05  pm,  the  committee  adjourned.] 
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